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Abstract—Recent control systems are severely depending on
information technology infrastructures, especially the Internet of
Things (IoT) devices, which create many opportunities for the in-
teraction between physical world and cyberspace. Due to the tight
connection, however, the cyber attacks have potentials to generate
evil consequences to the physical entities, and therefore, securing
the control systems is a vital issue for building smart societies.
To this end, this paper especially deals with the state estimation
problem in the presence of malicious sensor attacks. Unlike the
existing work, in this paper, we consider the problem with a priori
information of the state to be estimated. Specifically, we address
three prior knowledge: the sparsity information, (α, n̄0)-sparsity
information, and side information, and in each scenario, we show
that the state can be reconstructed even if more sensors are
compromised. This implies that the prior information reinforces
the system resilience against malicious sensor attacks. Then, an
estimator under sensor attacks considering the information is
developed and, under a certain condition, the estimator can be
relaxed into a tractable convex optimization problem. Further, we
extend this analysis to systems in presence of measurement noises,
and it is shown that the prior information reduces the state-
estimation error caused by the noise. The numerical simulations
in a diffusion process finally illustrate the reinforcement and
error-reduction results with the information.

Index Terms—System security, secure state estimation, sensor
attacks.

I. INTRODUCTION

A. Background and Related Work

ADVANCES in networks and information technologies
have great potential for the building of smart societies.

These technologies contribute to enhancing sustainability and
efficiency of social systems by interacting with physical in-
frastructures, and such systems integrating physical entities
and cyber components, are referred as Cyber-Physical Systems
(CPS). Many systems, such as energy, transportation, medical,
and manufacturing systems, are considered as CPS [1], [2],
and along with the innovation of Internet of Things (IoT),
the importance of the systems will further increase. However,
CPS are severely depending on computing and networking
elements, and hence CPS have several opportunities for ma-
licious third parties to inject attacks [3]–[5]. According to
the solid interaction between cyber and physical space, the
adversaries’ action against CPS conduces tragic consequences
to physical entities, not only cyber components. In other
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words, the cyber security of CPS is no longer restricted to
the cyber domain. As a matter of fact, there exist disruptive
cyber attacks targeting physical control system, which resulted
in evil consequences to the physical components, e.g., the
Stuxnet incident [6], the Maroochy water breach [7], and
recent Ukrainian CyberAttacks [8]. For the sake of secure
operations of CPS, therefore, we need to consider the cyber
threat scenarios and strengthen security and resilience of them.

One major challenge to a secure operation of CPS is
identifying the vulnerabilities due to malicious attacks and
developing countermeasures and mitigations against them [9]–
[18]. However, IoT devices have been increasing as well as
cyber incidents and vulnerabilities are also increasing, and it
is generally difficult to ensure the security of all devices and
sensors. Additionally, in typical CPS such as energy systems, it
is also difficult to immediately stop the operation even if they
are subjected to malicious attacks. Thus, one another challenge
is to operate CPS securely even if in the presence of malicious
integrity attacks.

Toward this end, it is necessary to estimate the system state
from the corrupted sensor measurements, and this problem
is broadly referred as a secure state estimation problem. The
paper [19] is pioneering work of the problem, and the authors
derived necessary and sufficient conditions for the feasible
estimation and control in linear systems and also provided an
efficient state reconstruction algorithm based on compressive
sensing literature. Shoukry and Tabuada [20] further refined
this work and developed more efficient algorithm adopting an
event-triggered technique. Chong et al. derived a new concept
of the system observability in the presence of malicious attacks
[21]. The papers [22]–[24] extended the problem into noisy
systems, and the authors provided an ℓ1-based attack-resilient
state estimator with considering bounded noises and modeling
errors. Lee et al. independently proposed an observer-based
secure state estimator in the same environment [25]. In the
paper [26], Nakahira and Mo developed a dynamic secure state
estimator and provided an estimation-error bound on the ℓ∞
norm. Our previous paper [27] presented a resilient estimator
considering the reach set of the state. In the papers [28], [29],
the authors developed computationally-efficient algorithms us-
ing Satisfiability Modulo Theory (SMT) paradigm. Further,
some papers [30]–[32] discussed this problem in nonlinear
systems.
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B. Motivation

Consider the following linear system subjected to malicious
sensor attacks:

x(k + 1) = Ax(k) +Bu(k), (1)
y(k) = Cx(k) + ya(k), (2)

where A ∈ Rn×n, B ∈ Rm×q , C ∈ Rm×n, x(k) ∈ Rn is
the system state, u(k) ∈ Rq is the external input, y(k) ∈ Rm

is the compromised sensor measurement, and ya(k) ∈ Rm is
the attack vector which is designed by the malicious adversary.
Assume that the attack injection vector is sparse, and let us
denote the number of nonzero entries of the vector by l. For the
feasible state estimation under the sensor attacks, the following
condition is well-known (see [19, Proposition 2], [20, Theorem
3.2], or [25, Lemma 3]):

Theorem 1: The system state can be reconstructed (possible
with delay) if and only if (A,CK∁) is observable for every
index set K ⊂ {1, . . . ,m} with |K| = 2l, where K∁ ≜
{1, . . . ,m}\K is the complement set of K with respect to
the sensor index {1, . . . ,m} and CK∁ is the matrix obtained
from C by eliminating all the rows except those indexed by
K∁.

In other words, the state can be reconstructed if and only
if the system remains observable after getting rid of any
choice of 2l sensors. This condition obviously provides the
maximum number of the compromised sensors: the attack
on m/2 or more sensors precludes the state reconstruction
since the observation matrix after removing 2l = m sensors
will be the null matrix. Hence, the maximal number of the
compromised sensors is equal to the half of the number of all
sensors.

The above papers do not restrict the domain of the state to be
reconstructed. The problem we are interested in is the secure
state estimation problem when we have some information
about the state. More precisely, can we reconstruct the state
by using the a priori information even though more sensors
are compromised? If possible, we can enhance the system
resilience against sensor attacks using the information. In this
paper, we especially focus on three prior information: the
sparsity information, (α, n̄0)-sparsity information, and side
information, and, in each scenario, we derive that the system
resilience is indeed reinforced by leveraging the information.
Furthermore, we extend this analysis to noisy systems, and
it is shown that the prior information suppresses the state-
estimation error due to the measurement noise.

The reminder of this paper is organized as follows: In
Section II, we describe the setup for the secure state esti-
mation problem. Section III addresses the problem with the
sparsity information, and we give a necessary and sufficient
condition and a precise optimization problem for the secure
state estimation with the information. Then, in Section IV,
we extend this analysis into special sparsity scenario named
(α, n̄0)-sparsity condition, while Section V deals with the side
information. Via numerical simulations resorting to a diffusion
process in Section VI, we show that the prior information
indeed enhances the system resilience. Section VII further
extends this analysis to noisy systems, and it is presented

the state-estimation error is suppressed by exploiting the prior
information. Section VIII finally concludes this work.

Notation: For a set I, |I| denotes the cardinality of the
set. For a linear map A, kerA is denoted to the null space
of A. We use 1n to indicate the n-dimensional column vector
whose entries are 1. Given a vector x ∈ Rn and an index set
I ⊆ {1, . . . , n}, xI ∈ R|I| denotes the sub-vector formed by
the entries indexed by I. Similarly for a matrix A ∈ Rm×n

and an index set J ⊆ {1, . . . ,m}, AJ ∈ R|J |×n is the matrix
obtained from A by eliminating all rows except those indexed
by J . Again for a vector x ∈ Rn, the support of the vector,
which is the set of the nonzero entries of x, is defined as

supp (x) ≜ {i : xi ̸= 0} ⊆ {1, . . . , n}.

The notion ∥x∥ℓp indicates the ℓp norm of a vector x ∈ Rn

for some p ≥ 1. Especially, we simply denote the ℓ1 norm
of the vector by ∥x∥1. Moreover, the ℓ0 “norm” of the vector
is denoted by ∥x∥0, which is defined as ∥x∥0 ≜ |supp (x)|,
i.e., the number of the nonzero entries of the vector. We
call a vector x ∈ Rn l-sparse if ∥x∥0 ≤ l. Finally, the
notation {x}T−1

0 is used to denote a discrete-time finite-
horizon sequence {x(0), . . . , x(T − 1)} for some T ≥ 1, but
we sometimes use {x} ignoring the sub- and superscripts when
there is no confusion.

II. PROBLEM FORMULATION

In this paper, we first consider the secure state estimation
problem in the noiseless linear time-invariant system which
is modeled as (1) and (2). Since the external input is not
affected by malicious sensor attacks and since the system is
linear and known, we know from the principle of superposition
that both y(k) and x(k) contain a zero-input response and
a zero-initial-condition response. The latter can be explicitly
computed based on u(k), and hence we can assume in the
subsequent analysis u(k) ≡ 0 for the purpose of determining
the zero-input response. For the sake of readability, let us
define the sensor index set as S ≜ {1, . . . ,m} and the state
index set as N ≜ {1, . . . , n}. As aforementioned, the attack
vector ya(k) is l-sparse, that is, ∥ya(k)∥0 ≤ l, ∀k ∈ N0. The
subset of sensors the adversary can access to be assumed to
be fixed over time, and is defined as K ⊆ S .

Our aim here is to recover the state x(k−T+1) and to infer
the attack vector sequence {ya(k−T +1), . . . , ya(k)} from T
(with T ≤ n) sensor measurements {y(k−T +1), . . . , y(k)}.
In this paper, without loss of generality, we focus on the
reconstruction problem of the initial state x(0) and the attack
sequence {ya} from the sensor measurements {y}. For the
problem, we assume that the defender has some knowledge of
the initial state, which cannot be manipulated by the attacker.
Thus, in what follows, we tackle the following problem.

Problem 1: For the system (1) and (2), given a potentially
compromised measurement sequence {y}, recover the unique
initial state x(0) and attack sequence {ya} by leveraging
available prior information.

We will provide necessary and sufficient conditions to this
problem by deriving reconstructing conditions and convex-
relaxation ones in three prior information. As prior informa-
tion, Sections III, IV, and V focus on the sparsity information,
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(α, n̄0)-sparsity information, and side information of the state,
respectively. The sparsity information indicates the number of
the nonzero entries of the initial state while (α, n̄0)-sparsity
information can be applied when almost all the entries in the
initial condition vector assume a specific value α. The side
information, which can be regarded as an additional measure-
ment not manipulated by the adversaries, indicates the physical
description of the system initial state. We first consider the
noiseless system, while the impact of measurement noises will
be investigated in Section VII.

III. SECURE STATE ESTIMATION
WITH SPARSITY INFORMATION

In this section, we tackle the secure state estimation problem
with sparsity information of the initial state. Denote the
sparsity information by n̄0 such that ∥x(0)∥0 ≤ n̄0. Note that
if all entries in x(0) are not 0, then n̄0 = n.

A. Necessary and Sufficient Condition for Estimation

We first give a necessary and sufficient condition for the
secure state estimation under l sensor attacks with the sparsity
information.

Theorem 2: For the system (1) and (2), suppose that
potentially compromised T measurements {y} are given. Any
n̄0-sparse initial state and l-sparse attack sequence can be
reconstructed from the measurements if and only if, for all
z ∈ Rn\{0} with ∥z∥0 ≤ 2n̄0, the following holds:∣∣supp (Cz) ∪ · · · ∪ supp

(
CAT−1z

)∣∣ > 2l. (3)

Proof: First, for the sufficiency, we resort to a contradic-
tion, that is, suppose that (3) satisfies, but all n̄0-sparse initial
states and l-sparse attack sequences cannot be reconstructed.
This means that there exist two initial states x1 ̸= x2 with
∥x1∥0 ≤ n̄0 and ∥x2∥0 ≤ n̄0 and two attack scenarios
{ya1} and {ya2} with supp

(
{ya1}

)
⊆ K1, |K1| ≤ l and

supp
(
{ya2}

)
⊆ K2, |K2| ≤ l which lead to same output

sequence y(k) = CAkx1+ya1(k) = CAkx2+ya2(k)1. Since
the resulting outputs are same, it follows that(

ya1(k)− ya2(k)
)
= CAk

(
x2 − x1

)
, ∀k ∈ N0, (4)

which is interpreted as that an initial state x2 − x1 ̸= 0
generates an output sequence ya1(k) − ya2(k). Note that
this initial state yields ∥x2 − x1∥0 ≤ 2n̄0 and the output
satisfies supp

(
ya1(k)− ya2(k)

)
⊆ K1 ∪K2, ∀k ∈ N0. Thus,

for a vector z ≜ x2 − x1, which is 2n̄0-sparse, we obtain
supp

(
CAkz

)
⊆ K1 ∪ K2, ∀k ∈ N0, which shows that

|supp
(
CAkz

)
| ≤ 2l, ∀k ∈ N0, and thus (3) does not hold.

On the other hand, for the necessity, we again resort to a
contradiction. Suppose that any n̄0-sparse initial state and any
l-sparse attack sequence can be reconstructed, but (3) does
not hold, which is equivalent to that there exists a vector z ∈
Rn\{0} with ∥z∥0 ≤ 2n̄0 satisfying∣∣supp (Cz) ∪ · · · ∪ supp

(
CAT−1z

)∣∣ ≤ 2l. (5)

1Note that any two distinct initial states are distinguishable (i.e., these initial
states do not generate same output sequence) if and only if every initial state
can be reconstructed from T sensor measurements. For details, please refer
to [33, Chapter 3] or other control theory literature.

In this proof, using two distinct n̄0-sparse vectors x1 and x2,
let z ≜ x1 − x2. Further, let K1 and K2 be two subsets of S
with |K1| ≤ l and |K2| ≤ l such that K1 ∪K2 = supp (Cz)∪
· · ·∪supp

(
CAT−1z

)
. Note that |K1∪K2| ≤ 2l. Consider the

two attack scenarios are defined by ya1(k) =
(
−CAkz

)
i
, i ∈

K1, indicating the vector obtained from −CAkz by letting
all the entries outside of K1 to 0, and similarly ya2(k) =(
CAkz

)
i
, i ∈ K2. Then, it follows that

y(k) = CAkx1 + ya1(k) = CAkx2 + ya2(k), ∀k ∈ N0,

which obviously indicates two initial states and attack se-
quences correspond to the same output. Thus, two n̄0-sparse
different initial states x1, x2 are not distinguishable, which
implies a contradiction.

The sparser the initial state is (or the smaller n̄0 is), the
greater the left-hand side of (3) is, which implies that the
sparse initial state enables the feasible secure state recon-
struction even though more sensors are compromised. This
indicates that the sparsity information of the state enhances
the system resilience against sensor attacks. Note that if the
initial state is not sparse (i.e., n̄0 ≥ n/2), the necessary and
sufficient condition of Theorem 2 coincides with the one of
[19, Proposition 3.2]. Hence, in contrast, if the sparsity of
initial state satisfies n̄0 < n/2, the state reconstruction might
be achieved even if more sensors are compromised.

To illustrate the resilience reinforcement more closely, con-
sider the case of T = 1. For a given initial output

y(0) =
[
C I

]︸ ︷︷ ︸
C̄

[
x(0)
ya(0)

]
︸ ︷︷ ︸

x̄

= C̄x̄, ∥x̄∥0 ≤ n̄0 + l,

consider the problem to construct the vector x̄ ∈ Rn+m. We
here assume that C has full column rank (namely, the system
is observable in a static sense). To this end, we first introduce
the notion of the spark of a matrix [34], [35]:

Definition 1: For a matrix A ∈ Rm×n, the spark of the
matrix is defined as

spark(A) ≜ minimize
z∈kerA\{0}

∥z∥0. (6)

In other words, the spark of A is the smallest number j such
that there exists a set of j columns in A which are linear
dependent.

Using this notion, the following proposition presents the
feasible unique reconstruction of the solution.

Proposition 1 ( [37, Corollary 1]): If ∥x̄∥0 < spark(C̄)/2,
then x̄ is the unique sparsest solution of y(0) = C̄x̄.

Now C has full column rank, and thus we have spark(C̄) =
m+1. Therefore, by Proposition 1, if the following holds, then
x̄ obeying ∥x̄∥0 ≤ n̄0 + l can be uniquely determined:

n̄0 + l <
m+ 1

2
=⇒ l <

m+ 1

2
− n̄0,

which indicates that a small n̄0 permits a large l. Thus, one
can confirm that the sparse initial state can be recovered even
if the adversary corrupts many sensors. The following simple
example illustrates that the sparse initial state reinforces the
system resilient against sensor attacks compared with a non-
sparse initial state.
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Example 1: Consider the case of T = 1. Then, the necessary
and sufficient condition of Theorem 2 can be written as
∥Cz∥0 > 2l, ∀z ∈ Rn\{0} with ∥z∥0 ≤ 2n̄0. Let us assume
that C is given as

C =

 1 0 1 1 1
1 1 0 −1 0
0 1 1 0 2

⊤

. (7)

If we have the knowledge that the initial state is sparse and
satisfies ∥x(0)∥0 ≤ 1, then it holds that, for all z ∈ Rn\{0}
with ∥z∥0 ≤ 2, ∥Cz∥0 > 3, which implies that any 1-sparse
initial state can be recovered under any 1 sensor is corrupted.
On the other hand, if the initial state is not sparse (i.e., n̄0 >
2), then, for a vector z = [ − 1 − 1 1 ]⊤, we obtain
Cz = [ − 2 0 0 0 1 ]⊤ and ∥Cz∥0 = 2, which indicates
that any initial state cannot be reconstructed in the presence
of 1-sparse attack. As a matter of fact, letting two distinct
initial states be x1 = [ − 1 − 1 1 ]⊤ and x2 = 0 and two
different 1-sparse attacks be ya1 = [ 2 0 0 0 0 ]⊤ and
ya2 = [ 0 0 0 0 1 ]⊤, it follows that

y = Cx1 + ya1 = Cx2 + ya2 =
[
0 0 0 0 1

]⊤
,

which implies two different attack scenarios explain same
output, and thus these cannot be uniquely reconstructed.

B. Optimization Problem

In this subsection, we develop a concrete optimization
problem to reconstruct the unique initial state and malicious
attack sequence. For the system (1) and (2), the following
holds regarding the collected outputs2:

Y = Φ(x(0)) + Y a, (8)

where

Y ≜
[
y(0) · · · y(T − 1)

]
∈ Rm×T ,

Y a ≜
[
ya(0) · · · ya(T − 1)

]
∈ Rm×T ,

Φ(x) : Rn → Rm×T

x 7→
[
Cx · · · CAT−1x

]
.

Based on the equation, let us consider the following optimiza-
tion problem for some p ≥ 1:

P s
0 : minimize

x̂∈Rn,Ŷ a∈Rm×T

∥∥∥Ŷ a
∥∥∥
0/p

+ ∥x̂∥0 (9)

subject to Y = Φ(x̂) + Ŷ a,

where Ŷ a ≜ [ ŷa(0) · · · ŷa(T − 1) ] ∈ Rm×T is an
optimization variable pertaining to the attack sequence and,
for a matrix A ∈ Rm×n, the ℓ0/ℓp (p ≥ 1) mixed norm of
the matrix is defined as follows [38]:

∥A∥0/p ≜
m∑
i=1

I
(
∥Ai∥ℓp

)
,

2Though each matrix and the linear map depend on the time window T ,
we abbreviate it for the sake of legibility. Moreover, we sometimes abuse
the notion of l-sparse for the matrix Y a, meaning the attack sequence {ya}
configuring this matrix is l-sparse.

where I(·) is the indicator function, which is 0 when its
argument is zero and is 1 otherwise. For the subsequent
analysis, we further define the ℓ1/ℓp (p ≥ 1) mixed norm
of the matrix as

∥A∥1/p ≜
m∑
i=1

∥Ai∥ℓp .

Thus, the optimization problem P s
0 can be observed as a

reconstruction problem of the initial state and attack sequence,
which explain the output matrix Y , minimizing the number
of attacked sensors and nonzero entries of the initial state.
Then, we obtain the following proposition for the feasible
reconstruction.

Proposition 2: If, for all z ∈ Rn\{0} with ∥z∥0 ≤ 2n̄0,
(3) holds, then any n̄0-sparse initial state and l-sparse at-
tack matrix are the unique minimizers to P s

0 , i.e., for any
x(0) ∈ Rn with ∥x(0)∥0 ≤ n̄0 and {ya} ⊂ Rm such that
supp ({ya}) ⊆ K with |K| ≤ l, P s

0 can recover x(0) and
{ya}.

Proof: We proceed by contradiction. Suppose that, for
all z ∈ Rn\{0} with ∥z∥0 ≤ 2n̄0, (3) holds, but P s

0 cannot
recover a unique n̄0-sparse initial state x(0) and l-sparse attack
sequence {ya}. Let (x̂, Ŷ a) be the solution of P s

0 , where x̂ ̸=
x(0) and Ŷ a is a matrix concatenating an attack sequence
{ŷa} ̸= {ya} such that supp ({ŷa}) ⊆ K̂. Note that, by the
constraint condition of the P s

0 , we obtain Y = Φ(x(0))+Y a =
Φ(x̂)+Ŷ a, with in addition, by the objective function, we also
have |K̂|+∥x̂∥0 ≤ |K|+∥x(0)∥0 ≤ l+n̄0. Therefore, it is easy
to see that two different sparse initial states and two different
l-sparse attack sequences explain same output, which implies
that these states and attack sequences cannot be reconstructed.
This contradicts the condition of Theorem 2.

This proposition shows that the optimization problem P s
0

can recover the unique n̄0-sparse initial state and l-sparse
attack sequence if (3) holds. However, this problem is, in
general, NP-hard [39], and is not tractable. Thus, we next
tackle the relaxation of this problem.

C. Relaxation to Convex Problem

Let us consider the following convex optimization problem
for some p ≥ 1:

P s
1/p : minimize

x̂∈Rn,Ŷ a∈Rm×T

∥∥∥Ŷ a
∥∥∥
1/p

+ ∥x̂∥1

subject to Y = Φ(x̂) + Ŷ a. (10)

Then, the following proposition provides a necessary and suf-
ficient condition for the equivalence of the solutions between
P s
0 and P s

1/p.
Proposition 3: Suppose that, for all z ∈ Rn\{0} with

∥z∥0 ≤ 2n̄0, (3) holds. Letting (x(0), Y a), where x(0) is n̄0-
sparse and Y a is a matrix concatenating an l-sparse attack
sequence, be the solution of P s

0 and (x̂, Ŷ a) be the one of
P s
1/p, (x(0), Y a) = (x̂, Ŷ a) if and only if, for all K ⊂ S with
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|K| = l and for all N0 ⊂ N with |N0| = n̄0, the following
holds for all x ∈ Rn\{0}:∑
i∈K

∥(Φ(x))i∥ℓp+
∑
j∈N0

|xj |<
∑
i∈K∁

∥(Φ(x))i∥ℓp+
∑
j∈N∁

0

|xj | ,

(11)

where K∁ ≜ S\K and N ∁
0 ≜ N\N0.

Proof: For the sufficiency, we resort to a contradiction.
Suppose that, for all K ⊂ S with |K| = l and for all N0 ⊂ N
with |N0| = n̄0, (11) holds, but (x(0), Y a) ̸= (x̂, Ŷ a), where
(x(0), Y a) and (x̂, Ŷ a) are, respectively, the solutions of P s

0

and P s
1/p. By Proposition 2, we know that the solution of P s

0

is the unique one, which indicates that P s
1/p fails to recover the

unique n̄0-sparse initial state x(0) and l-sparse attack sequence
{ya}. Thus, by the objective function of P s

1/p, two distinct
solutions (x(0), Y a) and (x̂, Ŷ a) follow∥∥∥Ŷ a

∥∥∥
1/p

+∥x̂∥1 ≤ ∥Y a∥1/p+∥x(0)∥1 . (12)

Moreover, according to the constraint conditions of P s
0 and

P s
1 , it follows that Y = Φ(x(0)) + Y a = Φ(x̂) + Ŷ a. Here,

let us define x̃ ≜ x̂− x(0) ̸= 0 following

Φ(x̃) = Φ(x̂)− Φ(x(0)) = Y a − Ŷ a. (13)

Then, by the triangle inequality, we obtain∑
i∈K

∥(Φ(x̃))i∥ℓp+
∑
j∈N0

|x̃j |=
∑
i∈K

∥∥∥Y a
i − Ŷ a

i

∥∥∥
ℓp
+
∑
j∈N0

|x̃j |

≥
∑
i∈K

(
∥Y a

i ∥ℓp−
∥∥∥Ŷ a

i

∥∥∥
ℓp

)
+
∑
j∈N0

(|xj(0)|−|x̂j |) . (14)

Recalling Y a is the unique attack matrix, the attack sequence
configuring this matrix satisfies supp ({ya}) ⊆ K. Thus, we
have ∥Y a∥1/p =

∑
i∈K ∥Y a

i ∥ℓp . Similarly, the unique initial
state follows ∥x(0)∥1 =

∑
j∈N0

|xj(0)|. Hence, we obtain∑
i∈K

∥Y a
i ∥ℓp +

∑
j∈N0

|xj(0)| = ∥Y a∥1/p + ∥x(0)∥1 . (15)

Then, (14) can be formulated as∑
i∈K

∥(Φ(x̃))i∥ℓp+
∑
j∈N0

|x̃j |

≥
∑
i∈K

(
∥Y a

i ∥ℓp−
∥∥∥Ŷ a

i

∥∥∥
ℓp

)
+
∑
j∈N0

(|xj(0)|−|x̂j |)

(15)
= ∥Y a∥1/p−

∑
i∈K

∥∥∥Ŷ a
i

∥∥∥
ℓp
+∥x(0)∥1−

∑
j∈N0

|x̂j |

(12)

≥
∥∥∥Ŷ a

∥∥∥
1/p

−
∑
i∈K

∥∥∥Ŷ a
i

∥∥∥
ℓp
+∥x̂∥1 −

∑
j∈N0

|x̂j |

=
∑
i∈K∁

∥∥∥Ŷ a
i

∥∥∥
ℓp
+
∑
j∈N∁

0

|x̂j |=
∑
i∈K∁

∥(Φ(x̃))i∥ℓp+
∑
j∈N∁

0

|x̃j | ,

where the last equality comes of the relation (13),
supp ({ya}) ⊆ K, and supp (x(0)) ⊆ N0. This obviously
contradicts (11).

For the necessity, we again consider a contradiction, namely,
assume that (x(0), Y a) = (x̂, Ŷ a), but (11) does not hold,
where, as with the sufficiency part, (x(0), Y a) and (x̂, Ŷ a)
are, respectively, the solutions of P s

0 and P s
1/p. The vector

x(0) indicates the unique n̄0-sparse initial state and Y a is
the unique l-sparse attack matrix against the system. In other
words, there exist an index set K ⊂ S with |K| = l, an index
set N0 ⊂ N with |N0| = n̄0, and a vector z ∈ Rn\{0}
satisfying∑
i∈K

∥(Φ(z))i∥ℓp+
∑
j∈N0

|zj |≥
∑
i∈K∁

∥(Φ(z))i∥ℓp+
∑
j∈N∁

0

|zj | .

(16)

Using a nonzero initial state x(0) ∈ Rn\{0} such that
supp (x(0)) = N0, let an attack matrix be Y a =
−(Φ(x(0)))i, i ∈ K. Note that the attack sequence configur-
ing this matrix satisfies supp ({ya}) = K. The resulting output
matrix is given by Y = Φ(x(0))+Y a = (Φ(x(0)))i, i ∈ K∁.
In contrast, considering another initial state x̂ = 0 and attack
matrix Ŷ a = (Φ(x(0)))i, i ∈ K∁, we have same output matrix
Y = Φ(x̂) + Ŷ a = (Φ(x(0)))i, i ∈ K∁. By the definitions of
Y a and x(0), it follows that

∥Y a∥1/p + ∥x(0)∥1 =
∑
i∈K

∥Y a
i ∥ℓp +

∑
j∈N0

|xj(0)|

=
∑
i∈K

∥(Φ(x(0)))i∥ℓp +
∑
j∈N0

|xj(0)|

(16)

≥
∑
i∈K∁

∥(Φ(x(0)))i∥ℓp +
∑
j∈N∁

0

|xj(0)|

=
∥∥∥Ŷ a

∥∥∥
1/p

+ ∥x̂∥1 , (17)

where we use the fact that
∑

j∈N∁
0
|xj(0)| = ∥x̂∥1 = 0. This

indicates that P s
1/p fails to reconstruct the unique initial state

x(0) and attack matrix Y a, i.e., (x(0), Y a) ̸= (x̂, Ŷ a), which
implies a contradiction.

This proposition says that one can reconstruct any n̄0-sparse
initial state and l-sparse attack sequence using a tractable
convex optimization problem P s

1/p provided that the system
satisfies (11). The condition (11) relates to the nullspace
property in the field of compressed sensing and the calculation
of this conditions is known to be NP-hard, in general [40].
Thus, there is, unfortunately, no known efficient way to
calculate this condition. However, we note that this paper
tackles the resilience reinforcement with a priori information,
and as given in the following remark, one can realize that the
prior information indeed enhances the system resilience when
compared with the conventional result in terms of practical
computation as well.

Remark 1: In the case when we do not consider the sparsity
information, the condition of (11) is given as the following [19,
Proposition 6]:∑

i∈K
∥(Φ(x))i∥ℓp <

∑
i∈K∁

∥(Φ(x))i∥ℓp .

We observe that, broadly speaking, this relation satisfies when
l is small enough, namely the number of compromised sensors
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is low, but the larger l is not permitted. On the other hand,
in (11) considering the sparsity, the increase of l can be com-
pensated by the increasing of the sparsity (or the decreasing
of n̄0). Hence, also from the viewpoint of calculation, the
sparsity helps the state reconstruction under the malicious
sensor attacks. However, we likewise recognize that non-
sparse initial states rather deteriorate the condition. Hence,
when we know that the initial state is not sparse enough, the
optimization problem without considering sparsity information
(which is given as D1/p in Section VI) should be utilized.

Remark 2: The initial state is mostly sparse in large and
complex systems and the sparse information can be given in
advance. A typical example is diffusion mechanisms such as
the virus spreading in computer networks [41] or data diffusion
process in networks [42]. It is well known that these systems
have sparse initial states. However, these systems are laid on
ubiquitous and complex networks, and thus adversarial attacks
easily can corrupt the processes. Therefore, the analysis in this
section helps the complex network systems admitting to sparse
initial states to enhance the resilience against the malicious
interruption.

Remark 3: As a final remark, it should be noted that there
exists a trade-off between the system resilience and operational
performance relying on the time window T . Choosing a large
T indicates one can exploit many sensor measurements for
the estimation. However, a large T generates a delay of the
estimation which possibly deteriorates the operational perfor-
mance. Therefore, we ought to select a suitable T satisfying
the state reconstruction condition for the anticipated l. If the
defender would like to stiffen the system resilience as far as
possible, T is sufficient to be equal to the number of states n,
by the Cayley-Hamilton theorem.

IV. SECURE STATE ESTIMATION
WITH (α, n̄0)-SPARSITY INFORMATION

In the previous section, we addressed that the sparsity
information enhances the system resilience. We further derived
a convex optimization problem which recovers any n̄0-sparse
initial state and l-sparse attack sequence under the condition
(11). This section extends this sparsity information into a
special sparsity case, i.e., the most entries of the state are
an arbitrary value, not only 0, as follows.

Definition 2 ((α, n̄0)-sparse vector): We call a vector x ∈
Rn (α, n̄0)-sparse if the following holds for some α ∈ R:

∥x− α1n∥0 ≤ n̄0. (18)

In other words, if most entries of a vector x are α and the
number of otherwise entries is n̄0, then the vector is called
(α, n̄0)-sparse. In general, however, note that the defender
does not have the knowledge of α.

A. Necessary and Sufficient Condition for Estimation

In analogy with the previous section, we first give a nec-
essary and sufficient condition for the secure state estimation
in the presence of l sensor attacks with the (α, n̄0)-sparsity
information.

Theorem 3: For the system (1) and (2), suppose that
potentially compromised T measurements {y} are given. For
some α ∈ R, any (α, n̄0)-sparse initial state and l-sparse attack
sequence can be reconstructed from the measurements if and
only if, for all z ∈ Rn\{0} with ∥z∥0 ≤ 2n̄0, (3) holds.

Proof: In analogy with Theorem 2, for the sufficiency, we
resort to a contradiction, that is, suppose that (3) satisfies, but
all (α, n̄0)-sparse initial states and attack sequences cannot
be reconstructed. This means that there exist two distinct
(α, n̄0)-sparse initial states x1 ̸= x2 and two attack scenarios
{ya1} and {ya2} with supp

(
{ya1}

)
⊆ K1, |K1| ≤ l and

supp
(
{ya2}

)
⊆ K2, |K2| ≤ l which lead to same output

sequence y(k) = CAkx1+ya1(k) = CAkx2+ya2(k). Hence,
as with Theorem 2, we see that an initial state x2−x1 ̸= 0 gen-
erates an output sequence ya1(k)−ya2(k). Note that this initial
state satisfies ∥x2−x1∥0 ≤ 2n̄0 (this is because, for an index i,
if it satisfies that x1i = x2i = α, then we have x2i −x1i = 0) and
the output satisfies supp

(
ya1(k)− ya2(k)

)
⊆ K1∪K2, ∀k ∈

N0. Thus, for a vector z ≜ x2 − x1 which is 2n̄0-sparse, we
obtain supp

(
CAkz

)
⊆ K1 ∪K2, ∀k ∈ N0, which shows that

|supp
(
CAkz

)
| ≤ 2l, ∀k ∈ N0, and thus (3) does not hold.

For the necessity, then, we again resort to a contradiction.
Suppose that any (α, n̄0)-sparse initial state and any l-sparse
attack sequence can be reconstructed, but (3) does not hold,
which is equivalent to that there exists a vector z ∈ Rn\{0}
with ∥z∥0 ≤ 2n̄0 satisfying (5). As with Theorem 2, let us
define z ≜ x1−x2 ̸= 0, where x1 and x2 are n̄0-sparse. Note
that these vectors are (0, n̄0)-sparse, and thus the rest of this
proof is same as the one of Theorem 2.

One can observe that even if the most entries of the initial
state take the same value, not 0 but some α ∈ R, the condition
for the state reconstruction is not altered. Thus, if the most
entries of the initial state are the same value, the system
resilience against sensor attacks is enhanced.

B. Optimization Problem

As is the case with the previous section, then, we construct
an optimization problem to reconstruct the (α, n̄0)-sparse
initial state and malicious attack sequence. To this end, let us
consider the following optimization problem for some p ≥ 1:

Pα
0 : minimize

x̂∈Rn,α̂∈R,
Ŷ a∈Rm×T

∥∥∥Ŷ a
∥∥∥
0/p

+ ∥x̂− α̂1n∥0

subject to Y = Φ(x̂) + Ŷ a. (19)

One difference from the problem P s
0 is to take α into account

since the defender does not have the knowledge of α. Then,
we obtain the following proposition pertaining to Pα

0 .
Proposition 4: If, for all z ∈ Rn\{0} with ∥z∥0 ≤ 2n̄0,

(3) holds, then any (α, n̄0)-sparse initial state and l-sparse
attack matrix are the unique minimizers to Pα

0 , i.e., for any
x(0) ∈ Rn with ∥x(0)−α1n∥0 ≤ n̄0 and for any {ya} ⊂ Rm

such that supp ({ya}) ⊆ K with |K| ≤ l, Pα
0 can recover

x(0), α, and {ya}.
Proof: With the aim of contradiction, suppose that, for

all z ∈ Rn\{0} with ∥z∥0 ≤ 2n̄0, (3) holds, but Pα
0 cannot

recover a unique (α, n̄0)-sparse initial state x(0) and l-sparse
attack sequence {ya}. Let (x̂, α̂, Ŷ a) be the solution of Pα

0 ,
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where x̂ ̸= x(0) with ∥x̂ − α̂1n∥0 ≤ n̄0 for some α̂ ∈ R
and Ŷ a is a matrix concatenating an attack sequence {ŷa} ̸=
{ya} such that supp ({ŷa}) ⊆ K̂. Note that, by the constraint
condition of the Pα

0 , we have Y = Φ(x(0))+Y a = Φ(x̂)+Ŷ a,
with in addition, by the objective function, we also have |K̂|+
∥x̂− α̂1n∥0 ≤ |K|+ ∥x(0)−α1n∥0 ≤ l+ n̄0. Therefore, it is
easy to see that two different (α, n̄0)-sparse initial states and
two different l-sparse attack sequences explain same output,
which implies that these states and attack sequences cannot be
reconstructed. This contradicts the condition of Theorem 3.

C. Relaxation to Convex Problem

As with the previous section, we then tackle to relax the
problem Pα

0 into a tractable one. Consider the following
convex optimization problem for some p ≥ 1:

Pα
1/p : minimize

x̂∈Rn,α̂∈R,
Ŷ a∈Rm×T

∥∥∥Ŷ a
∥∥∥
1/p

+ ∥x̂− α̂1n∥1

subject to Y = Φ(x̂) + Ŷ a. (20)

Then, the following proposition derives a necessary and suf-
ficient condition for the equivalence of the solutions between
Pα
0 and Pα

1/p.
Proposition 5: Suppose that, for all z ∈ Rn\{0} with

∥z∥0 ≤ 2n̄0, (3) holds. Letting (x(0), α, Y a), where x(0) is
(α, n̄0)-sparse for α ∈ R and Y a is a matrix concatenating an
l-sparse attack sequence, be the solution of Pα

0 and (x̂, α̂, Ŷ a)
be the one of Pα

1/p, (x(0), α, Y a) = (x̂, α̂, Ŷ a) if and only
if, for all K ⊂ S with |K| = l and for all N0 ⊂ N with
|N0| = n̄0, the following holds for all x ∈ Rn\{0} and for
all β ∈ R:

∑
i∈K

∥(Φ(x))i∥ℓp +
∑
j∈N0

|xj − β|

<
∑
i∈K∁

∥(Φ(x))i∥ℓp +
∑
j∈N∁

0

|xj − β| . (21)

Proof: As well Proposition 3, for the sufficiency, we
resort to a contradiction. Suppose that, for all K ⊂ S with
|K| = l and for all N0 ⊂ N with |N0| = n̄0, (21)
holds, but (x(0), α, Y a) ̸= (x̂, α̂, Ŷ a), where (x(0), α, Y a)
and (x̂, α̂, Ŷ a) are, respectively, the solutions of Pα

0 and
Pα
1/p. By Proposition 4, we now know that the solution of
Pα
0 is the unique one, which indicates that Pα

1/p fails to
recover the unique (α, n̄0)-sparse initial state x(0) and l-sparse
attack sequence. Thus, two different solutions (x(0), α, Y a)
and (x̂, α̂, Ŷ a) follow∥∥∥Ŷ a

∥∥∥
1/p

+∥x̂− α̂1n∥1 ≤ ∥Y a∥1/p+∥x(0)− α1n∥1 . (22)

Moreover, according to the constraint conditions of Pα
0 and

Pα
1/p, we have Y = Φ(x(0)) + Y a = Φ(x̂) + Ŷ a. Here, let

us define α̃ ≜ α̂ − α and x̃ ≜ x̂ − x(0) ̸= 0 following (13).
Then, by the triangle inequality, we obtain∑
i∈K

∥(Φ(x̃))i∥ℓp+
∑
j∈N0

|x̃j − α̃|

≥
∑
i∈K

(
∥Y a

i ∥ℓp−
∥∥∥Ŷ a

i

∥∥∥
ℓp

)
+
∑
j∈N0

(|xj(0)− α|−|x̂j − α̂|)

(23)

As indicated in the proof of Proposition 3, we have ∥Y a∥1/p =∑
i∈K ∥Y a

i ∥ℓp . Similarly, regarding the unique initial state
x(0) and α, they satisfy ∥x(0)−α1n∥1 =

∑
j∈N0

|xj(0)−α|.
Hence, by (22), it follows that∑
i∈K

∥Y a
i ∥ℓp+

∑
j∈N0

|xj(0)−α|=∥Y a∥1/p + ∥x(0)−α1n∥1

≥
∥∥∥Ŷ a

∥∥∥
1/p

+∥x̂−α̂1n∥1 . (24)

Then, by (23), we have∑
i∈K

∥(Φ(x̃))i∥ℓp+
∑
j∈N0

|x̃j − α̃|

(24)

≥
∥∥∥Ŷ a

∥∥∥
1/p

−
∑
i∈K

∥∥∥Ŷ a
i

∥∥∥
ℓp
+∥x̂− α̂1n∥1 −

∑
j∈N0

|x̂j − α̂|

=
∑
i∈K∁

∥∥∥Ŷ a
i

∥∥∥
ℓp

+
∑
j∈N∁

0

|x̂j − α̂|

=
∑
i∈K∁

∥(Φ(x̃))i∥ℓp+
∑
j∈N∁

0

|x̃j − α̃| ,

where the last equality is caused by the relation (13),
supp ({ya}) ⊆ K, and supp (x(0)− α1n) ⊆ N0. This
obviously contradicts (21).

For the necessity, we again consider a contradiction, namely,
suppose that (x(0), α, Y a) = (x̂, α̂, Ŷ a), but (21) does not
hold, where, in analogy with the previous sufficiency part,
(x(0), α, Y a) and (x̂, α̂, Ŷ a) are, respectively, the solutions of
Pα
0 and Pα

1/p, where x(0) is the unique (α, n̄0)-sparse initial
state and Y a is the l-sparse attack matrix. In other words, there
exist an index set K ⊂ S with |K| = l, an index set N0 ⊂ N
with |N0| = n̄0, a vector x ∈ Rn\{0}, and a scalar β ∈ R
such that∑

i∈K
∥(Φ(x))i∥ℓp+

∑
j∈N0

|xj − β|

≥
∑
i∈K∁

∥(Φ(x))i∥ℓp+
∑
j∈N∁

0

|xj − β| . (25)

Using a nonzero (α, n̄0)-sparse initial state x(0) ∈ Rn\{0}
such that supp (x(0)− α1n) = N0 for some α ∈ R, let an
attack matrix be Y a = −(Φ(x(0)))i, i ∈ K. The resulting out-
put matrix is given by Y = Φ(x(0)) + Y a = (Φ(x(0)))i, i ∈
K∁. In contrast, considering another initial state x̂ = 0 and
another attack matrix Ŷ a = (Φ(x(0)))i, i ∈ K∁, we have
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same output matrix Y = Φ(x̂) = Ŷ a = (Φ(x(0)))i, i ∈ K∁.
Defining α̂ ≜ 0, by the definitions of Y a and x(0), we have

∥Y a∥1/p + ∥x(0)− α1n∥1

=
∑
i∈K

∥(Φ(x(0)))i∥ℓp +
∑
j∈N0

|xj(0)− α| ,

(25)

≥
∑
i∈K∁

∥(Φ(x(0)))i∥ℓp +
∑
j∈N∁

0

|xj(0)− α|

=
∥∥∥Ŷ a

∥∥∥
1/p

+ ∥x̂− α̂1n∥1 , (26)

where we use the fact that
∑

j∈N∁
0
|xj(0)− α| =

∥x̂− α̂1n∥1 = 0. This inequality indicates that Pα
1/p fails

to reconstruct the unique (α, n̄0)-sparse initial state x(0), α,
and attack matrix Y a, i.e., (x(0), α, Y a) ̸= (x̂, α̂, Ŷ a), which
implies a contradiction.

This proposition indicates that any (α, n̄0)-sparse initial
state and l-sparse attack sequence can be reconstructed using
a tractable convex optimization problem Pα

1/p if the system
satisfies (21). Note that, unlike the previous estimator P s

1/p,
one needs to recover α which configures the initial state.
As aforementioned, the state reconstruction conditions for
sparse and (α, n̄0)-sparse initial state are same, but in practice,
the recovery rate of the (α, n̄0)-sparse initial state might be
inferior to the sparse one.

V. SECURE STATE ESTIMATION WITH SIDE INFORMATION

As third prior information, we consider side information of
the initial state which is given as follows [43]:

ψ = Ωx(0), (27)

where ψ ∈ Rr is the side information and Ω ∈ Rr×n is
called side information matrix. If Ω has full column rank, one
can uniquely reconstruct the initial state using the matrix and
ψ, and therefore, without loss of generality, we assume here
that Ω has full row rank and is not invertible. The case when
r = 0 (i.e., Ω is the null matrix) is equivalent to the case of
no prior information of the initial state. As indicated in [43],
the side information ψ implies the knowledge of the initial
state from the physical attribution of the system and cannot
be manipulated by malicious third parties.

A. Necessary and Sufficient Condition for Estimation

As with the discussion so far, we first give a necessary
and sufficient condition for the secure state estimation under
l sensor attacks with the side information of the initial state.

Theorem 4: For the system (1) and (2), suppose that
potentially compromised T measurements {y} are given. Ad-
ditionally, suppose that the side information ψ and Ω are given.
Any initial state satisfying (27) and l-sparse attack sequence
can be reconstructed from the measurements if and only if,
for all z ∈ Rn\{0}, the following holds:∣∣∣∣supp([ C

Ω

]
z

)
∪ · · · ∪ supp

([
CAT−1

Ω

]
z

)∣∣∣∣ > 2l.

(28)

Proof: In analogy with previous theorems, for the suf-
ficiency, we resort to a contradiction, that is, suppose that
(28) satisfies, but all initial states satisfying (27) and l-sparse
attack sequences cannot be reconstructed. This means that
there exist two initial states x1 ̸= x2 and two attack scenarios
{ya1} and {ya2} with supp

(
{ya1}

)
⊆ K1, |K1| ≤ l and

supp
(
{ya2}

)
⊆ K2, |K2| ≤ l which lead to same output

sequence y(k) = CAkx1+ya1(k) = CAkx2+ya2(k). Hence,
as is the case with Theorem 2, we see that an initial state
x2 − x1 ̸= 0 generates an output sequence ya1(k) − ya2(k).
Moreover, x2−x1 yields Ω(x2−x1) = 0, and thus it follows
that[

ya1(k)− ya2(k)
0

]
=

[
CAk

Ω

] (
x2 − x1

)
, ∀k ∈ N0.

Therefore, for a given nonzero vector z ≜ x2 − x1, we obtain

supp

([
CAk

Ω

]
z

)
⊆
(
K1 ∪ K2

)
×{1, . . . , r}, ∀k ∈ N0,

which implies, due to |K1| ≤ l, |K2| ≤ l, and the fact that
Ωz = 0, ∣∣∣∣supp([ CAk

Ω

]
z

)∣∣∣∣ ≤ 2l.

This obviously contradicts (28).
For the necessity, then, we again resort to a contradiction.

Suppose that any initial state and any l-sparse attack sequence
can be reconstructed, but (28) does not hold, which is equiv-
alent to that there exists a vector z ∈ Rn\{0} satisfying∣∣∣∣supp([ C

Ω

]
z

)
∪ · · · ∪ supp

([
CAT−1

Ω

]
z

)∣∣∣∣ ≤ 2l.

In this proof, split z into two vectors x1 and x2 so that z ≜
x1 − x2, where x1 ∈ kerΩ and x2 ∈ kerΩ. Let K1 and K2

be two subsets of S with |K1| ≤ l and |K2| ≤ l such that

K1 ∪ K2=supp

([
C
Ω

]
z

)
∪· · ·∪ supp

([
CAT−1

Ω

]
z

)
.

By the definition, it yields that supp (Ωz) = ∅, and thus K1 ∪
K2 can be reformulated as

K1 ∪ K2 = supp (Cz) ∪ · · · ∪ supp
(
CAT−1z

)
.

In analogy with Theorem 2, letting two attack sequences be
ya1(k) =

(
−CAkz

)
i
, i ∈ K1 and ya2(k) =

(
CAkz

)
i
, i ∈

K2, we have CAkx1 + ya1(k) = CAkx2 + ya2(k), ∀k ∈ N0,
which implies two distinct initial state x1 and x2 are distin-
guishable.

This necessary and sufficient condition obviously shows the
resilient reinforcement in secure state estimation, namely, if
we have much side information, then the left-hand side of
(28) can be greater than m. This implies that even though
more than half of all sensors are compromised, the initial
state can be recovered using this information. The following
simple example shows the resilience reinforcement with the
side information.

Example 2: As in Example 1, consider T = 1 and C is
given as (7). We know, unless the initial state is sparse, the
system is vulnerable for some 1-sparse attack. By contrast, if
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we obtain the side information matrix Ω such that Ωx ̸= 0,
where x = [ − 1 − 1 1 ]⊤, it follows that∣∣∣∣supp([ C

Ω

]
z

)∣∣∣∣ > 2, ∀z ∈ Rn\{0}, (29)

which indicates any initial state can be recovered under any
1-sparse attack.

B. Optimization Problem

Next, we construct an optimization problem to reconstruct
the initial state and malicious attack sequence resorting to the
side information. Let us consider the following optimization
problem taking the side information as an equality constraint
into account:

P i
0 : minimize

x̂∈Rn,Ŷ a∈Rm×T

∥∥∥Ŷ a
∥∥∥
0/p

subject to Y = Φ(x̂) + Ŷ a,

ψ = Ωx̂. (30)

Then, the following proposition is given.
Proposition 6: Suppose that the side information ψ and Ω

are given. If, for all z ∈ Rn\{0}, (28) holds, then any initial
state satisfying (27) and l-sparse attack matrix are the unique
minimizers to P i

0, i.e., for any initial state x(0) ∈ Rn obeying
(27) and for any {ya} ⊂ Rm such that supp ({ya}) ⊆ K with
|K| ≤ l, P i

0 can recover x(0) and {ya}.
Proof: With the aim of contradiction, suppose that, for

all z ∈ Rn\{0}, (28) holds, but P i
0 cannot recover a unique

initial state x(0) satisfying (27) and l-sparse attack sequence
{ya}. Let (x̂, Ŷ a) be the solution of P i

0, where x̂ satisfies
(27) but x̂ ̸= x(0) and Ŷ a is a matrix concatenating an attack
sequence {ŷa} ̸= {ya} such that supp ({ŷa}) ⊆ K̂. Note
that, by the constraint condition of the P i

0, we obtain Y =
Φ(x(0)) + Y a = Φ(x̂) + Ŷ a and ψ = Ωx(0) = Ωx̂, with in
addition, by the objective function, we also have |K̂| ≤ |K| ≤
l. Therefore, it is easy to see that two different initial states and
two different l-sparse attack sequences explain same output
and same side information, which implies that these states and
attack sequences cannot be reconstructed. This contradicts the
condition of Theorem 4.

As indicated so far, however, P i
0 is, in general, NP-hard,

and thus we relax this problem into convex one in the next
subsection.

C. Relaxation to Convex Problem

Consider the following convex optimization problem for
some p ≥ 1:

P i
1/p : minimize

x̂∈Rn,Ŷ a∈Rm×T

∥∥∥Ŷ a
∥∥∥
1/p

subject to Y = Φ(x̂) + Ŷ a,

ψ = Ωx̂. (31)

Then, the following proposition derives a necessary and suf-
ficient condition for the equivalence of the solutions between
P i
0 and P i

1/p.
Proposition 7: Suppose that the side information ψ and Ω

are given. Further, for all z ∈ Rn\{0}, suppose that (28)

holds. Letting (x(0), Y a), where x(0) satisfying (27) and
Y a is a matrix concatenating an l-sparse attack sequence,
be the solution of P i

0 and (x̂, Ŷ a) be the one of P i
1/p,

(x(0), Y a) = (x̂, Ŷ a) if and only if, for all K ⊂ S with
|K| = l , the following holds for all x ∈ kerΩ\{0}:∑

i∈K
∥(Φ(x))i∥ℓp <

∑
i∈K∁

∥(Φ(x))i∥ℓp . (32)

Proof: For the sufficiency, we resort to a contradiction.
Suppose that, for all K ⊂ S with |K| = l, (32) holds, but
(x(0), Y a) ̸= (x̂, Ŷ a), where (x(0), Y a) and (x̂, Ŷ a) are,
respectively, the solutions of P i

0 and P i
1/p. By Proposition 6,

we now know that the solution of P i
0 is the unique one, which

indicates that P i
1/p fails to recover the unique initial state

x(0) satisfying (27) and l-sparse attack sequence. Thus, by the
objective function of P i

1/p, two different solutions (x(0), Y a)

and (x̂, Ŷ a) follow ∥Ŷ a∥1/p ≤ ∥Y a∥1/p. Moreover, according
to the constraint conditions of P i

0 and P i
1/p, it follows that

Y = Φ(x(0)) + Y a = Φ(x̂) + Ŷ a. Here, let us define
x̃ ≜ x̂ − x(0) ̸= 0 following (13) and x̃ ∈ kerΩ. Then,
by the triangle inequality, we have∑

i∈K
∥(Φ(x̃))i∥ℓp ≥

∑
i∈K

(
∥Y a

i ∥ℓp−
∥∥∥Ŷ a

i

∥∥∥
ℓp

)
. (33)

As given in the proof of Proposition 3, ∥Y a∥1/p =∑
i∈K ∥Y a

i ∥ℓp . Hence, according to the relation of ∥Ŷ a∥1/p ≤
∥Y a∥1/p, we obtain∑

i∈K
∥Y a

i ∥ℓp = ∥Y a∥1/p ≥
∥∥∥Ŷ a

∥∥∥
1/p

. (34)

Then, (33) can be formulated as∑
i∈K

∥(Φ(x̃))i∥ℓp
(34)

≥
∥∥∥Ŷ a

∥∥∥
1/p

−
∑
i∈K

∥∥∥Ŷi∥∥∥
ℓp

=
∑
i∈K∁

∥∥∥Ŷi∥∥∥
ℓp

=
∑
i∈K∁

∥(Φ(x̃))i∥ℓp ,

where the last equality is grown out of the relation (13) and
supp ({ya}) ⊆ K. This obviously contradicts (32).

For the necessity, we again consider a contradiction, namely,
assume that (x(0), Y a) = (x̂, Ŷ a), but (32) does not
hold, where, in analogy with the previous sufficiency part,
(x(0), Y a) and (x̂, Ŷ a) are, respectively, the solutions of P i

0

and P i
1/p, where x(0) is the unique initial state satisfying (27)

and Y a is l-sparse attack matrix. In other words, there exist
an index set K ⊂ S with |K| = l and a vector x ∈ kerΩ\{0}
such that ∑

i∈K
∥(Φ(x))i∥ℓp ≥

∑
i∈K∁

∥(Φ(x))i∥ℓp . (35)

Using a nonzero initial state x(0) ∈ kerΩ\{0}, let an attack
matrix be Y a = −(Φ(x(0)))i, i ∈ K. The resulting output
matrix is given by Y = Φ(x(0))+Y a = (Φ(x(0)))i, i ∈ K∁.
In contrast, considering another initial state x̂ = 0 and another
attack matrix Ŷ a = (Φ(x(0)))i, i ∈ K∁, we have same output
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matrix Y = Φ(x̂) = Ŷ a = (Φ(x(0)))i, i ∈ K∁. By the
definitions of Y a and x(0), we have

∥Y a∥1/p =
∑
i∈K

∥(Φ(x(0)))i∥ℓp

(35)

≥
∑
i∈K∁

∥(Φ(x(0)))i∥ℓp =
∥∥∥Ŷ a

∥∥∥
1/p

. (36)

This inequality indicates that P i
1/p fails to reconstruct

the unique initial state x(0) and attack matrix Y a, i.e.,
(x(0), Y a) ̸= (x̂, Ŷ a), which implies a contradiction.

This proposition indicates that any initial state satisfying
(27) and l-sparse attack sequence can be reconstructed using
a tractable convex optimization problem P i

1/p provided that
the system satisfies (32). Note that, if we do no have any side
information (i.e., r = 0), then we need to consider (32) for
all Rn\{0}, which is equivalent to the previous result [19,
Proposition 6] which does not consider any prior information.

Remark 4: We emphasize that the side information describes
the physical attribution of the system, and this knowledge can
be captured in a priori in many cases when we deal with
some physical systems. For example, let us consider a remotely
controlled unmanned aerial vehicle (UAV) whose linearized
motion dynamic model is given as (1) and (2) with an external
input, where its state consists of its position, velocity, attitude
angle, and angular velocity [44], [45]. At initial, the UAV is
landing, since, by the definition, the system is not running
before k = 0. This indicates that the initial velocities, angular
velocities, roll and pitch angles, and altitude (z-axis position)
are 0. Therefore, the defender precisely knows these variables
take 0 at the initial time.

VI. NUMERICAL SIMULATIONS IN DIFFUSION PROCESS

A. Process Model

In this section, we illustrate the estimation performance of
the proposed estimators with some prior information. This
example consists of a diffusion process motivated by Remark
2, which is given as follows [46]:

∂x(p, t)

∂t
= D∇2x(p, t),

where x(p, t) indicates the concentration at position p at time
t and D is the diffusion coefficient. Note that we assume D
is independent of the position. For a further simplification,
this example considers an 1-dimensional space. Regarding this
process, under the Neumann boundary condition, we obtain the
following time-and-position-discretized model:

x(k + 1) = Ax(k), A ≜ I +∆tAt, (37)

where x(k) ≜ [ x(p(1), k∆t), . . . , x(p(n), k∆t) ]⊤ ∈ Rn

represents the concentration at sampled time k and positions

0

0.2

0

0.4

0.6

0.8

252

1

20
15

104
5

0

Fig. 1. Behavior example in one-dimensional diffusion process with n̄0 = 3.

p(1), . . . , p(n), which is equally spaced n positions with
spacing ∆p, ∆t is a sampling time, and At is given as

At ≜
D

∆2
p



−1 1

1 −2
. . .

. . . . . . . . .
. . . −2 1

1 −1


.

In this example, we set n = 25, T = 25, D = 0.7, and ∆t =
0.1 sec. Additionally, assume that m = 20 and C ∈ R20×25

has iid Gaussian entries. For the readers’ reference, Fig. 1
shows a behavior example of the process.

B. Result of Sparsity Information

We first show the result that the sparsity information en-
hances the system resilience, that is, if the initial state is
enough sparse, then the state can be reconstructed even if more
sensors are compromised. To this end, for different values
l and n̄0, we test 200 different initial conditions x(0) with
∥x(0)∥0 ≤ n̄0 and compromised sensor sets K ⊆ S with
|K| ≤ l, where Ks are chosen at random from S. Fig. 2
illustrates the fractions of the different initial sparse conditions
that are accurately reconstructed, where solid lines indicate
the result of the optimization problem P s

1/2 while dotted lines
illustrate the result of D1/2, which does not consider any prior
information proposed in [19]:

D1/p : minimize
x̂∈Rn,Ŷ a∈Rm×T

∥∥∥Ŷ a
∥∥∥
1/p

subject to Y = Φ(x̂) + Ŷ a. (38)

As shown in Fig. 2, if the initial state is not sparse, then the
reconstruction rate of P s

1/2 estimator deteriorates than D1/2,
which follows Remark 1. On the other hand, if the initial state
is sparse enough, we see that P s

1/2 outperforms than D1/2.
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Fig. 2. Estimation performances of P s
1/2

and D1/2 estimators in one-
dimensional diffusion process with sparsity information in 200 trials. Solid
lines show the result of P s

1/2
estimator while dotted lines show the result of

D1/2 estimator, which does not consider the sparsity condition.
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Fig. 3. Comparisons of Pα
1/2

and D1/2 estimators in one-dimensional
diffusion process with (α, n̄0)-sparsity information in 200 trials. Solid lines
indicate the results of Pα

1/2
estimator, while dotted lines indicate the results

of D1/2 estimator.

Additionally, one can confirm that the sparser the initial state
is, the more accurately the state can be recovered leveraging
P s
1/2, which implies that the more initial sparsity enhances

the system resilience against sensor attacks. Specifically, it
is worth noticing that if the initial state is very sparse (i.e.,
n̄0 = 1), then the state reconstruction succeeds in 100% even
though half of all sensors are compromised (i.e., l = 10).

C. Result of (α, n̄0)-Sparsity Information

Next, we show that result of (α, n̄0)-sparsity information.
As with the previous simulation, for different values l, n̄0,
and α, we test 200 different initial conditions x(0) with
∥x(0)−α1n∥0 ≤ n̄0 and compromised sensor sets K ⊆ S with
|K| ≤ l, where αs are randomly chosen as α ∈ (0, 1]. Fig. 3
shows the fractions of the different (α, n̄0)-sparsity conditions
that are correctly reconstructed, where solid lines indicate the
result of the optimization problem Pα

1/2 while dotted lines
show the result of D1/2. This figure illustrates that if the initial
state is very sparse in the sense of (α, n̄0)-sparsity, then the
reconstruction rate is enhanced. However, if the state is not
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Fig. 4. Estimation performances of P i
1/2

estimator in one-dimensional
diffusion process with side information in 200 trials.

sparse enough like n̄0 = 10, then the system resilience rather
deteriorates.

D. Result of Side Information

We finally show the resilience reinforcement result resorting
to the side information. Also, for different values l and r, we
test 200 different initial conditions x(0) satisfying (27) and
compromised sensor sets K ⊆ S with |K| ≤ l, where r is the
dimension of the side information ψ. In this example, unlike
the previous simulations, we create all entries of x(0) are
randomly chosen from [0, 1], i.e., the initial state is not sparse.
Fig. 4 shows the fractions of the different side information that
are correctly reconstructed using P i

1/2, where r = 0 indicates
no side information scenario (which is essentially equivalent
to the case of D1/2). As expected, the more side information
we have, the more accurate initial reconstruction achieves.

VII. ESTIMATION ERROR SUPPRESSION WITH A PRIORI
INFORMATION

In the previous sections, we addressed that the prior infor-
mation enhances the system resilience and illustrated the prior
information indeed reinforces the system resilience against
sensor attacks with numerical simulations. Whereas the previ-
ous sections focus on noiseless systems, this section tackles the
secure estimation problem in systems with the measurement
noise. In what follows, thus, let us consider the following
system [23]:

x(k + 1) = Ax(k), (39)
y(k) = Cx(k) + v(k) + ya(k), (40)

where v(k) ∈ Rm is the measurement noise. It is assumed
to be ℓ2-bounded, and we denote the upper bound by δ, i.e.,
∥v(k)∥2 ≤ δ, ∀k ∈ N0. This section especially devotes to
derive the upper bound of the state-estimation error caused by
the measurement noise. Thus, this section tackles the following
problem.

Problem 2: For the system (39) and (40), provide a bound
on the estimation error due to the measurement noise.

We here analyze this problem with the sparsity information
of the initial state, i.e., n̄0, as a priori information. It is worth
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mentioning that this analysis can be easily applied the case of
(α, n̄0)-sparse information or side information.

In analogy with (8), we have the following collected output
equation for the system (39) and (40):

Y = Φ(x(0)) + V + Y a, (41)

where

V ≜
[
v(0) · · · v(T − 1)

]
∈ Rm×T .

In order to estimate the initial state and attack matrix, based
on (41) and the optimization problem P s

1/p, let us consider the
following optimization problem:

P̄ s
1/2 : minimize

x̂∈Rn,Ŷ a∈Rm×T

V̂ ∈Rm×T

∥∥∥Ŷ a
∥∥∥
1/2

+ ∥x̂∥1

subject to Y = Φ(x̂) + V̂ + Ŷ a,

V̂ ∈ V, (42)

where V is the feasible region of the collected measurement
noises:

V ≜
{
V ∈Rm×T :

∥∥(V ⊤)
i

∥∥
2
≤ δ, ∀i∈{1, . . . , T}

}
. (43)

For subsequent analysis, let us denote by x̃, Ỹ a, and Ṽ the
estimation errors as

x̃ ≜ x̂− x(0) ∈ Rn, Ỹ a ≜ Ŷ a−Y a∈Rm×T ,

Ṽ ≜ V̂ − V ∈ Rm×T ,
(
x̂, Ŷ a, V̂

)
≜ argmin P̄ s

1/2, (44)

where x(0), Y a, and V are, respectively, the unique initial
state, l-sparse attack matrix, and measurement noise matrix
of the system. We further define the observability matrix
consisting of (A,CK) for some K ⊂ S as follows (with slight
abuse of notation):

OK ≜
[
C⊤

K (CKA)
⊤ · · · (CKA

T−1)⊤
]⊤ ∈ R|K|T×n.

Note that, for any x ∈ Rn and index set K ⊂ S , the following
inequalities hold:∑

i∈K
∥(Φ(x))i∥2 ≤ ∥OKx∥1 ≤

√
|K|T ∥OKx∥2 , (45)

∑
i∈K

∥(Φ(x))i∥2 ≥ 1√
T

∥OKx∥1 ≥ 1√
T

∥OKx∥2 . (46)

A. Estimation Bound

Before continuing on, let us first obtain the following lemma
regarding the estimation error of the sparse initial state.

Lemma 1: For the system (39) and (40), suppose that the
initial system state satisfies supp (x(0)) ⊆ N0 with |N0| ≤ n̄0.
When sensors in a set K ⊂ S are compromised, the state
estimation error x̃ satisfies∑

i∈K
∥(Φ(x̃))i∥2 +

∑
j∈N0

|x̃j |+ 2σ

≥
∑
i∈K∁

∥(Φ(x̃))i∥2 +
∑
j∈N∁

0

|x̃j | , (47)

where σ ≜ maxV ∈V ∥V ∥1/2.
Proof: This lemma can be proved using Proposition 3 and

[23, Theorem 2].
We are now ready to derive the upper bound of the state

estimation error exploiting this lemma.
Theorem 5: For the system (39) and (40), suppose that the

initial system state satisfies supp (x(0)) ⊆ N0 with |N0| ≤ n̄0
and, for all K ⊂ S with |K| = l, the followings hold:

O⊤
K∁OK∁ − lT 2O⊤

KOK ≥ λI, (48)

λ

∥OK∁∥2 +
√
lT ∥OK∥2

≥ n̄0
√
T√

n̄0 + 1
, (49)

for some λ > 0, where I is the n × n identity matrix. Then,
when l sensors are compromised, the state estimation error x̃
is bounded by

∥x̃∥2≤2σ
√
T max

|K|=l

(
λ

∥OK∁∥2+
√
lT ∥OK∥2

− n̄0
√
T√

n̄0+1

)−1

.

(50)

Proof: According to the relations (45) and (46), (47) can
be rewritten as

∥OK∁ x̃∥2 +
√
T
∥∥∥x̃N∁

0

∥∥∥
1

≤
√
lT ∥OKx̃∥2 +

√
T ∥x̃N0∥1 + 2σ

√
T ,

=⇒ ∥OK∁ x̃∥2 −
√
lT ∥OKx̃∥2

≤
√
T ∥IN0

x̃∥1 −
√
T
∥∥∥IN∁

0
x̃
∥∥∥
1
+ 2σ

√
T , (51)

where IN0
and IN∁

0
are the matrices obtained from the n× n

identity matrix by getting rid of all rows except those indexed
by N0 and N ∁

0 , respectively. Regarding the left-hand side of
(51), it follows that

∥OK∁ x̃∥2−
√
lT ∥OKx̃∥2 =

∥OK∁ x̃∥22 − lT 2 ∥OKx̃∥22
∥OK∁ x̃∥2 +

√
lT ∥OKx̃∥2

(48)

≥
λ ∥x̃∥22

∥OK∁ x̃∥2 +
√
lT ∥OKx̃∥2

≥
λ ∥x̃∥22(

∥OK∁∥2+
√
lT ∥OK∥2

)
∥x̃∥2

=
λ ∥x̃∥2

∥OK∁∥2 +
√
lT ∥OK∥2

. (52)

On the other hand, regarding the right-hand side of (51), by
the relations between ℓ1 and ℓ2 norms, where

1√
n
∥a∥1 ≤ ∥a∥2 ≤ ∥a∥1, ∀a ∈ Rn,
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it follows that

√
T ∥IN0 x̃∥1 −

√
T
∥∥∥IN∁

0
x̃
∥∥∥
1

≤
√
n̄0T ∥IN0 x̃∥2 −

√
T
∥∥∥IN∁

0
x̃
∥∥∥
2

=
n̄0T ∥IN0 x̃∥

2
2 − T

∥∥∥IN∁
0
x̃
∥∥∥2
2√

n̄0T ∥IN0
x̃∥2 +

√
T
∥∥∥IN∁

0
x̃
∥∥∥
2

=
x̃⊤
(
n̄0TI

⊤
N0
IN0

− TI⊤N∁
0

IN∁
0

)
x̃

√
n̄0T ∥IN0

x̃∥2 +
√
T
∥∥∥IN∁

0
x̃
∥∥∥
2

≤
n̄0T ∥x̃∥22√

n̄0T ∥IN0
x̃∥2 +

√
T
∥∥∥IN∁

0
x̃
∥∥∥
2

≤
n̄0T ∥x̃∥22(√

n̄0T +
√
T
)
∥x̃∥2

=
n̄0

√
T√

n̄0 + 1
∥x̃∥2 . (53)

Thus, substituting (52) and (53) into (51), we obtain(
λ

∥OK∁∥2 +
√
lT ∥OK∥2

− n̄0
√
T√

n̄0 + 1

)
∥x̃∥2 ≤ 2σ

√
T ,

which derives (50).
Remark 5: In the case without the prior sparsity information,

the upper bound condition of (50) is given as the following
(under the same condition of (48)) [23, Theorem 3]:

∥x̃∥2 ≤ 2σ
√
T max

|K|=l

(
λ

∥OK∁∥2+
√
lT ∥OK∥

)−1

Thus, one can easily observe that, taking the sparsity infor-
mation into account, the term of N ≜ n̄0

√
T√

n̄0+1
is involved

in the upper bound condition. The sparser the initial state
is (or the smaller n̄0 is), the smaller N is, which implies
the sparsity information turns out the decreasing of the upper
bound of ∥x̃∥2. Therefore, the sparser initial state suppresses
the estimation error due to the measurement noises as well.

B. Numerical Simulations

This subsection illustrates that the prior information sup-
presses the effect of measurement noise. We here also resort
to the diffusion process developed in Section VI. Similarly,
we set n = 25,m = 20, T = 25, D = 0.7, and ∆t = 0.1 sec.
Also, assume that C ∈ R20×25 has iid Gaussian entries and
the noise bound satisfies δ = 1. For different initial sparsity
conditions n̄0 = 1, 5, 10, we also test 200 scenarios with l = 8
sensor attacks and randomly chosen compromised sensor sets
K ⊂ S with |K| ≤ 8.

Figs. 5 and 6 show the histograms of estimation errors in
different sparsity conditions, where Fig. 5 shows the results
of the optimization problem P̄ s

1/2 while Fig. 6 illustrates the

Fig. 5. Estimation performance of P̄ s
1/2

estimator in one-dimensional
diffusion process with different sparsity information in 200 trials.

Fig. 6. Estimation performance of D̄1/2 estimator in one-dimensional
diffusion process with different sparsity information in 200 trials.

ones of D̄1/2, which does not consider any prior information
proposed in [23]:

D̄1/2 : minimize
x̂∈Rn,Ŷ a∈Rm×T

V̂ ∈Rm×T

∥∥∥Ŷ a
∥∥∥
1/2

subject to Y = Φ(x̂) + V̂ + Ŷ a,

V̂ ∈ V. (54)

As illustrated in Fig. 5, we observe that the sparsity informa-
tion reduces the estimation error caused by the measurement
noise. Further, comparing Fig. 5 with Fig. 6, P̄ s

1/2 obviously
outperforms D̄1/2 in terms of the estimation error. This in-
dicates that, by taking the sparsity information into account
explicitly, the state-estimation error is suppressed by the in-
formation. Therefore, we confirm that the sparsity information
also reinforces the system resilience in the presence of the
measurement noise.

VIII. CONCLUSION

In this paper, we have shown that the prior information
of the estimated state enhances the system resilience, that
is, even if more sensors are compromised, when the infor-
mation of the state is given, then one can uniquely recover
the state and attack. We especially have focused on the
sparsity information, (α, n̄0)-sparsity information, and side
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information. In each scenario, we derived a necessary and
sufficient condition for the state reconstruction, and then, an
estimator with the information was developed. Under a certain
condition, furthermore, it was presented that the solution of
each estimator coincides with the one of a tractable convex
estimator. Indeed, all conditions for the state reconstruction
have indicated even if more sensors are compromised, the state
can be recovered resorting to the prior information, which
indicates that the system resilience against sensor attacks is
reinforced by the information. Additionally, we extend this
analysis to noisy systems, and we have shown that the prior
information suppresses the state-estimation error caused by the
bounded measurement noise. We finally illustrated the resilient
reinforcement and error-suppression results using a diffusion
process model.
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