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Abstract

Machine learning (ML) and deep learning (DL) algorithms
are significantly evolved and employed in varieties of ap-
plications such as computer vision, natural language pro-
cessing, etc., over the last decade. Usually, ML/DL algo-
rithms based applications have more concerns about accu-
racy than strict time requirements. With the improvement
of hardware technologies, real-time safety-critical embed-
ded and IoT systems such as autonomous driving systems,
UVA, drones, security robots, etc., heavily rely on ML/DL
based technologies. In these safety-critical systems, the cost
of deadline (required time constraint) missed by ML/DL al-
gorithms would be catastrophic. Consequently, researchers
from the RTS community address the strict timing require-
ments of ML/DL technologies to include in real-time sys-
tems. This paper will rigorously review the state-of-the-
art optimization techniques to meet the worst-case execution
time (WCET) and accuracy vs. execution time trade-off for
dynamic priority-based systems.

1 Introduction

Real-time systems (RTS’s) are required to have both logi-
cal and temporal correctness. So, real-time systems are usu-
ally designed with deterministic algorithms; for instance, the
regular real-time scheduling algorithms have deterministic
schedulability analysis. Hence, until recently, RTS’s are re-
stricted to only safety-critical and mission-critical systems
such as avionics, spacecraft, etc. However, with the rev-
olution of IoT and embedded/cyber-physical systems, RTS
has been ubiquitously used in numerous domains, includ-
ing transportation such as autonomous vehicles, smart-cities
such as smart grids, healthcare such as implantable devices,
and industrial environments such as drone, robots, etc. Most
of these emerging applications have a large number of on-
board sensors to interact with the physical world. Therefore,
the systems require high computational resources to process
the massive amount of diverse data from on-board sensors.
Consequently, both academia and industry are interested in
data-driven approaches to deal with a large amount of di-
verse data in RTS over the last few years. On the other hand,
Machine learning (ML) and deep learning (e.g., deep neural
network (DNN)) have extensively progressed and are em-
ployed in enormous applications unprecedentedly over the

last decade.
So, the use of ML/DNN in RTS, especially the systems

with lots of on-board sensors, has received significant at-
tention from research communities. Unfortunately, merg-
ing these two prolific research domains poses several chal-
lenges for their unparalleled goals. In general, the ML re-
search community gives higher priority to the increment of
efficiency or accuracy of ML algorithms where temporal cor-
rectness of the algorithms has significantly less importance.
Besides, the behavior of most of the ML algorithms is not
deterministic. In contrast, the deterministic behaviors and
the temporal correctness of the algorithms are highly impor-
tant in RTS. So, before implementing ML algorithms in RTS,
thorough research in ML algorithms concerning the RTS re-
quirements are imperative.

Most of the emerging RTS devices, such as autonomous
vehicles, drones, etc., interact with the physical world
through sensors (e.g., cameras, LiDAR, radar, IMU, etc.).
Hence, there is a high chance of a malicious attack on
physical sensors and/or sensor data-integrity/injection at-
tack, which could eventually fail the ML model. Therefore,
ML algorithms should be malicious attack resilient as well as
temporally deterministic to employed in RTS. Another con-
cern in end devices is that the intellectual properties, such
as the architecture and/or parameters of ML model, could be
stolen through physically monitoring system behaviors, for
example, I/O data throughput, memory-access patterns, EM
signal spoofing, etc.

State-of-the-art (SOTA) in the cross-domain of machine
learning and real-time systems addresses the requirements
mentioned above of ML algorithms in RTS. In this study, we
will summarize the SOTA and point out the gaps in the cur-
rent literature. Finally, we will present some research direc-
tions related to the potentials of machine learning to employ
in real-time systems.

2 Background

This section will briefly discuss the general properties of
real-time systems and commonly used machine learning
algorithms. Unlike traditional computing systems, real-
time systems require logical and temporal correctness, mak-
ing real-time systems much restricted than general-purpose
computing systems. To maintain both logical and temporal
correctness, the algorithms used in RTS should have pre-
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Figure 1: A schedule of two tasks, τ1 = {0,4,2,4} and τ2 = {0,6,3,6} in a single processor

dictable behavior. On the other, the data-driven machine
learning algorithms and deep learning algorithms have very
limited predictable behavior, at least in temporal predictabil-
ity. Consequently, ML/DL algorithms need substantial mod-
ification before implementing in RTS.

2.1 Real-Tine Systems
In real-time systems, scheduling algorithms are designed so
that the algorithms are both functionally and temporally cor-
rect. Real-time scheduling algorithms are designed based on
the task model. Usually, there are three types of tasks in real-
time systems: periodic, sporadic, and aperiodic tasks. In Liu
and Layland real-time task model [19], periodic task model
in a single processor is a four tuple, {φ ,T,C,D}, where φ is a
phase, T is the period, C is the WCET, and D is the deadline
of the task. An illustration of Liu and Layland task model for
two simple periodic tasks in uniprocessor is shown in Figure
1. In the sporadic task model, the jobs of the task can re-
lease at any time, maintaining a minimum job separation of
T . And, in aperiodic tasks, a job can arrive at any time, and
there is no periodicity/minimum separation of jobs. Also,
the aperiodic task can be hard-aperiodic tasks where the re-
leased job has a deadline.

Commonly used scheduling algorithms in RTS include
preemptive or non-preemptive Earliest Deadline First (EDF),
Rate-Monotonic (RM), and Deadline-Monotonic (DM), etc.,
algorithms. The scheduling complexity increases in the mul-
tiprocessor platform. The uniprocessor scheduling algo-
rithms can use in a multiprocessor system with substantially
modification techniques such as global scheduling, parti-
tioned scheduling, etc. In addition to the schedulability anal-
ysis complexity, estimating the exact WCET of the jobs is
also complicated. In most cases, it is impossible to eval-
uate the precise WCET. Therefore, the estimated WCET is
very pessimistic, and so, the system utilization becomes very
poor. A task model called mixed-criticality system (MCS)
[3] is developed to improve system utilization. In MCS, the
tasks in the system have several criticality modes. For in-
stance, the tasks in an autonomous car can be divided based-
on the safety-criticality levels such as anti-lock braking sys-
tem, steering, engine controller, etc. should have higher pri-
ority than the infotainment system, A/C, etc. So, in MCS,
for different criticality levels, different are assigned to the

tasks. In regular operation, all tasks are executed in low-
criticality mode with the smallest WCET values. If the sys-
tem fails to meet the deadline or over-execute high-critical
tasks, then the system makes a mode-switch, and only high-
critical tasks have a timing guarantee in the new system-
mode.

MCS in normal operation mode, the task set uses rela-
tively low and optimistic WCET, and hence, it is possible to
derive a data-driven WCET for the task set.

2.2 Machine Learning
Machine Learning includes a wide range of algorithms from
end-to-end problem-solving algorithms to specific feature
extraction algorithms [20]. A class of ML algorithms uses
neural network architecture, and stacking several layers of
the neural network is also known as Deep Learning. A gentle
introduction of deep learning can be found in [10, 16]. Most
commonly used neural network architecture includes fully
connected layers (FC-layers), convolutional neural networks
(CNN), recurrent neural networks, etc. Among them, CNN
is very popular and highly used in different applications such
as computer vision, activity recognition, etc. Here, we will
discuss the basic operations of CNN.

2.2.1 Convolutional Neural Network

Convolutional neural network (CNN) is a class of deep learn-
ing algorithms, highly used in high-dimensional datasets
such as images to extract low-dimensional latent space rep-
resentation. CNN is the building block of the famous deep
learning architectures such as AlexNet [15], GoogLeNet
[24], VGGNet [22], etc. A typical architecture of CNN is
shown in Figure 2. CNN is consists of several types of lay-
ers, such as Convolution Layers, Pooling Layers, Activation
Layers, Fully-connected layers, etc. Interested readers are
referred to [7], a detained blog post explained each layer of
CNN.

3 Machine Learning in RTS

In this section, we will discuss the potentials of machine
learning algorithms to employ in real-time systems. Ma-
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Figure 2: Typical architecture of CNN [6].

chine learning can be applied in the schedulability analysis
of multiprocessor systems, WCET estimation of the real-
time task set, clairvoyance of scheduling algorithms, etc.
Besides, machine learning algorithms-based real-time tasks
need to go through timing analysis to meet deadlines. Fi-
nally, we will discuss the scope and challenges of machine
learning algorithms related to the security enhancement of
the system.

3.1 ML-based Schedulability Analysis

In real-time systems, a schedulability analysis of any
scheduling algorithms has to perform to guarantee the timing
correctness of the algorithm. The schedulability analysis is
usually performed based-on the worst-case-execution-time
of each task in the system. The complexity of schedulability
analysis increases with the increment of the processors in the
system. The size, weight, and power (SWaP) limitations and
also high computational resource requirements of real-time
systems accelerate the urge to move from uniprocessor to
multiprocessors system, such as multiprocessor-system-on-
a-chip (MPSoC). The schedulability analysis of the multi-
processors system is highly complicated, and in most cases,
it is NP-Hard or NP-Hard in a strong sense problem. To
ease the schedulability analysis, researchers became inter-
ested in mechanized schedulability analysis [5] rather than
exact analysis. In [8], Dziurzanski etal. used evolutionary
algorithms to semi-automate the derivation of response time
analysis equations for schedulability analysis. Although
there are some early results on mechanized schedulability
analysis, ML-based schedulability is still fairly unexplored.
As ML-based schedulability analysis would not give the ex-
act schedulability of the scheduling algorithms, it is also im-
portant to analyze the feasibility and reliability of ML-based
schedulability analysis.

3.2 Adaptation of ML in RTS
As mentioned earlier, ML algorithms need to modify for the
timing requirements of real-time systems. In deep learn-
ing, removing the redundancy of networks to reduce the in-
ference time is an active research field. There are several
techniques to reduce network size, for example, pruning the
inference networks [21], quantization of network parame-
ters to avoid floating-point operations [12], and dropout of
less important neurons [23], etc. Along with these well-
studied techniques, the RTS community also explores run-
time dynamic optimization techniques to meet the deadline
constraint of networks in cost of the accuracy of the DNN
model. In [17], Lee etal. developed a dynamic sub-graph
optimization strategy for real-time DNN training and infer-
ence. In their model, they dynamically construct the network
constraining the timing budget and the network size. This
technique is quite similar to the network pruning technique
but selects real-time sub-network depending on the available
time budget.

In autonomous driving systems, object-detection plays
an important role in different operations, and the object-
detection needs to be real-time. Hence, an end-to-end
objection-detection analysis for real-time applications is
necessary. In [2, 13], the execution timing behavior of end-
to-end object-detection of autonomous-driving systems has
been analyzed. Based on timing analysis, Jang etal. [13]
proposed three optimization techniques: a) on-demand re-
source allocation for capture, b) zero-slack pipeline, and c)
contention-free pipeline. Using the zero-slack optimization
technique, it is possible to completely avoid the queue delay
of the detection mechanism.

3.3 ML-Based WCET Estimations
The WCET estimation of the processes or tasks became ex-
tremely difficult due to the continuous incremental resource
demands and persistent advancement of hardware technol-
ogy, such as MPSoCs. As the WCET estimation became
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difficult, the mixed-criticality systems use different levels of
WCET’s based-on the criticality levels. So, the probabilis-
tic WCET estimation became popular for low-critical tasks.
A comprehensive survey of probabilistic worst-case timing
analysis is given in [4].

3.4 Security of ML-Based RTS

Traditionally, security is the least concern for real-time sys-
tems, as the traditional systems maintain strong isolation
from general-purpose or express computing systems. But,
with the demand for high computational resources, the com-
plexity of system architecture is also increased from unipro-
cessor to multiprocessor with lots of share-resources. So,
both attack-surface and threat of attacks in modern real-time
systems are increased tremendously. Besides, a lot of RTS
devices are end-product and so, has physical access to the
adversaries. Therefore, there is a high threat of intellectual-
property theft, which became a concern for novel ML algo-
rithms. In the ML community, the effect of intellectual prop-
erty is more severe, as the knowledge of the model helps
the attacker to attack system behavior also. Recently, sev-
eral research papers demonstrated the ML model extraction
through observing the processor execution times [9, 11].

3.5 ML-Based System-behavior Prediction

In mixed-criticality systems or multi-model systems, the
system may switch its mode depending on the system be-
havior in run-time. It is obvious that clairvoyant or semi-
clairvoyant scheduling algorithms perform better than the
non-clairvoyant algorithms [1]. In [14], Jiang etal. proposed
a quarter-clairvoyant system leveraging the I/O data through-
put of the system.

4 Future Research

As the real-time systems started to use in a wide range
of applications, RTS are facing unprecedented challenges.
Hence, new research problems arise to tackle those chal-
lenges. Here, we will discuss a few challenges that can be
mitigated by leveraging machine learning algorithms.

• Predictability Predictability is the desired behavior of
real-time systems. With the increment of the system
complexity, the predictability of the system using ex-
act analysis becomes impractical. Therefore, a prob-
abilistic predictability analysis could be a good alter-
native. Researchers in the mixed-criticality commu-
nity already explored probabilistic system behaviors for
mode-switch prediction. In general, predictability anal-
ysis can be carried on levering machine learning algo-
rithms on cache/memory or I/O data access patterns and
throughput analysis.

• Malicious behavior detection To depend or recover
the system under attack, detection of the malicious be-
havior of the system is imperative. Although there is
a good amount of existing work on run-time attack de-
tection, most of the existing works are either too slow
to recover the system before the deadline or produce
a large number of false alarms. Hence, there is a
gap between two contradictory goals of fast detection
and small false-positive. Machine learning-based algo-
rithms can be explored for fast malicious attack detec-
tion methods with tolerable false-positive results,

• Real-Time System Recovery Unlike traditional sys-
tems, real-time processes or tasks under attack cannot
shutdown as one of the goals of the attacker has also
shut down the process. So, it is necessary to develop an
attack recovery method in real-time. A real-time attack
recovery method using linear approximation is repre-
sented in [18]. In the current approach, the tolerance
of the recovery method is quite high, and the system
can easily reach an undesirable state with a variation of
other system parameters. Therefore, a more confident
recovery system is desirable. Machine learning can be
used with more research on this perspective.

5 Conclusion

In this paper, we presented the current use of machine learn-
ing in real-time systems and pointed out a few research prob-
lems related to the potentials of machine learning algorithms
to employ in a real-time system. Real-time systems be-
come more complicated with high computational resource
demands. Hence, the analysis of the exact behavior of the
system becomes highly complicated. Therefore, probabilis-
tic analysis of soft real-time systems is considered accept-
able, which opens the door to using machine learning al-
gorithms in various real-time system problems. This paper
attempts to summarize all existing machine learning papers
on real-time applications and then suggests a few research
gaps in existing papers and yet to explored problems.
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