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Basic Description

● Motor mounted to single cylinder deadbolt
● Deadbolt mounted to small door frame to simulated actual door
● Multiple ways to unlock the door
● Monitoring the doors state change (when it is unlocked/locked)



Motivation

● Moving home towards smart system
● Increasing access to home 
● Being able to monitor entry/exit
● Not having to worry about being locked out of home



Goals and Objectives

● Power efficient 
● Multiple ways to unlock the door
● Monitor when the door is unlocked/locked through App
● Remotely grant access to the home
● Easy to use interface
● Keep developmental costs low



Specifications



Block Diagram



Power Diagram 



Comparison of Power Supply



Required Power of Essential Devices



Voltage Regulators



Motor Comparisons 



Software Design

● Hardware Interface
○ Sensor Logic

■ Sensor Input
● Software Interface

○ Sensor Enrollment
○ Quality of Life

● Database



Software Design 



Sensor Logic



Federal Information Processing Standard 
(FIPS)

● FIPS is a U.S. government computer security standard used to approve 

cryptographic modules.

○ Encryption

○ Hashing

○ Random Number Generation (RNG)

■ Digital Secure Standard (FIPS 186-4)

■ Cryptographically Secure Random Number Generators (CSRNG)



Advanced Encryption Standard (AES)

● Also known as, Rijndael.
○ Winner of the AES competition.

● Used by the U.S. Government.
○ Fast
○ Simple

● Alternatives
○ Twofish- More complex
○ Serpent- Slower

■ Rijndael- 10 rounds
■ Serpent- 32 rounds



Encryption Implementation

● Secure Communication

○ Ciphertext instead of Plaintext

● Personal Security

○ User is responsible for keeping tag 

secure.

○ Authentication can be recalibrated.



Hashing Algorithm

Algorithm MD5 SHA-256 Whirlpool

Output Size 128 bits 256 bits 512 bits

Rounds 64 64 10

Notes Collision vulnerable NSA Based off of AES



Hash Implementation

● Hash sensitive data into database.

○ Sensor data, User Settings

● Hashes are irreversible

○ Hackers can’t determine the data 

from the hash.

○ Hash Comparison



Oracle Cloud Database

● Oracle Cloud Database

○ Wi-Fi compatibility

○ Multiple security features

● Alternatives

○ Amazon Web Services

○ Amazon Relational Database Service

● Amazon Alexa



Application 
Layout and 
Features

● Entry Log

● Lock Access Log

● Lock Access Control

● Virtual Keys



RFID Sensor

● Choice: DLP-RFID2
● High Frequency RFID
● Operating Voltage: 3-5V
● USB and TTL interface
● Price Point



PSoC Bluetooth

● Programmable System on Chip

● Have their own CPU Core

● Scalable & Reconfigurable

● Has separate memory spaces:
○ Paged SRAM for data
○ Flash Memory for instructions & fixed data.
○ Input/Output registers



Bluetooth Choice

● Cypress PSoC 4100_BLE
○ 256 KB of Flash Memory
○ Easily Programmable
○ Data rate of about 1 Mbps
○ BLE Device (low energy)

■ Operating Voltage of 1.8 V - 5.5 V
○ Range of 50 meters.
○ Very Small 7 mm x 7 mm x 0.55 mm



Bluetooth (Cont…)

● The bluetooth device is set to be a part of our center unit.

● Most connections are to be done through it.

● Has up to 36 programmable pins.

● Gives us the ability to use phones as authenticator devices.

● Most power efficient choice  and helps support our microcontroller device.



Fingerprint Sensor Options

● Capacitive Fingerprint Sensor
○ Based on a complex pattern of 

electrical currents that forms the 
image of a fingerprint.

○ Durable.
○ Always require the actual 

fingerprint, so it won’t work off a 
picture.

● Optical  Fingerprint Sensor
○ Uses a camera to capture images.
○ Finite Resolution.
○ Easy to read images of fingerprints shows 

a weakness in security.
○ Expensive due to the camera.



Fingerprint Sensor Choice

● We chose the capacitive fingerprint sensor sold by Waveshare. 
○ Communicates in both USB or UART interface (UART is the main interface we will be working on)
○ Operating Voltage of 3.3V - 5V
○ Dynamic Current of 40 mA.
○ Dimensions of 45 mm  x 30 mm for the module and 33.4 mm x 20 mm for the sensor.
○ Less than 0.1 % Rejection Rate



Keypad Choice

● Sparkfun Basic Wired Keypad
○ 12 Key Keypad that contains 0-9 keys.
○ Keypress Resistance is between 10 and 150 ohms.
○ Relatively Cheap
○ Easy to implement to design.



Keypad Modifications

● The keypad can be modified to only require one pin rather than two.

● This is done by adding resistors around the different keys in the keypad.

● Different values are read pertaining to different key values.

● This method allows us to save the use of a pin from our central unit.



Division of Labor

Name Power Motor MCU Bluetooth RFID Key
pad

Fingerprint Software Hardware

Don 1 2 2 2 2 1

Kevin 1 2 2 1 2 2

Ethan 1 1 2 2 1

Justin 2 2 1 1 2

Legend:
1-Primary Designer
2- Secondary Designer



Progress Report



Budget

HS-7950TH Servo Motor N/A

DLP-RFID2-EDK RFID Sensor $34.95

Bluetooth Chip $1.28

Capacitive Fingerprint Sensor $38.99

COM-14662 Keypad $4.50

ARDUINO MEGA 2560 REV3 $38.50

ESP8266 WiFi Chip $1.60

Linear Regulator N/A

Total $119.82



Issues

● Time Management
○ Balancing other classes, work and internships.

● Originally planned to use a beagleboard, but its compatibility                                                       

with arduino proved to be an issue, so we switched boards.

● Little to no experience in:
○ 3D Printing
○ PCB Design



Questions?


