
Compu ng pla orms are expected to be deeply embedded within physical objects, including human body, crea ng an Internet of Things. These em-
bedded compu ng pla orms enable a wide spectrum of applica ons, including implantable and wearable medical devices, smart homes, smart me-
ters, physical infrastructure monitoring, and near-field communica on (NFC) or radio-frequency iden fica on (RFID)-based emerging applica ons. 
The explosion in devices and connec vity creates a much larger a ack surface, hence opening up new opportuni es for malicious a acks and, there-
fore, requiring effec ve implementa ons of cryptographic primi ves. Not only do the implementa ons of cryptographic hardware and embedded 
systems face challenges in terms of efficiency, energy-awareness, and high performance in pla orms such as applica on-specific integrated circuit 
(ASIC) and field-programmable gate array (FPGA), but they also need to be immune to malicious side-channel fault a acks.  

In this talk, we address both these challenges in order to realize lightweight and efficient cryptographic hardware systems and also realize them to 
counteract the accidental and malicious faults aiming at deriving the secret keys. As case study, through exhaus ve search, the nonlinear S-boxes 
within the Advanced Encryp on Standard (AES) – the current symmetric-key standard – are evaluated on ASIC to reach the highest efficiency. In order 
to realize high-throughput and efficient VLSI implementa ons of authen ca on and ensure low-latency and efficient crypto-hardware for this stand-
ard, we propose augmen ng the confiden ality guaranteed by the AES and implemen ng efficient and parallel VLSI architectures of the Galois/
counter mode (GCM). In addi on, we present several novel fault diagnosis schemes for the hardware implementa ons of lightweight cryptographic 
en es and post-quantum cryptographic solu ons. These techniques have been benchmarked on recent Xilinx FPGAs and standard-cell ASICs and 
have been simulated to assess their error coverage, which is close to 100%. The proposed approaches result in more reliable and efficient architec-
tures for cryptographic hardware, suitable for implementa on on deeply embedded applica ons. 
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