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Abstract—In this paper, we propose an attack resilient control
structure for a cyber-physical system (CPS) to enhance the CPS
security against stealthy system integrity attacks that manipulate
the state of the physical plant while undetected. With the help of
nonlinear encoding/decoding components, the proposed structure
can detect stealthy attacks and preserve the nominal perfor-
mance without considering attacks. Meanwhile, for avoiding
the eavesdropping of transmitted signals used to synchronize
encoding/decoding components between the physical and cyber
layers, the chaotic oscillators are employed for the secure com-
munication. The resilience against the malicious attacks and the
robustness under the time delay and nonlinear components of the
proposed CPS structure are investigated in view of input-to-state
stable (ISS) framework. Simulations for Quadruple-Tank Process
are performed to validate the performance of the proposed
method.

Index Terms—attack resilient control, chaotic oscillator, cyber-
physical system, system integrity attack

I. INTRODUCTION

With the progress of computing and communication tech-
nologies, diverse IT infrastructures across the different system
layers and heterogeneous physical plants are integrated to
improve efficiency. Such a cyber-physical framework, called
as a cyber-physical system (CPS), has been applied to many
industrial fields including the smart grids, health-care systems,
and autonomous vehicles [1]-[3]. However, by increasing the
complexity of the network, the vulnerability of CPS from
malicious attackers is escalated. For example, it has been
reported that such attacks caused severe damage to critical
infrastructure. The Natanz uranium enrichment facility in Iran
was infected by Stuxnet malware. Infected programmable
logic controllers (PLC) damaged around 1,000 centrifuges by
increasing their rotational speed while the recorded data was
transmitted to legitimate controllers for hiding those changes
from operators [4]. In 2015, cyber attacks on the Ukraine
power grid compromised three regional distribution companies
and it led to a six-hour blackout. Adversaries gathered infor-
mation on valid credentials via the BlackEnergy 3 malware,
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manipulated the Supervisory Control and Data Acquisition
(SCADA) systems, and interrupted reports of outages [5].

Although numerous cyber attack scenarios including DoS,
random, replay, and bias injection attacks have been studied
[6], [7], they become more dexterous and, sometimes, spend
lots of time and effort to inflict critical damage on physical
components. Based on information about the physical plant,
stealthy system integrity attack scenarios by compromising
actuators and sensors for manipulating the state of the plant
while evading attack detection components have been actively
studied. Attack strategies for electric power grids and their
prevention have been investigated in [8]-[10] and it has
been extended to dynamical discrete-time systems [11]-[14].
The works in [15], [16] presented stealthy attack strategies
for continuous-time systems based on the frequency domain
approach. Since attack vectors are designed by intelligent ad-
versaries for deceiving the anomaly of CPS, their detection is
hard to accomplish by the classical fault detection approaches
[17]. For protecting CPS against such attacks, active attack
detection methods such as a control input redesign technique
using a physical watermarking [18], [19] and a moving tar-
get approach by adding additional dynamics [20] have been
discussed. These techniques may increase the installation cost
or degrade the control performance during normal operations
(absent of cyber attacks). To cope with these shortcomings,
an approach of coding the control input or sensor output
with a scaling factor to modify system matrices has been
presented [21], [22]. While this approach represents an effort
of hiding system information, a patient attacker can decode the
information based on system identification techniques. Finally,
for multi-agent systems, a robust control design against attacks
is developed [23]-[25] using competitive interaction to ensure
both robustness against attacks and nominal performance.

This paper deals with attack-aware control problems for
CPS under stealthy system integrity attacks. The main techni-
cal developments and contributions are: 1) the class of stealthy
system integrity attack strategy, which drives the physical plant
to an unsafe state without being detected, is identified; 2) by
embedding encoding/decoding components of chaotic signals,
an attack-aware control structure is presented to detect any
system integrity attack and to preserve the nominal control
performance in the absence of attacks; 3) both resilience
against attacks and robustness with respect to time delay
are explicitly established using the input-to-state stable (ISS)
framework.

The rest of this paper is as follows: Section II introduces
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Fig. 1. CPS configuration of networked control system

the CPS configuration and the system integrity attack strategy.
In Section III, the resilient CPS structure and its robustness
are presented. Section IV further investigates the effect of
time delay and the security of the communication network.
Simulations for Quadruple-Tank Process are performed to
validate the performance of the proposed method in Section
V. Finally, we conclude this paper in Section VI.

Notations: For matrix A, AT and A~! denote the transpose
and the inverse of A, and Apin(A) and Amax(A) represent the
smallest and largest eigenvalues of A, respectively. |, and 0,
denote the n x n identity and m x n zero matrices, respectively.
Superscript or subscript would be omitted if there is no danger
of confusion.

II. CPS AND SYSTEM INTEGRITY ATTACKS

In this section, a cyber-physical system (CPS) configura-
tion is used to represent a dynamic system controlled over
communication network, and the standard approach of using
measurement-based residual test to verify the overall system
integrity is introduced as the baseline. An intelligent attacker
who has the information of the plant model can launch the
so-called system integrity attack [6], [7], [11]-[13], [15], [16],
a coordinated input-output attack by injecting appropriately
designed simultaneous attack vectors into both control input
and output measurement channels. It is shown that such an
attack could arbitrarily manipulate the state of the system
while passing the test of any output-measurement residual-
based attack detection. Detection as well as resilience of the
overall control under system integrity attacks are the focus of
this paper, and we begin by discussing attack scenarios.

A. Cyber-Physical System Configuration

The CPS configuration, depicted in Fig. 1, is composed of a
physical plant, a remote monitoring/control station (including
a state observer, a residual detector, and an observer-based
feedback control), and their communication network. In this
paper, the class of linear time-invariant plants is considered:

X =Ax+ Bu, y=Cx, @))

where x € R” is the plant state, u € R™ is the actual control
signal received at the plant, and y € R” is the plant output. The
triplet (A, B,C) is assumed to be controllable and observable.

At the control station, the observer-based state feedback
control is given by

£=A%+Bu+LGy—%), $=Ct u=-Kf (2

where u € R™ is the control input designed, y € R? is the
output measurement received, X € R” is the state estimate, and
vy € R? is the output estimate. It is assumed that gain matrices
K and L are chosen such that (A —BK) and (A —LC) are
Hurwitz and the desired performance is achieved under the
nominal operation (i.e., # =u and y =y).

A baseline detection algorithm is implemented to monitor
the plant behavior at the controller side for detecting the
abnormality of the system. Using the information of output
residual z = (¥ —J), any of standard fault detectors such as
those in [17] can be employed to determine the operational
status according to the following test:

{ Wzl <p:
Wzl > u:

normal operation
abnormal operation

) 3)

where W is an invertible weighting matrix, and g > 0 is the
threshold to be chosen by the control center staff.

If an attacker gains access to the communication network,
both the control input and measurement output may be cor-
rupted. Accordingly, the plant input and the measurement
vector are in general denoted as # =u+u, and y =y +y,
where u, € R™ and y, € R? are the input and output attack
vectors, respectively. The class of perfectly stealthy attacks
will be investigated in the next subsection.

B. Perfect Stealthy Attacks of System Integrity

Resilience of control systems needs to be investigated for
various attack scenarios, including DoS, replay attack, and
false data injection attacks [6], [7]. The following class of
system integrity attacks is arguably the worst kind.

Assumption 1: An attacker capable of launching the system
integrity attack is assumed to have the full information of
matrices A, B, and C in model (1) and to have gained access
to the communication network to inject u, and y,.

Compared to those attack models in [6], [7], [11]-[13], [15],
[16], assumption 1 does not necessarily involve any real-time
information of the plant state, or the control input, or any other
information at the control station (e.g., K and L). Consider the
following nominal system of (1) and (2) absent of attack (i.e.,
Ug =yq = 0):

X, = Ax,+ Bu,,
X = AX, + Bu,, + Lz,

u, = —K%,, Yn = Cxy,

w=Yn—In, In=Cxn. (4)
where x,/%,, un, yu/yn, and z, are the plant/control state,
input, plant/control output, and output residual of the nom-
inal system, respectively. Then, the state of the system can
be decomposed into the nominal state and the perturbation
induced by the attack vectors as e; = x —x,, é; =X — X, and
2a=2—7In-

Definition 1: An attack is said to be stealthy if the residual
detector (3) fails to detect its presence (i.e., ||[Wz(¢)|| < w).
In addition, the attack is said to be perfectly stealthy if it is
stealthy with z,(z) = 0.

With respect to the baseline detection algorithm (3), the
following lemma provides a perfect stealthy attack strategy
for continuous-time linear systems in the form of (1).
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Lemma 1: Consider the CPS in the form of (1), (2), and
(3). Under assumption 1, the system integrity attack is perfect
stealthy if the attack vectors u, and y, are generated by

xa(t()) =0,
Ya = —C.Xa,

X4 = Ax,+ Bug, 5)
ug = —Kyxg+Hy+rg,

where x, € R" is the state of the attack model, K, and H are
any matrices, and r, € R™ is any exogenous injection (with
ra(t) =0 for t € [0,1y] and for some starting time ).

Proof: Given the attack model (5), the overall perturbed
system becomes

(A—BK+BHC)x+ BK(x — £) — BK,x,+ Bry,
£ = (A—BK)X+LC(x—%)—LCx,,

x:

éq = (A—BK)e,+BK(eq—é,) —BKyx,+ BHCx+ Bry,
8. = (A—BK)éys+LCleq—24)— LCxq,

Xy, = (A—BK,)x,+BHCx+ Br,,

za = Clea—éa—xa),

in which e, (¢) = é,(¢) =0 and z,(¢t) =0 for ¢ € [0,)]. Applying
the state transformation w = e, — é, — x,, we have the following
transformed state equation as

(A—LC)w, zg =Cw.

Since w(fy) = 0 and (A — LC) is Hurwitz, w(z) =0 and z,(¢) =
0 for all ¢ € [0,e0). The latter says that z(¢) = z,(¢) for all
t € [0,00); that is, the measurement residual remains unchanged
in the presence of system integrity attack in the form of (5),
which concludes the proof. |

Implementation and impacts of perfect stealthy attacks de-
pend upon a priori knowledge about the CPS. If strategy (5) is
implemented with H = 0, the attack requires only information
of system matrices. This case is an open-loop attack, or simply
a bad data attack. Exogenous injection r, can be used to
change the equilibrium point of the plant state x and, should
the attacker intend to make the plant state become unbounded,
K, can be selected such that (A — BK,) is unstable (in which
case the attack vectors of u, and y, become unbounded). In
order to make the dynamics of the overall system unstable
without using an unstable attack model, strategy (5) can
be implemented with H # 0 being chosen such that matrix
(A—BK + BHC) is unstable. In the latter case, the attacker
needs to know not only system matrices but also real-time
measurement of the plant output. On the other hand, among
various system integrity attacks, the zero dynamics attack has
been actively researched in literature [21], [26]. It aims to
keep y =y, (i.e., in view of strategy (5), the attack design
is reduced to find an input attack vector u, = —K,x, so as
to excite the unstable part of zero dynamics while y = y,)
whereas the objective of the system integrity attack in Lemma
1 is z = z,, and thus the former is a subclass of the latter.

The above analysis shows that, by adopting the perfect
stealthy attack strategy (5), the attacker can not only change
the steady state value but also manipulate the dynamic re-
sponse of the physical plant while evading any residual-based
detection. It is worth noting that attack strategy (5) generalizes
the discrete-time strategies proposed in [12] and, in the noisy
setting, it has similar properties as those in [12].
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Fig. 2. Protection of CPS by embedding nonlinear components

III. RESILIENT CONTROL BY NONLINEAR DYNAMIC
ENCODING/DECODING

This section provides an attack-aware control structure to
detect various suspicious operations including the system
integrity attack while achieving the attack resilience and the
nominal control performance. At the control station side, the
control input is encoded by a time-varying function generated
by a nonlinear circuit, transmitted via the communication
network, and, at the plant side, decoded using another nonlin-
ear circuit. Moreover, to prevent eavesdropping, the nonlinear
circuits used in encoding/decoding are chosen to be chaotic
oscillators with a synchronization signal securely communi-
cated via a separate network. It will be shown that the system
integrity attack can be effectively detected by the proposed
structure and that the overall system is resilient against attacks.

A. Embedment of Nonlinear Dynamic Components

As shown in Fig. 2, standard attack detection algorithms
can be enhanced by using nonlinear encoding/decoding com-
ponents, which are two chaotic oscillators embedded into CPS
and linked through a separate scalar secure communication.
The chaotic oscillator at the plant site is the master circuit,
and the other at the control station serves as the slave!.
This scheme is completely scalable for networked physical
systems as the master signal can be multi-cast to all physical
subsystems equipped with their own slaves. Securing a scalar
signal is much easier to accomplish than attempting to secure
all or some of the control and output signals (of higher
dimensions and at different locations).

The proposed resilient CPS structure is composed of a
physical plant given by

1
x=Ax+ 1+8§Bu’
where € is a positive design constant (to ensure that €|&| <
0.5), £ € R is the dynamic decoding signal generated by the
master chaotic circuit (to be defined subsequently), and an
observer-based state feedback control designed as

y=Cx, U=u+ug,, (6)

. 1
1=A%+ ~Bu+L(y—3),
1+¢€ )

M:—[I—FSE]KXA, 5)\:ch7 y:)"F)’uv

! Alternatively, the master circuit could also be placed at the control station.
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where é € R is the dynamic encoding signal generated by the
slave circuit, and €|&| < 0.5. The dynamic encoding/decoding
signal pair and their nonlinear embedment into system/control
equations (6) and (7) are the key of the proposed resilient
control design against attacks.

The output of the master circuit is sent as the circuit
synchronization signal y. to the slave circuit(s) in order
to synchronize their corresponding states. Upon achieving
synchronization (i.e., as }LIEIO |E(t) — E(r)| — 0), the proposed
resilient CPS of (6) and (7) recovers the nominal perfor-
mance of the original linear CPS of (1) and (2). Instead
of the proposed structure in (6), a method of encoding the
input matrix as B = aB with a secured scaling factor o
has been discussed [21]. But, a patient attacker can easily
eavesdrop and decode such information by using a system
identification technique. On the other hand, outputs of chaotic
circuits cannot be decoded (or synchronized) without the
full knowledge of its specific class and associated internal
parameters; and without the real-time information of such
nonlinear signals, sophisticated attackers cannot imitate the
plant behavior properly or deceive the residual detector. To
further enhance robustness, circuit synchronization signal y,
could be sent through a communication channel (e.g., using a
software defined network) separate from the communication
network transmitting the control and output vectors of the
physical plant. In short, the proposed robustification prevents
anyone from decoding the dynamic coded control signal except
for the intended receiver.

B. Choices of Circuits and Dynamic Signals

In Fig. 2, the master/slave pair can be chosen to be any
of various types of chaotic oscillators, as long as they can be
synchronized using an output feedback. Chua’s circuit is one
such candidate and, in the rest of the paper, it is used as the
master and slave circuits since it is easy to implement [27]-
[29]. Specifically, the master circuit is composed of inductor
L1, two resistors R and R;, two capacitors C; and C, and a
nonlinear element g(-). Its dynamic equations are given by

) 1
Civy = Rf(vz —v1)—g),
1

1
Covp = —(vi—n) +1, ®)
Ry

Llj:—VQ—RQI, Ye = V1,

where vi € R, v, € R, and I € R are the voltage across Cj, the
voltage across C;, and the current through L, respectively,

dvi+(d—d)E if v < —E,
gvi) =< dn B if v <E, )
dvi+(d—d)E if vi > E,

and d < —1/(R1 +R2) <d <0 and E > 0 are constants.
Similarly, the slave circuit is described as

N r . R R
Civy = ITI(VZ_V])_g(V1)+lc(yc_yc)a
. 1 .
Caby = — (91— 2) +1, (10
Ry
Lil =—9, —Rol, P =V1,

where /. > 0 is the coupling gain to be chosen, V; € R, ¥, €
R, and [ € R are the estimates of v1, v, and I, respectively.
Defining the corresponding estimation error variables as v; =
Vi =91, P2 = vy — Dy, and I =1 — I, we have the following error
system:

. 1
Civ = Rfl(ﬁzfﬁl)*{g(vl) —g(h1)} —Lovy,
. 1 .
C2\72=f(\71—\72)+1, (11
R,

L] = —9> —Rol.

While Chua’s circuits have been studied in terms of their
uniform boundedness [27], [28] and convergence [29], the
following lemma provides the specific results needed for the
subsequently development.

Lemma 2: Consider the circuit dynamics in (8) and (10).
Then, design parameters Ry, Ry, L1, C1, (3, d, d, and E and
initial conditions of the circuit can be chosen such that all
the master circuit variables are both chaotic and uniformly
bounded as, denoting x. = [v; v2 17,

lxc ()| < M. (12)

where M, is a positive constant. Furthermore, if gain [. is
chosen such that

le>(1/Ry)—d+B

for some 3 > 0, then the circuit error system (11) is exponen-
tially stable, and the circuit state estimate is bounded as

13)

[£e(t)]] < M+ My || (t0) e, (14)

where £. = [01 V5 []7, %o = x0 — %¢,

. (2B 1 2R fmax{Cy,C>,L; }
O = o o~ 0 (> M, = T A~ o~ 7 -
¢ mm{ CI'RIC Ly } ! mln{Cl ,Cz,Ll}

Proof: Uniform boundedness under appropriate choices of
initial conditions and design parameters have been shown in
[27], [28]. To show exponential convergence of synchroniza-
tion error system (11), consider quadratic Lyapunov function

1
Ve=5 [C19] +Coi3 + Li 2] (15)
It follows from (13) that
. 1
V. < —Bvi — ﬁvg —RI? < —a.V,, (16)
1
which yields
1% (1) < My || %e(t0) e~ )

Recalling the definition of X, yields the bound on £., which
completes the proof. ]
Upon choosing chaotic circuits and understanding their
properties of uniform boundedness and synchronization, we
can make choices of dynamic signals. As mentioned before,
dynamic synchronization signal should be the output of the
master circuit, i.e., yo = vy. The pair of dynamic encoding and
decoding signals has multiple choices, in particular,

E=Mvi+Avs+ 431, & =MD, + Ao+ 51, (18)
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where A; > 0 and Y;A; = 1. Special cases of such choices
include:

. g—vl (and é —\71)

. g—VQ (and é —Vz)

e E=1I(and &=1).
Upon making any specific choices of dynamic signals in the
form of (18), we need to choose ¢ to satisfy the requirements
€|&| <0.5 and €|€| <0.5. This can be done by providing esti-
mates of initial conditions x.(#y) and £.(#p) and by determining
the value of € using (12) and (14). In the next section, impact
and performance of incorporating these dynamic signals into
the CPS configuration will be analyzed.

C. Performance and Robustness

Dynamics of plant (6) and control station (7) can be
expressed as

€
x=(A—BK)x+BKe+ & BK(x—e)+ ——Buy,,
] 1+¢€& 1+¢€& (19)
é=(A—LC)e+ e BK(x—e)—&—;Bu —L
= 11 eE 11 eE a—LYa,

where e =x— £ is the plant state estimation error, and E =
& — & is the error between decoding and encoding signals.
From the baseline design for gain matrices K and L, there exist
positive definite matrices P; and P, such that (A — BK )TPS +
P(A—BK)= —2I and (A—LC)"P,+P,(A—LC) = -2I.

The proposed resilient CPS structure utilizes dynamic en-
coding/decoding signals & and & in the form of (18) which,
as being illustrated in this paper, involves two Chus’s circuits
(8) and (10). The following theorem provides not only the
nominal performance in the presence of nonlinear dynamic
components but also robustness against attacks.

Theorem 1: Consider system (19) whose dynamic signals
are defined by (18), (8), and (10). If gain /. is chosen according
to (13), then the system has the following properties:

« Global asymptotic stability and exponential convergence
when u, =0 and y, =0
« Input-to-state stability (ISS) with respect to attack vectors
ug and y,.
Proof: It follows from (18), Holder’s inequality, and (17)
that ‘é’ < ||& || < My||%:(f0)]|e”*". Consider the Lyapunov
function: given V. in (15) and for some c, > 2|PBK|?,
Ve = V. +xT Px+c.el Pye. Tt follows from (16) that

Vy < —0 eV, —2||x||> — 2¢e||e||* + 2xT P,BKe

285 T eeé T
+ x' PRBK(x —e)+ P,BK(x—e
2 TPB +— 2¢e PB —2¢.e"P,L
e u Co€
1+¢€é ta 1+¢€& a e€ folda

< — AV + My || %e(t0) le™ %! Vs + Ms||ua||* + Ma||yal|*, (20)

where ly—mln{(xc, malx(P) (ce 2||PBK|| )/ (celmax(Py)) |
My = 2eMymax{URBKLiPOK] [RBK|Se PR

M; = 8(||PB|]* + cc|[P,B|*), and My = 2c.||P,L|>.

For the case that there is no attack, we know from (20) that
A B
w(t) = Vi + AVs = M| |%e(10) [le”*'Vs < 0.

Dividing V; on both side of the equation and then multiplying

dt yields

w(t)
Vs

Integrating both sides of the equation and invoking the fact
that w(t)/V; < 0 yield

log V(1)

and hence

1
Vdvs +[As — Ma||%:(0) || e~ *|dt = dt.
N

M
—logVs(to) < —Ag(t —to) + ?2

C

e %" %(10)]l,

Vi(t) <V (to)e"‘c %0l g =As(1—t0)
which shows global asymptotic stability and exponential con-
vergence.

We can conclude ISS directly by noting that both u, and
yq are additive terms to the linear time-varying differential
inequality given by (20). ]

The robustness property established in the above theorem
provides the basis for us to investigate whether perfect stealthy
attacks can now be prevented by incorporating the proposed
embedment of chaotic circuits and dynamic signals, which is
the topic of the subsequent subsection.

D. Detection of System Integrity Attacks

From the perspective of attack detection, dynamic signals
&(r) and &(r) can also be viewed as the probing signals whose
net effect is null if the system is not under attack and the two
chaotic circuits have already been synchronized. The following
theorem presents the performance of the active attack detection
method under the proposed CPS structure.

Theorem 2: Consider system (6) and (7) whose dynamic
signals are defined by (18), (8), and (10). Then, under the
system integrity attack in the form of (5), the perfect stealthy
attack is detected by the residual-based attack detector (3).
Proof: Consider the following nominal system of (6) and (7)
in the absence of attacks as

239
1+¢€&

Zn=Cxp, —%,)-

i (A—BK)x, +BK (x, — £,) + BK%,,

£, = (A—BK)&y+LC(x,— %),

Then, with variables e, = x—x,, é, =X—X,, and z, = 72— 2,
the perturbed system affected by the attack (5) is computed as

1+ é 1
b = A —BK¢ B
€q €q — 1+ g a+1+8€ Ug,
b = (A—BK)é,+LC(eq —éa) + Lya,
€ R €
w = (A —LC)W+ 1 +§8§ BKea — H»iéBua’ Za = CW,

where w = ¢, — €, — x,. ~
After achieving synchronization of two circuits (i.e., & =0),
the perturbed measurement residual z, is calculated as

roegm)
101+€§(n)

(A—LC)(t—

2(t) =—C " Bu,(n)dn.
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Hence, it is obvious that z, equals to zero only if there is no
attack (i.e., u, = 0). |
Practically, the threshold u is selected as a positive value
due to model uncertainties and measurement noises. Thus,
to improve the attack detection performance, the designer
needs to select the larger € to exceed the threshold u since
the magnitude of z, increases as € increases. In a similar
manner, the proposed CPS structure is also applicable to detect
other types of stealthy attack strategies since it is difficult
to generate the attack vectors u, and y, to compensate the
effect of cyber attacks without information on & and &. For
instance, the objective of the stealthy attack strategy in [11]
is to induce large perturbations on the physical plant while
causing slight variations on z,. But, the proposed one can
amplify the magnitude of z, by increasing € to find out such
stealthy attacks.

IV. ROBUSTNESS AGAINST COMMUNICATION DELAY

It is well known that the remote control by communicating
data under various physical and cyber components induces
several side effects such as communication delay and infor-
mation loss [30], [31]. Such effects are inevitable and may
lead to performance degradation and even instability of the
closed-loop system. In this section, we explore the robustness
regarding the time delay and the secure communication struc-
ture for preventing the eavesdropping attack. For the ease of
presentation, we make the following assumption (which can be
removed by extending the analysis to accounting for multiple
and possibly unknown delays).

Assumption 2: The time delays in the communication net-
work between the physical plant and its monitoring/control
station are the same and known?.

Now, we present the following CPS model with the master
and slave Chua’s circuits as

x(r) = Ax(t) + B{u(t — 1) 4 uy(t)},

1+e&(r—1)
L) — 5 — 1) +yal)),
u(t) = — {1+ eE(0)}KE(), ¥(t) = Cx(t), $(t) = C&(r)
and
Cron(1) = Ril{vzm —u1(1)} — g1 (1)).
Covalt) = Ril{vlm — ()} +100),
Lil(1) = —va (1) — RaI(1), Ye(t) =vi(t),
(22)

Crfr(0) = - 4020 = 010}~ (91 )
+lc{)’C(t - T) —ﬁc(t - ‘L')}7
Cobalt) = - A91(0) = 2a0)} + 1),

A ~

Lyl(t) = =2 (t) — R (2), Ye(t) = V1 (2),

2Communication delays are known for devices equipped with such timing
techniques such as GPS or the precision time protocol (PTP) [32], [33].

where 7 > 0 is the communication time delay. For the
completeness of the solution, let x(¢) = ¢(t) for some
initial condition ¢(t) and t € [~7,0] where x(t) =
T (2), 2T (t),v1(2),va(2),1(2),91(¢),02(¢),1(t)]T. The robust-
ness of the proposed CPS structure regarding the time delay
is discussed in the following theorem.

Theorem 3: Consider system (21) whose dynamic signals
are defined by (18) and (22). If gain /. is chosen according
to (13) and communication time delay 7 is satisfied that 7 <
min{(xc/ad, ld/((xl + 0+ 14)} where

L1 /1 : 1 12<1 )
=g l5 4] + =ttt (5+1),
e {c% <R1 ) C1GR? } a\&

L) — mi , 1 1 ;
= mm{““ 2 (P)” $emas () } o = Gt
o = JBBEAI® - 9|Al? 32||R,BK|1*||P,BKA|”
b (A'mm(Ps))z 8z'min(Ps)/ﬁlfmin(Po) ;Lmin(Ps)Amin(Pa)
4||P,BKA|*  ||P,LCA|?
(A«min(Po))2 (lmin(Po))z,
o JPBKBK|>  9|BK|>  9|LC|?
2T Oein(P))? " 8min(Py) Amin (Po) 8 emin(Ps) Ammin (Po)
32||ABK|*||P.BKBK||*>  4|P,BKBK|]* 4||P,BKLC|?
}«min(Ps)Afmin(Po) ()t'min(Po))2 (A'min(Po))2
32||ABK|*||P.BKLC|]*  4|[PBKLC|]* ||P,LCLC|?
)Lmin(Ps)lmin(Po) (a'min(Po)) ()Lmin(Po)) ’

then the system has the following properties:
« Global exponential stability when u, =0 and y, =0
« Input-to-state stability (ISS) with respect to attack vectors
ug and y,.
Proof: With the relation that y (r —7) = x(¢) — fg,x(z—&—n)dn,
system (21) and (22) can be rewritten as

x(r) = (A—BK)x(t)—l—BKe(t)—i—mBua(t)
B0 1)
Dk [ o) - ete man,

. 1

ét) = (A—LC)e(t)+mBua(t)—Lya(t)
B () (1)
_mBK _Orx(t+n)—é(t+n)dn
+1c [ etr+myan 23)

and
G = o (a0~ 1)}~ {g01() gl (1)
—lcﬁl(t)+lc/_0j1(t+n)dn,
Coiat) = ()~ al0)) +100),

Li(t) = —%()—Ro(r), (24)
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in which {(r) = ¢,4(¢) for some initial condition ¢,(z) and
t € [-271,0] where {T(¢) = [91(t), 2 (2),1(2),xT (¢), e (£)]".

We first prove that, in the presence of the time delay, the
master and slave circuits are also exponentially synchronized
each other. Consider the Lyapunov function V. in (15). It
follows that

. I, [0
V) < a0+ & [ nveln)+ Ve +m)dn
1J-1

BVe(t)+Ve(t+n—1)dn,
CJ-z

2
where 9 = {le (R]—I —d) +C1C12R%}’ v = CLIZ Following
the Lyapunov-Razumikhin approach [34], assume that V(1) <
V.(t) for t —27 < n <t. Then, we have V.(t) < —o.V,(t) +
104V, (1) < —ct/V,(¢). where o = o — T0t;. Hence, it follows
from T < a,/0y that ||%.(¢)]] < M1||)?C(to)||e’°‘£’.

Now, we prove the main part of theorem. Let the Lyapunov
function be Vi, = V. + xTPix + c.e” P,e where ¢, is some
positive constant which will be defined later. Then, with
the inequality ||€(¢r)]| < Mi||%(t9)||e~ %, following a similar
procedure in the proof of Theorem 1 and assuming that
Vi(n) < Vi(t) for t =27 < n <1, we have

Vit) < —AGVi(t) + Mb||Re (t0) le ™% Vi (t) + M |lug (1) |2
0 2
+My||ya(2)||> + Ms / us(t+n)dn
-7
0 2
+M6/)M0+nﬂn 7 25)
-7

where A} = A — t(ou + o + 14), ¢, = 8||PBK||>, M} =
Mye®%®, Ms = 24c,||P,LCB|>, and Mg = 18||P,BKL|? +
24c¢,||P,BKL|*> + 6¢,||P,LCL||*>. For the case that there is no
attack (uq(¢) = y,(t) = 0), it follows that

M) /
22 o=t 5, (1, _ B
Vi(0) < Viltget et

which shows global exponential stability.

We can also conclude that system is ISS with respect to
u, and y, from the linear time-varying differential inequality
given by (25). |

Theorem 3 indicates that the CPS structure is robust under
the small time delay 7 and the result of Theorem 1 is recovered
as T decreases to zero. Moreover, it is remarkable that, in
the presence of 7, the selection of the large coupling gain
I, for achieving the fast synchronization speed may result in
the instability of the closed-loop system since it decreases
the upper bound of 7 and destabilizes the error system (24)
between two Chua’s circuits.

V. SIMULATION VERIFICATION

To validate the proposed attack detection method, simula-
tions for Quadruple-Tank Process [35] are carried out. With the

(a)

3r —X fl
2+ — X,
10 x50
0 —X, 7
0 50 100 150 200 250 300
Time (s)
®) ‘
—residual
Sl e e A AR Mt - -threshold|
0.05 b
0
-0.05 L L L L L
0 50 100 150 200 250 300
Time (s)

Fig. 3. Simulation results of the standard configuration: (a) plant state x, (b)
residual |[Wz]|| and threshold u

4 - T T
x|
2 —XL
%3
0| ! ‘ ‘ ‘ E—
0 50 100 150 200 250 300
Time (s)
b
6 (\) T
—residual
4 - -threshold

0 50 100 150 200 250 300
Time (s)

Fig. 4. Simulation results of the proposed configuration: (a) plant state x, (b)
residual |Wz|| and threshold p

linearized system model®, consider the proposed CPS structure
(6) and (7) with & =v; and & =¥y,

[—0.0159 0 0.0419 0

A_| 0 —oour 0 0.0333

| o 0 —00419 0 |
0 0 0 —0.0333
[0.0833 0

| 0 0068 05 0 00

1 o 00479]° “T |0 05 0 0|
00312 0

c_ [0:3315 00274 0.1528 0.0174

= 10.0480 0.3369 0.0296 0.1613)°

L[ 14841 —0.1160 65596 —2.1720)"

T [-03335 13702 —5.5018 6.3243

The parameters of two Chua’s circuits are as follows:

L =02, Ry =1.5, R, =0.005, C; =0.1, C, =2,
d=-4,d=-0.1, E=1, I, = 20.

3For detailed system parameters, see [35]
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From the behavior of Chua’s circuit with given parameters, the
scaling constant € = 0.04 is chosen such that [¢§| < 0.5 and
|e€| < 0.5. In addition, the parameters of residual detector are
selected as W =100-1, and y = 0.1. The attack gain matrix

K — 1.3922 —0.0030 0.3270 —0.0052

“710.0561 14015 0.0121 0.3456
and the injection input r,(f) = [3 5] " for t > 50 are chosen
to change the dynamic response of the physical plant.

Fig. 3 shows simulation results for the linear CPS structure
under the system integrity attack. As can be seen in Fig. 3
(a), the state of the physical plant deviates from the desired
one without being detected. In other words, the measure-
ment residual between the measurement and observer output
remains zero and the residual detector is not activated as
shown in Fig. 3 (b). On the other hand, simulation results
for the proposed resilient CPS structure are shown in Fig.
4. By virtue of encoding/decoding components, the residual
shows the oscillating behavior and, thus, the residual detector
is triggered. From the above simulation results, we confirm
that the proposed method can detect the system integrity attack
even though the conventional CPS fails to detect.

VI. CONCLUSION

In this paper, we dealt with attack-aware control problems
of a cyber-physical system (CPS) under intelligent adversaries.
For system integrity attack strategies, we proposed an active at-
tack detection resilient CPS structure by embedding nonlinear
encoding/decoding components to protect information on the
CPS model and transmitted signals. In addition, for avoiding
the eavesdropping, Chua’s circuits are employed to guarantee
the secure communication between the physical and cyber
layers. The robustness of the proposed CPS structure regarding
nonlinear time-varying components and the communication
time delay is investigated based on input-to-state stable (ISS)
framework.
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