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Abstract—This paper presents a distributed proto-
col based on competitive interaction design method to
solve dynamic average-consensus problem on strongly-
connected balanced directed graphs in the presence of
adversaries. The competitive interaction method allows us
to design a network that protects the multi-agent systems
from adversaries without requiring high network connectiv-
ity and global information about the number of adversaries.
We design a resilient distributed protocol to track the av-
erage of time-varying bounded reference signals, which
every agent is receiving. We show that in the presence
of bounded cyber-attacks onto the communication net-
work and actuators, the agents achieve dynamic average-
consensus. Simulations are presented to illustrate our the-
oretical results.

Index Terms— Dynamic average consensus, distributed
average tracking, resilient distributed protocols.

[. INTRODUCTION

Consider a network of autonomous agents, where each agent
is receiving a time-varying reference signal. The objective
is to design a distributed protocol to enable agents to track
the average of time-varying signals, which every agent is
receiving. This problem of tracking the average of time-
varying signals is called dynamic average-consensus or dis-
tributed average tracking problem [1], [2]. Dynamic average-
consensus problem has received much attention for the past
decade due to its applications in distributed formation control,
distributed estimation, distributed unconstrained optimization
and distributed resource allocation. A brief description of all
the above applications can be found in a tutorial paper [3] and
the references therein. To solve dynamic average-consensus
problem, distributed protocols are proposed for example,
[4]-[6] solves the dynamic average-consensus problem for
unbounded reference signals and [7] with zero-steady state
error. However, these distributed protocols to solve dynamic
average-consensus problem are vulnerable to cyber-attacks,
because each agent shares their local information on communi-
cation channel to track the average of time-varying reference
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signals. A destabilizing attack can compromise the commu-
nication channel or actuator of an agent, and prevent agents
to achieve consensus (see Fig. 1). Therefore, it is important
to provide distributed protocols, which solve the dynamic
average-consensus problem in the presence of cyber-attacks,
which is a challenging task.

Solving resilient static consensus problem in the presence
of adversaries has received considerable attention, see for
example [8]-[12]. However, there is still very limited work
which aims at solving dynamic average consensus in the
presence of adversaries. Very recently, a decentralized resilient
state-tracking problem is solved in [13] in the presence of
cyber-attacks on sensor nodes. However, this work does not
consider attacks on the communication network and actuators.
To our knowledge, to date solving dynamic average-consensus
in the presence of adversaries is still an open problem [14].

The contributions of this paper are given below:

e We propose a competitive interaction based dynamic
average-consensus protocol, which enables agents to
track the average of time-varying bounded reference
signals in the presence of adversaries attacking the com-
munication links between agents and actuators of agents
in the network.

o We show that the dynamic average-consensus can be
achieved in the presence of any number of bounded
cyber-attacks on communication network and on actu-
ators of agents.

The dynamic average-consensus protocol presented in this
paper is an extension of the competitive based interaction
resilient static consensus protocol presented in [10], [11]. The
assumption on reference signals of been bounded can be seen
in power system application [15].

The rest of the paper is organized as follows. In Section II,
we formulate the resilient dynamic average-consensus prob-
lem, and present notations and preliminaries on graph theory.
A competitive interaction based resilient dynamic average
consensus protocol is presented in Section III to solve the
resilient dynamic average-consensus problem. In Section IV,
we consider cyber-attacks on both communication network
and actuators, and show that the competitive interaction based
distributed protocol mitigates the cyber-attacks. We present
simulation results in Section V. The last section concludes the

paper.



Il. PROBLEM FORMULATION

Before presenting the problem description, we first discuss
some mathematical notations, preliminaries on graph theory,
and cyber-attack model that we will use in our subsequent
discussion.

A. Notations and Preliminaries on Graph Theory

The Euclidean norm of a column vector x € R" is denoted
by || x|, and xT is the transpose of a vector z. The ith
eigenvalue of a square matrix, say A, can be written as
Ai(A) = a; + tb;, where a; = R{\;(A)} is the real-part of
Ai(A), by = S{N\;(A)} is the imaginary-part of \;(A), and
t = v/—1. We denote I to represent an identity matrix O to
represent zero matrix of an appropriate dimension, and 1,, to
represent a column vector with all entries equal to 1. The time-
derivative of a function f : ¢ — R is denoted by f The set
CP contains all functions f that are p-times differentiable.

Next, we provide a background of graph theory that we
will use in the sequel. Consider a directed graph (digraph)
G = (V, &) consisting of a finite node set V = {1,2,--- ,n},
an edge set £ C V x V. Let Q = [g¢;;] be the adjacency
matrix of the digraph G, where ¢;; = 1 if node i is receiving
information from node j, and ¢;; = 0 otherwise. The set
Nim={j|qj=1, VYj €V} CV contains the ith agent in-
neighbors. The Laplacian matrix £ = £(G) of a digraph G is
defined as:

L=D-Q, 1

where D = [d;;] € R"*" is a diagonal matrix. The diagonal
entry d;;(G) of the matrix D represents the number of in-
neighbors of the ith agent. A directed path from node v; to
node v; in a digraph, is a sequence of ordered edges of the
form (é,i+ k), where k = 1,--- ;1 —1. A digraph G is said to
be strongly connected, if there exists a directed path from any
node to any other node in G. A strongly connected digraph is
said to be balanced digraph, if 3, q;j = 3_; q;i foralli € V.

B. Problem Statement

Consider a group of n > 2 agents modeled as:
& = uy, 2

where u; = u; (Jl,I; = {I}}je/\f;’"
represents local state x; and a time-varying reference signal
7; : (0,00] — R that each agent is receiving, and I} denotes
the state information coming from the in-neighbors of ith agent
as shown in Fig. 1. To achieve dynamic average-consensus, the
distributed protocol u; is designed such that the state of ith
agent x;(t) tracks

) is the control input, J;

1 n
Tav g = E Z ’I“j
Jj=1
with the following assumptions on the time-varying reference
signals and the digraph G representing the network topology
of multi-agent systems.

Assumption 1. The signal 7;(¢) is uniformly bounded and
uniformly continuous for all i € {1,--- ,n}.
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Fig. 1. A network of five agents communicating with each other: Agent
© receives r; and neighboring state information. Cyber-attacks pollute
the state information exchanged through the communication links and
the actuator signal.

Assumption 2. The digraph G is strongly connected and
balanced.

The above setup imitates applications where agents receive
time-varying reference signals and the objective is that each
agent tracks 7,4, for example, distributed formation control,
distributed state estimation and distributed resource allocation
given in [3]. In the foregoing discussion, we assumed secure
communication links between agents, and secured nodes.
However, in practice, communication channels and actuators
are vulnerable to cyber-attacks. Therefore, we consider false-
data injection attacks, which is essentially a cyber-attack onto
the actuator of the ¢th agent, and can be modeled as given
below:

Uy = U; + Nui(t)0ui (), 3)

where @;(t) is the control input together with an unknown
false-data injection d,;(t), and n,,(t) € {0,1} is an activation
function, which is 7,;(¢) = 1, in the presence of attack.

In the case of attack onto the communication channel, agent
1 may not be receiving the true information from its neighbors.
Thus, the feedback that agent ¢ is receiving from its neighbor,
say j € Ni" takes the following form:

I = I+ (035:(2), j € N, @)

where I} = {I;} i is the malicious information received
je _l'Vl

by the ith agent from its neighbors, & I (t) is the information
injected by the adversary into the communication link, and
nri(t) € {0,1} is the activation function. In the presence of
both actuator and communication channel attack, the dynamics
of (2) can be written as:

= (i I3 ) + ()30 (1), 5)

Note that |§;:(t)|, 7 € N and |8,,(t)| for all 4, are bounded.
The attacker aims to generate a bounded attack signal that
can destabilize (5), without having a knowledge of the agent’s
parameters. Moreover, no restrictions are made on the number
of attacks.

The objective of this paper is to design a distributed resilient
control law w; given in (2) such that the state x;(¢) tracks the
average signal rg,4 in the presence of cyber-attacks; that is

|zi(t) — Tavg| <€, forallt > T, i €V, (6)

where T' < oo is a finite value, € is sufficiently small positive
value.



II. COMPETITIVE INTERACTION BASED RESILIENT
DYNAMIC AVERAGE CONSENSUS

In this section, we aim to design a new distributed proto-
col based on competitive interaction method [11] to solve
dynamic average-consensus problem for strongly connected
balanced digraphs. Later in this paper, we will show that the
designed dynamic average-consensus protocol is resilient to
cyber-attacks.

We propose the following resilient dynamic average con-
sensus protocol to enable each agent to track the average of
time-varying reference signals that each agent is receiving:

T =alr—z;) —ab Z (x; — )

jGNi"
+B Y (= z) o
e ™
Zi 721 6 Z Ti— T
]GN”I
—af Z Zi — 2j) + U,
]eN”l

where v,, = 7, and r;(t) € C? is a time-varying signal that
ith agent is receiving, z; € R is an internal state of the ith
agent, o and §3 are positive scalar gains. Let J; = {J}, J2},
then in the context of (5), J} = {ax;, ar;, aBz;, Bz, v}
and J? = {az;, ar;, aBz;, Bz;, v} represent local infor-
mation. Similarly, letting I} = {If’,]j’} then for each ith
agent, the information available from its neighbors through the
communication network is 17" = {aBx; — Bz;, j € Ni"}
and I = {ab’z] + Bz, j GJ\/'W}
ertlng (7) in a compact vector form:
z=a(r—z)—afLx+ BLz + v,
— BLx — aBLz + vy,

arn}T, z =

®)

Z=a(r—z)

where r = and v, =
[vrw. R T
Remark 1. The design of « and S relies on the eigenvalues of
L, which implies that the network topology has to be known
a priori. However, the implementation is distributed because
every agent is taking decisions based on local and neighboring

information.

[7-1’... [Zla"';zn]T

IT.

To show that (8) achieve dynamic average-consensus, we
show that e,, = z; — D7 7y and e, = 2z — D07y
converge to an e-sized hyperball around the origin as ¢ — co.
To that end, we have the following transformation:

1 1
ez =1 ——L,10r, e, =z— 1,10, 9)
n n
Taking the time-derivative of (9), we have
1
be = a(r —x) —afLlae + Lz +v, — —1,1 v,
n 10)
1 (
b, =a(r—z2)— pLr —aBLz+v, — —1,1 v,
n

After algebraic manipulation, we have the following conve-
nient form of (10):
ér = —(al+ afL)e, + BLe, + I, (ar + v,.)

é. = —fLey — (al + afL)e, + 11, (ar +v;.), (an

where II,, = I —
form:

L1,1F. Writing (11) in a compact vector

¢ =E¢+ Alr,v,), (12)

where ¢ = [el | eI]|T, A(r,v,) = [1, 1|T @ II,(ar + v,.),
and
_ [~(eI+aBL) 8 03
==1 "8z —(al+aBL)

Next, we study the stability properties of (12). To do so, first
we check the stability of the zero-system (12). Thus, for r(t) =
0, (12) can be written as:

=C. (14)
In the following result, we show that the system (14) is stable.

Lemma 1. Let L given in (13) be the Laplacian matrix
associated with a digraph. Let \;(L) = 0; + ww; be the ith
eigenvalue of L. Let o > 0 and 3 > 0 in (13) be the gains, the
system (14) is asymptotically stable if and only if o > ﬂ‘g%l
forall v e V.

Proof. To show the stability of (14), we diagonalize the matrix
=. To that end, we use the following transformation:

¢ =T '=T¢, (15)
where I ;
T = [LH 1 ] :
We have A = T~ 'ZT with
A {—a]l—aﬁﬁ—Lﬂﬁ @) ] '
O —al —afL+ 8L

The real-part of the eigenvalues of A can be written as:

RN (A)] = —a — affd; + fw;, Vie{1,2,--- ,n}
which shows that stability of (14) is guaranteed if and only if
a+afd; > flwil.

This completes the proof. O

Before presenting the main results, we provide the following
lemma that will be used in the subsequent discussion.

%(E—FET) are
XNi(M) = —a — afé; £ w;, i € {1,-+ ,n}

Lemma 2. The eigenvalues of M =

each with algebraic multiplicity of two.

Proof. Using the block diagonalization matrix 7', we have
M =T~'MT, where

— My O

M= [@ Mz}

with My = —2all — aB(L + L) —13(L — L) and My =
—2al — aB(L+ LY) +18(L — LT). The eigenvalues of M
are the eigenvalues of the diagonal matrices M7 and M.
We see that M is diagonalizable because M; and M, are
diogonalizable [16](Lemma 1.3.10). Let V; be a nonsingular
matrix such that A = Vi M, V; and a nonsingular matrix V5
such that Ay =V, 1MQV2, then there exist V' = diag(Vy, Va)



such that A = V- MV is a diagonal matrix with the diagonal
entries as given below:

A=—a—afé +pw;, ic{l,2, - ,n}. (16)

The eigenvalues of £ and LT are the same because LT is
the Laplacian of the mirror graph of G [17]. Thus, the result
follows. O

Next, we show that the protocol presented in (8) achieve
dynamic average-consensus. To that end, we show the Input-
to-State (ISS) stability of (8).

Theorem 1. Consider a network of n agents given in (8),
where L be the Laplacian matrix associated with a digraph
that holds Assumption 2, and each r;(t) satisfies Assumption
1. Then the norm of the solution ((t) of (12) is uniformly
bounded and uniformly ultimately bounded by € > 0 for some
a>0and > 0, where a > 1&‘25 for all 1 € V. Moreover
Z?:l eq, approaches to zero asymptotically.

The conditions  limy oo Y i) €4, — 0 and
limy_y oo Z?Zl ez, — 0 entail that the average of time-
varying signals stays within the states trajectories because
My o0 Yo €, implies  limy_oo |2 371 @(t) — Taug|.
Therefore, the state trajectories enclose 74,4 in their convex
hull, asymptotically.

Proof. From Lemma 1, we know that for « > 0, 8 > 0 and
a > 1-@66 , = is Hurwitz. Thus, the solution of (12) can be
written as:

((t) = exp ((t = to)E)C(to)+

o

a7

Using the bound |lexp ((t — t,)) E|| < Kexp (—A(t —t,)) in
estimating the solution by

I < rexp (—A(E — t0)) C(t0)| +
[ rew At - ) 1B Wl tar + o) dr
< exp (<At~ 1)) (L) +
AEETAL wup (ar+ o), € Rag.
-

(18)

The zero-input corresponds to zero-error as error decay ex-
ponentially. Note that the ultimate bound on error is pro-
portional to the bound on ||(ar + v,.)||. For a strongly con-
nected balanced digraph, the algebraic connectivity is given
by Ao(1(L + LT)). Thus, for a strongly connected digraph, it
follows from [3], [18] and Lemma 2 that k = 1 and

A= —Xa(sym(E)) = a+ aBdy — Blwal,

where sym(Z) = 1(Z + =7). It is apparent from (18) and
the above expression of A that, for any valid choice of «,
that is o > % the ultimate bound (uniformly bounded and
uniformly ultimately bounded are defined in [19]) on error
decreases monotonically to zero as 3 increases.

19)

/75 exp ((t — 7)) B IL,(ar + 7)dr.
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Fig. 2. Model of the ith agent together with cyber-attacks.(Red
lines show vulnerability to cyber-attacks. All arrows show directional
information flow, whereas triangle arrow head represents gain.)

Next pre-multiplying é, and ¢, given in (11) by 17, and by
exploiting the balanced property of the digraph G, we have

n n
§ ewl = -« E €x;s
i=1 i=1
n n
E €y, = —Q E €z
i=1 i=1

Thus, the average of the time-varying reference signals 14,4 =
Z?:l r; stays within the agents states z; and z; for all ¢ €
{1,2,--- ,n}. This completes the proof. O

(20)

IV. RESILIENT CONSENSUS IN THE PRESENCE OF
CYBER-ATTACKS

In this section, we consider bounded cyber-attacks on com-
munication network and on actuators as shown in (5). In the
context of (5), the dynamics of (7) can be written as given
below:

B = ug, (JHI5) + di(t),
o= (I 17) + i) o
i = Uy, (Jz ,IJI) + dl(t),
where
dz(t) = nuz uI Z 77[ ) j € N”L
JENI™
A(0) = T, (0., (1) + D my= (052 (1), ] € NG™.
JENI™
(22)

We see from Fig. 1 and Fig. 2 that d;(t) represents malicious
information added to the actuator signal, denoted by 5%1,( ),
and malicious information added to the neighboring state
information, denoted by d;=: (t). Similarly, d;(t) represents
malicious information added to the actuator signal, denoted by
du., (t), and malicious information added to the neighboring
state information, denoted by ;= (t). Note that, in general, an
adversary can manipulate the shared information differently
for different neighbors, which is known as Byzantine adversary
[20]. A detailed model for the ith agent is shown in Fig. 2.
In the general case as shown in (23), the adversary may or
may not attack the local feedback signals, and the links (i, j),
(i,k) can be manipulated differently for maximum damage.
As such, (8) takes the following form under cyber-attacks.

T =oa(r—z)—aple+ Lz + v, +d(t)

— BLx — aBLz+ v, +d (1), @3)

Z=ar—2z)



where d(t) = [dy, - ,d,|T and d'(t) =
uniformly bounded attacks:

[ /1a 7d{n]T arc

[d®)] <U < oo, ||d'(t)]| <U* < oo, 24)

where M and M* are positive constants. In the following,
we show that agents achieve the resilient dynamic average-
consensus in the presence of adversarial attacks on communi-
cation network and on actuators.

Theorem 2. Consider an interconnected system (23) where L
is the Laplacian matrix associated with a digraph satisfying
Assumption 1, and the attack vectors d(t), d'(t) are bounded.
Then for sufficiently large o > 0 and > 0, the multi-agent
system in (23) solve the resilient dynamic average-consensus
problem, that is, the state vector x(t) € R™ and z(t) € R"
converge to a small neighborhood of 74vg = %Z;Ll T,
where each r; satisfies Assumption 2.

Proof. Again, let e;, = x; — rqyy and e, = z; — Taug.

Taking the time derivative of e, = [es,, - ,e, |7 and
— T

€, =les, €], we get

éx = —(al+ L)e, + 1 Le, + I (ar 4+ v,.) + d(t)
é. = —(al+ BsL)e. — faLey + I, (ar +v,) + d'(2),
and consequently,
é(t) =Ze+ B, (ar +v,) + A(d,d),  (25)

where A(d,d’) = [dT ; d'"]T. Let & > 0, 8 > 0 are chosen
such that = in (25) is Hurwitz. Then the solution of (25) is

e(t) =exp ((t — t,)Z) e(to)+

/tt exp ((t —7)E) (B @ I, (ar + v,.) + A(d, d’)) dr.

o

Again, using the bound |lexp ((t —t,))Z|| <
rexp (—A(t — t,)), the solution can be estimated as:

el < exp (=A(t —to)) [le(to) || +

|B &1L, || _ (sup [[(ar+ o)l (26)
a+afR{X(L)} = B3 {A2(L)} o<rst
+ A a)|) vt e Rs,

where A is given in (19). From (26) and (19), we see that, for
any valid choice of a, the ultimate bound on error decreases
monotonically to zero as  increases. O

Next, we consider a special case of cyber-attacks, where the
attacks in (23) take the form d(t) = Ld(t) and d'(t) = Ld(t),
because the attack on agent ¢ is polluting the transmitting
information by the same amount, moreover, we assume that
the same malicious information is added to the local feedback
signals z; and z; as well [11]. Note that the adversary is
not Byzantine, as it is polluting the neighbors in a similar
manner. In addition, the states x; and z; are amplified first
and thereafter used as a local feedback. Thus, (23) can be
written in the following form:

i=a(r—1z) —aBLlx + Lz + v, + Ld(t)

. 7 (27)
Z=ar—2z)— BLxr — aBLz + v, + Ld(t).

Next we show that x; for all + € V, tracks rg,4. To that end,
we show the ultimate boundedness on the norm of error signals
. n . n
€z, €z, and limy_, oo Y. eq,, limy o0 ) . ; €., approach to
zero. Following the similar path of coordinate transformation
in Section III, define e, and e, and taking its time-derivative
yields:

ée = —(al + aBL)e, + BLe. + 1L, (ar 4 v,) + LdA(t)

¢, = —(al+aBLl)e, — BLe, + I, (ar +v,.) + Ld(t),
(28)

T

T, eI™. Writing (28) in a compact vector

where e(t) = [e
form:

é(t) = Ee + B @ I, (ar +v,) + A(Ld(t), Ld(t)),

where A = A(Ld(t), Ld(t)) = [(Ld(t))T ; (Ld(t))T]T.

The following result shows that the resilient dynamic
average-consensus can be achieved in the presence of unknown
bounded attacks on the communication network.

(29)

Corollary 1. Consider an interconnected system as given
in (27) where L is the Laplacian matrix associated with
a digraph satisfying Assumption I, and each r(t) satisfies
Assumption 2. Let the attack vectors d(t), d(t) be bounded. (a)
Then for some o > 0 and > 0, where o > %‘g‘él, the norm
of the error vector e(t) is uniformly bounded and uniformly
ultimately bounded by ¢ > 0. (b) Moreover, lim;_, 2?21 €,
and lim;_, o Z;L:l e, approach to zero, for all i € V.

Proof. (a) We see that A(d, d') in (25) and A(Ld(t), £d(t)) in
(29) are both bounded. Thus, the proof follows from Theorem
2.

(b) Next pre-multiplying ¢, and ¢, given in (28) by 17, and
by exploiting the balanced property of the digraph G, we have

n n n n
E €y, = —Q E €x; g €y = —Q E €z (30)
i=1 i=1 i=1 i=1

Thus, the average of the time-varying reference signals 74,4 =
% S, 7 stays within the agents states x; and z; for all i €
{1,2,--- ,n}. This completes the proof. O

Remark 2. Theorem 2 does not quantify that r,,, stays in
between the state trajectories, whereas Corollary 1 quantifies
this fact.

V. SIMULATION RESULTS

In this section, we present numerical examples to show that
our proposed resilient distributed protocol solves the dynamic
average-consensus problem in the presence cyber-attacks onto
the communication links and actuators of agents.

Consider the Laplacian matrix £ of the digraph given in
Fig. 1. Agents receive the following time-varying bounded

reference signals:
r1(t) = —cos(t), ro(t) = sin(t), rs(t) = — cos(3t), a1
rq(t) = —cos(4t), r5(t) = 2sin(5¢). G1)

First, we demonstrate how agents achieve dynamic average-
consensus in the presence of cyber-attack on communication
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Fig. 3. Resilient dynamic average-consensus: attack on communication
network.
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Fig. 4. Resilient dynamic average-consensus: attack on both communi-
cation network and on actuators with low gains (&« = 30 and 3 = 300).
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Fig. 5. Resilient dynamic average-consensus: attack on both com-
munication network and on actuators with high gains (¢ = 230 and
B = 500).

network as given in (27). One can always design a desta-
bilizing bounded attack, which can destabilize a MAS. For
example, the strategy of the attacker in (27) is given below:

d(t) = Fyd + Bad,

(t) = Fad + B,d,,

(32a)
(32b)

where | = —I, Fy = —2I, B,d, = [9.9,7.7,5.5,4.4,2.2]T
with d, = (1.1) x 15. The norm of the solution vector d(t)
of (32a) is bounded because F; is Hurwitz and that B,d, is
bounded. Similarly, the norm of the solution vector d(t) of
(32b) is bounded because F3 is Hurwitz. The bounded signals
d; and d; are added to the state information that Agent 1 is
receiving and also added to the actuator signal of Agent ¢,
representing the cyber-attacks d;(t) and d;(t) given in (22),
respectively. The competitive interaction based distributive
protocol given in (8) solves the dynamic-average consensus
problem in the presence of attack onto the communication
network as shown in Fig. 3. Note that r,,, stays in between
the state trajectories.

Next we demonstrate how competitive interaction based
design method enables agents to track the average of time-
varying reference signals in the presence of cyber-attacks on
the communication network and actuators as shown in (23),
where the attack injections d(t), d’ have the same dynamics
as d and d, respectively, as given in (32a) and (32b). In Fig. 4,
we see that the error is bounded, but the tracking performance
is not satisfactory. This is because of low gain values, that
is, « = 30 and 8 = 300. Increasing the value of « and
consequently 5 (o = 230, § = 500), greatly improves the
tracking performance as shown in Fig. 5.

VI. CONCLUSIONS

We have designed a competitive interaction based dis-
tributed protocol to solve the dynamic average-consensus
problem in the presence of adversaries. We considered attack
on the communication network and actuators of the agents
in a network. The cyber-attack considered in this paper is a
general form of bounded attacks. We showed that agents track
the average of the time-varying bounded reference signals,
which each agent is receiving, in the presence of attack on
communication network and actuators of agents.
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