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Abstract: This paper presents a continuous-time resilient distributed optimization algorithm
based on competitive interaction design method on connected graphs in the presence of
adversaries. The competitive interaction method allows us to design a network that protects
the multi-agent systems from adversaries without requiring high network connectivity. In
addition, the proposed algorithm does not require the global information about the number
of adversaries. First, we show that the proposed distributed algorithm solves the resilient
distributed optimization problem with no attack on the communication links. Second, we show
that the proposed continuous-time distributed optimization algorithm on connected graphs
converges to the small neighborhood of the optimal solution in the presence of cyber-attacks
onto the communication channel. Simulations are presented to illustrate our theoretical results.
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networked control systems.

1. INTRODUCTION

Distributed optimization has received considerable at-
tention for the past decade due to number of poten-
tial applications such as sensor networks (Rabbat and
Nowak (2004)), distributed resource allocation (Nedié
et al. (2018)), distributed machine learning (Nedic (2020);
Qureshi and Khan (2022)). Distributed optimization prob-
lem can be solved in continuous-time using consensus
algorithms together with a gradient flow (Wang and Elia
(2010); Kia et al. (2015); Gharesifard and Cortés (2013);
Yu et al. (2022)) and with constraints (Wang et al. (2022);
Li and Su (2022)) by assuming that the variables shared on
the communication channels are not tempered. However,
the integrity of the information shared on the communica-
tion channels cannot be ensured because communication
channels are vulnerable to cyber-attacks.

Distributed computation for optimizing a function was
first introduced in (Tsitsiklis et al. (1986)) by processing
the components of the decision vector in a distributed
manner. To consider that a function is local and private for
each agent, a distributed sub-gradient optimization algo-
rithm was proposed in (Nedic and Ozdaglar (2009)), and
its extensions (Nedi¢ and Olshevsky (2014); Xin and Khan
(2018)). To employ classical stability theory, continuous-
time distributed optimization techniques were proposed
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(Wang and Elia (2010); Kvaternik and Pavel (2012); Kia
et al. (2015)). In (Kia et al. (2015)), an unconstrained
distributed convex optimization problem was solved by
introducing an integrating term on a strongly connected
balanced digraphs and connected undirected graphs. In
(Wang et al. (2022)), a similar algorithm is used to solve
a constrained distributed optimization problem on con-
nected graphs.

The results in (Wang and Elia (2010); Kia et al. (2015);
Wang et al. (2022)) and the references therein relies on
the assumptions that the communication channels are
secure. However, in practice, communication channels and
actuators are vulnerable to cyber-attacks. An attacker can
generate a strategic attack to destabilize or deteriorate
the performance of a system. To mitigate the affects of
cyber-attacks, an adversarial robust consensus protocol
(LeBlanc et al. (2013)) is used to factor out the malicious
information from the attackers to solve the distributed
optimization problem in the presence of adversary (Sun-
daram and Gharesifard (2018); Zhao et al. (2019); Su and
Vaidya (2020); Fang et al. (2022)). However, high-network
connectivity 2F + 1, where F' is the number of potential
attacks is required to factor out the effects of adversarial
attacks. In addition, the information from the healthy
agents is assumed to be protected. Moreover, every agents
must know the number of potential attacks, which is global
information.

In this paper, we propose a competitive interaction
based algorithm (Gusrialdi et al. (2018)) to facilitate
the distributed computation for solving unconstrained



continuous-time distributed convex optimization problem
in the presence of cyber-attacks. We introduce a virtual
network which contains the same number of agents as that
of the physical network. The competitive interaction and
the selection of gain enable agents to mitigate the affects
of bounded cyber-attacks. We show that the solution con-
verges to the small neighborhood of the optimal solution in
the presence of attacks at the physical and virtual network.

2. PRELIMINARIES AND PROBLEM
FORMULATION

Before presenting the problem formulation, we present
some notations, preliminaries on the regularity of convex
functions, and graph theory at the outset.

2.1 Notations and Preliminaries on Graph Theory

The Euclidean norm of a column vector z € R" is denoted
by || z ||, and =T is the transpose of a vector x. The ith
eigenvalue of a square matrix, say A, can be written as

Xi(A). We denote I, to represent n x n identity matrix.
We write diag(ai1,- -+ ,ann) to denote a diagonal matrix.
The ith row of a matrix A is denoted by A*. A column
vector with n entries, all equal to 1 is denoted by 1,,. We
use the following matrix in our analysis:
U= [rn R],wherer, R=0,,R"R=1,_1,RR" =1I,
(1)
with 7, = 21,, and II,, = I,, — 21,1} . We put « = /=1
as a coefficient to represent an imaginary number. The set
of non-negative real numbers is denoted by R, whereas
the set of positive real numbers is denoted by Ry . The
gradient of a differentiable function f : R? — R is defined
T
as Vf(z) = {%fT(j), cee %fT(? where % represents the
derivative of f with respect to x; when all other component
of x are fixed. A function is said to be locally Lipschitz
if for every z, € R™, there exits a neighborhood N, (z,)
such that [|f(z) — f(y)l| < K(z,) |z —y| for all o,y €
N,(x,) with a constant K (x,) depending upon N,.(z,). A
continuously differentiable function f is convex if and only
fly) = f(2) + (y —2) "V f(2), forallz,y €R".  (2)
A differentiable function f is strictly convex if and only if
(y— ) (Vf(y) — Vf(x)) >0, for all z,y € R™.  (3)
Next, we provide a background of graph theory that we
will use in the sequel.
Consider a graph G = (V, £) consisting of a finite node set
V ={1,2,--- ,n}, an edge set £ C V x V. Let Q = [g;;]
be the adjacency matrix of the graph G, where ¢;; = 1 if
node 4 is receiving information from node j, and ¢;; = 0
otherwise. We assume ¢;; = g¢;; because the graph G
is undirected. The set N; = {j|¢;=1,VjeV} CV
contains the ith agent’s neighbors. The Laplacian matrix
L = L(G) of a graph G is defined as:

L=D-Q, (4)
where D = [d;;] € R™*™ is a diagonal matrix. The diagonal
entry d;(G) of the matrix D represents the number of
neighbors of the ith agent.

2.2 Problem Statement

Consider a network of n agents, where every agent has
a local (private) objective function f; : RY — R. The

7
Fig. 1. A network of eight agents communicating with each
other: Agent i has a local cost function f;. Cyber-
attacks pollute the state information exchanged
through the communication links.

agents aim to solve the following optimization problem in
a distributed manner:
o -~ (&), 5
minimize f(&) ;f () (5)
The problem in (5) can be written in the following equiv-
alent form (Gharesifard and Cortés (2013)):

flz) = Zfi(mz')

(E & Hd)w = 0pg

where = [z],...,z]T with z; € R? denotes the local
estimate of Agent 7 about the value of the solution to (5).
The distributed optimization problem can be solved by the
following continuous-time distributed control algorithm

(Wang and Elia (2010)):
&= Y (x;—x;) — a(t)V fi(x) (7)

JEN;
where a : Ry — Ry, is a time-varying function, satisfying
the persistence conditions:

a(t) >0, /000 a(r)dr = oo, tlg(r)lo a(t) = 0. (8)

The following assumptions are made on the connectivity
of the graph G and the regularity of the cost functions f.
Assumption 1. The graph G, representing the connection
between agents in the network is undirected, static and
connected.

Assumption 2. The function f is strictly conver and
continuously differentiable whereas functions f1, fa, -+ , fn
are conver and continuously differentiable. In addition the
gradients V f; for alli € {1,2--- ,n} are locally Lipschitz.
In addition, the set of optimal solutions to the problem (6)
is non-empty, and that the minimum of f is finite.
Under Assumptions 1-2, the decentralized gradient flow
and the distributed consensus protocol in (7) enable agents
to converge to the optimal solution x* € RY, that is x; —
x* for i € {1,2,--- ,n}. The consensus-based distributed
optimization algorithm in (7) assumes that the integrity
of the neighboring information is ensured. However, in
practice, communication channels are vulnerable to cyber-
attacks, which can manipulate information coming from
the neighboring agents, and thus integrity of the infor-
mation cannot be ensured as illustrated in Fig. 1. The
continuous-time distributed gradient algorithm given in
(7) takes the following shape (in a compact vector form) in
the presence of cyber-attacks on the communication link:

&= —(LoL)(z—d) —alt)Viz), 9)

minimize
xR

(6)

subject to
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Fig. 2. State trajectories of (7) under bounded cyber-
attacks.
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Fig. 3. Competitive Interaction Based Network Structure.

where £ denotes the Laplacian matrix associated with the
communication network topology, Vf : R — R™ and
d=d, - ,d]" is an unknown attack vector. That is,
d; # 0 means that the information received from Agent
i is being compromised and the local state feedback of
Agent i is corrupted. The attacker has an access to the
states of the physical network and uses this information to
generate the exogenous injection d; that is d = g(x, d). It
is assumed that the injection d is bounded, i.e., the system
d = g(x,d) would have a finite Ly gain. This assumption
is reasonable as an injection of unbounded magnitude can
be easily rejected by a threshold check (Gusrialdi et al.
(2018)). For the sake of simplicity and without loss of any
generality, in this paper we consider the following linear
attack dynamics Gusrialdi et al. (2014):

d=(Fely)d+ (Bel)z (10)
where F' is Hurwitz (so that d will not grow unbounded
by itself in order to avoid detection). The adversary can
choose B, such that the distributed gradient flow in (7)
is destabilized or prevented from achieving optimality as
illustrated in Fig. 2. The results in this paper can also
be extended to the case of nonlinear attack dynamics by
adopting the analysis in (Gusrialdi et al. (2018)). Note
that the adversary can also destabilize or at least deterio-
rate the performance of other continuous-time distributed
optimization algorithm, e.g., (Kia et al. (2015)) using the
strategy in (10).
The objective of this paper is to develop a network enabled
defense mechanism for distributed optimization (7) so that
in presence of unknown cyber-attacks, the local estimate
of all the agents x; converge close to the optimal solution
x*, ie.,

lim ||z, —x*|| <€, i={1,2,---,n} (11)
t—oo
for any € > 0.
3. RESILIENT DISTRIBUTED OPTIMIZATION

ALGORITHM

In order to make distributed optimization (7) resilient
against unknown cyber-attacks, we propose the following

continuous-time distributed algorithm based on competi-
tive interaction:

b= = Y (@) + B Y (2 2) — a(OV filw)
JEN; JEN;
:762 T — ;) E (z; — 2zj),Vie {1,2,--- ,n}
FEN; JEN;

(12)

where z; € R? is the state of the ith agent at the virtual
network, 8 > 0 is a positive constant. In contrast to the
physical state x;, the virtual state z; does not have any
physical meaning and its initial condition can be set to
any arbitrary values.

Every jth agent at the physical network shares the infor-
mation {z;}, whereas the jth agent at the virtual net-
work shares {fz;,z; + fx;}. The information exchange
between the agent is shown in Fig. 3. In a compact vector
form, (12) takes the following form:

—(Lelyz+ L)z — at)Vf(x)
z2=—-[FLe)z— (L]1)z,

where 2z = [z],..,2)]T. The competitive-interaction

based distributed algorithm (13) in the presence of cyber-
attacks on the communication links in both the physical
and virtual networks is then given by

—(Lelx+ B(L]1)z — a(t)Vf(x) +
t=-BLe)z— (L])z+ (L®],)d,

(13)

(Lo1y)d

(14)
where the dynamics of dis given below:
d=(Fel)d+ (Bely)z, (15)

and matrix F is Hurwitz. In the remaining of the paper,
we will show that the proposed distributed algorithm (14)
achieves (11) in presence of unknown cyber-attacks.

4. CONVERGENCE ANALYSIS

First, we show that the distributed algorithm given in (14)
solves the distributed optimization problem in (6) in the
absence of cyber-attacks.

4.1 Convergence of Continuous-time Distributed Algorithm
without Attack

First we show that the states of the physical network and
the virtual network under the dynamics (13) are bounded.
Lemma 1. (Boundedness of the states). Consider the
distributed control algorithm in (13), where o : Ry — Ry
satisfies (8). Let Assumption 1-2 holds. Then the states x
and z are bounded.

Proof. Let B

ez =T —T

€y =2 — Z, (16)
where £ = 1, ® %, 2 = 1, ® 2gqug, and 24y =

L5 1 2i(0). The time-derivative of (16) is given below:
—(L®)e, — BLRy)er — a(t)Vf(ex + Z)

éz=—P(LR)er — (LR y)es. (17)
Consider the following Lyapunov function candidate:
1 1
Vieg,€z) = eTem + e;—ez. (18)

2 2



The time-derivative along the trajectories of (13) is
V=er(—(L&1g)es — BIL@g)er — a(t)Vf(eq + Z))
+e, (7[3([1 ®Iy)er — (L@ 1y)es).
(19)
Let L = £ ®I4, then (19) can be simplified as:
V=—elLey —at)el Ve, +&)) —elle,. (20)
Using the under-estimator property of f in (2), we have
V < —elleg — elLes —at)(f(z) - £(3) <0. (21)
Thus, the state vectors & and z are bounded. O

It is worth noting that, if «(t) is either a positive constant
or time varying but bounded away from zero, the proof of
lemma 1 also shows the convergence of  to & = 1,, ® ™.
The following theorem shows the same convergence under
(8).

Theorem 1. (Asymptotic convergence of (13)). Con-
sider the continuous-time distributed optimization algo-
rithm given in (13) with o : Ry — Ry satisfying the
conditions given (8). Let Assumption 1-2 holds. Then the
solution t — [£7(t) 2" (t)]" of (13) converge to & =1,, ®
¥ and 2 =1, ® Zqug-

Proof. To show the asymptotic optimality of the solutions,
consider the following change of coordinates:

o= ([rn R ®@la)x, z=(ra Rj@Ig)E,  (22)
where x = [x{,Xx3]" € R™ and £ = [¢],& ] € R™. In
the transformed variables, (13) takes the following form:

X1 = —a(t)(r, ®L)Vf(x),
X2 = —(A@L)x2 + BA® )& — at)(RT @1a)V(z),
&1 = 04,

€o = —BA@g)x2 — (A®1y)é,

(23)
. First, we

where RTLR = A = diag(\2 L'T)
From (23), the

study the dynamics of ¢ = [x5,&
dynamics of ¢ can be written as:
¢=EZ¢+n (24)

where

- = 1 -5 =

:—Q@A,Q—[ﬁ 1], A=-A®Iy, (25)
and 7 = [~a()(UT @ L)V f)T50,,]"
= are values in the set

S = {AAA)] A(Q) = 8,
A(A) = —diag(A2(L) @ La, -+, An(L) @ La)}-

Thus, = is Hurwitz. Note that 1 is bounded because
¢ is bounded (by Lemma 1). In addition, 7 approaches
to zero because lim; ,oo a(t) = 0. Therefore, (24) is
exponentially stable linear system and the states converge
to zero asymptotically.
Next, we show the optimality of the solution by studying

the dynamics of x;.
Xi=—a(t)(r, ®L)Vf(z),

. The eigenvalues of

a(t)
- V fi(xi). 26
W V@) (26)
From the transformation (22), we see &; = x1+(R'®14)x2

Consider the time-scaling

t dr
T :/0 a(s)ds, pri a(t).

From (8), we see that the time-scale ¢ € [0,00] and
7 € [0,00] are invertable. Thus the dynamics of x; can

be written as:
- _ Z afz
31’1

Let x* = x* be the optimal solution. We consider the
following Lyapunov function candidate:
1 * *
Wi(x1) = §(X1 - X )T(Xl - X7

The derivative of W, given in (28), with respect to 7 is
given by

Xm

(R"®La)x2 + X1)- (27)

(28)

dw 0
dr =—(x— X*)T ; o, filx1)
+(x TZ(a (R'@La)x2 + x1)
=1
3}
) (29)
< [FOXF) = FO] =+ Ixa =X lxalD, (30)
where function () is defined as
- 0 ; 0
> (amfi((Rl ®la)x2 +x1) — amfi(Xl)> H
i=1 ' v
< Z ki ||(R' @ 1q) xz||
=1
< el Y ki ||(R @ 1)
=1
= 5(lxall). (31)

In the above, the first term on the right-hand side of (30)
is obtained by applying the under-estimator property to
the first summation term in (29); the second term on the
right-hand side of (30) bounds the second summation term
n (29); and function v(-) is obtained in (31) by invoking
Assumption 2, where k; are Lipschitz constants of gradient
functions over the invariant set of x. It is obvious from
(31) that, since x2 has been shown to converge to zero
as t — oo, % becomes negative definite and in turn
x; — «*. In short, convergence of x; to the optimal
solution x* is shown. O

4.2 Convergence of the Continuous-time Distributed
Algorithm in the Presence of Cyber-attcks

Next, we show the boundedness of the states and the
optimality of the solution of (14) in the presence of attack
at both physical and virtual network. We consider the
dynamics of the bounded cyber-attacks given in (10) and
(15), where the attacker has access to the systems states,
and therefore can generate a destabilizing attack. Nonethe-
less, the virtual network enables agents to mitigate the
affects of cyber-attacks.

After applying the coordinate transformation as given in
(22), dynamics (14) takes the following form:



X1 =—a(t)(r, ®L)VF((U " @La)x),
X2 = —(A®@La)x2 + A ®14)&2
—a®)(RT @ L)Vf((U" @Ta)x) + (A @ DAy,
él = 0d7
S =—PFA1)x2 — (A1) + (A I)A,,
(32)
where A = [A],AJ]"T and A = [A],A]]" with
d=([r, Rj®1y)A, d=(r, R]®L)A.
Note that both x; and &; evolve independently from the

attacks. In the transform coordinates A and A, (10) and
(15) can be written as:

A=TA+Hyx (33)
where I' = UTFU @I, and H = U' BU ® Iy, and
A=TA+Hy (34)

Note that I' and I" are Hurwitz.

In the next, we show that solution vector x of (14)
converges to a small neighborhood of the optimal solution
in the presence of cyber-attacks onto the communication
links.

Theorem 2. (Ultimate Boundedness of the optimality
in the presence of attack). Consider the continuous-time
distributed optimization algorithm given in (14) with « :
Ry — Ry satisfying the conditions given in (8) and d, d
are given by (10) and (15), respectively. Let Assumption
1-2 hold. Then the solution t — [z (t);27(t)]T of (14)

converge to a small neighborhood of * = 1, ® ** and
zZ =1, ® Zqug, that is [[x — Z| < € and ||z — Z|| < €
for any € > 0.

Proof. Consider the following Lyapunov function candi-
date:
B

] 3
Vixi, x2,8,4,A) = §X1TX1 + §X2TX2 + 5

+ATPA+ATPA,

& &
(35)

where P; and P, are positive definite symmetric matrices
satisfying P\ + TP, = —Qq and P,I +T TPy, = —Qo,
where ()1 and Q5 are positive definite symmetric matrices.
The time-derivative of V(x2,&,A,A) in (35) along the
trajectories of (32) is given below:

v _%t)xj D Vi) — Bxs Axa — BE A&
=1

+AT(PT+TTP)A + AT(RT +TTR)A
—a(t)xz2 (RT @ 1) V(U @1a)x)
+2xTATHTP,A

+2x TATHTPA.

We can then write V as
'__@Tn () — BT Avo — BETA
V=—=2x1 Y Vi) = Bxs Axa — B A&
=1
—ATQA — a(t)xs (RT @ Lg)VF(UT ®@14)x)
—~ATQIA+2xTATHT P A + 2 TATHT PLA3T)

Thus, we arrive at the following inequality:

xz; foralli e V
B N O N B O ®
L

“o 1 2 3 4 5 6 7 8 9 10
Time (Seconds)
Fig. 4. Trajectories of the states x; for all i € V in (13)
with no attacks.

V<20 TS ) — (L) el — Bra(E)
=1

“Amin(@Q1) [|A]* = a(t)xs (RT @ 1) V(U @ 14)x)
_)‘mzn(Q2) HAHQ + QXTATHTplA

+2xTATHT RA. (38)
By Theorem 1, and the fact that all the terms in the right-
hand side of the inequality (38), are negative definite,
except the last two terms. The first term approaches to
zero because by Theorem 1, y; — x* as t — oo and
the fact that lim; o, «(t) = 0. In addition, x; evolves
independently of the attack. The fifth term approaches to
zero because x is bounded and lim; o «(t) = 0. Recall
that in the absence of attack, (24) is an exponentially
stable system. Since x; and &; evolve independently from
the attack, thus x is bounded. Consequently, the last
two terms in the inequality (38) are bounded. We choose
sufficiently large 8 to ensure that (38) is strictly negative
definite. Thus, in the presence of attack, the states xo and
&5 approach to a small neighborhood of zero as ( increases.
Consequently, the ultimate bound on || — Z|| and ||z — Z||
decreases monotonically as 3 increases.

Remark 1. Note that the exponential stability help reduce
the affects of bounded disturbances, nonetheless, a bounded
cyber-attack that has access to the system states can gen-
erate a destabilizing attack to diverge the overall system
or at least, prevent the solution to converges to optimal
solution. With the help of virtual network, we show that a
destabilizing cyber-attack can be mitigated.

Remark 2. Note that 8 mitigates the affects of cyber-
attacks. Nonetheless, the oscillations increases as 3 in-
creases.

5. SIMULATIONS

In this section, we provide numerical example to demon-
strate the effectiveness of our proposed continuous-time
resilient distributed optimization algorithm.

Consider the following objective functions, each for every
agent, in the network given in Fig. 1.

fi(@1) = (z11 + 212)%, fo(22) = (2221 + 3220 + 1)?,

(z3) = (v31 + 2732 — 3)2, fa(®s) = (3241 + 242 +5)?,
(x5) = (dws1 + w50 + 1)2, fo(xs) = (w61 — Haez +4)%,
(z7) = (

x71 + dare +2)2, fs(xs) = (w81 + 82 + 6)?,
(39)

where x; = [z1, %] . Here we illustrate that (13) solves
(6), where f; for Agent i is given in (39), £ is the Laplacian

of the network given in Fig. 1, a(t) = %_H, and 8 = 50.
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Fig. 5. Trajectories of the states x; for all ¢ € V in (13)
in the presence of cyber-attacks on both physical and
virtual network for 5 = 300.
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Fig. 6. Trajectories of the states x; for all ¢ € V in (13)

in the presence of cyber-attacks on both physical and
virtual network for 5 = 100.

We see in Fig. 4 that all the states x; for ¢ € {1,2,--- ,n}
converge to an optimal vector x*.

Next, we consider attack on the physical network having
dynamics as given in (10) with F' = —Ig, where the attack
on the virtual network has dynamics given in (15) with
F = —2[g and B is chosen randomly. We see in Fig. 5
that the states x; for all i € {1,2,--- ,n} converge to an
optimal state x* in the presence of adversaries at both
physical and virtual network. Note that by decreasing the
value of 8 the performance of the continuous-time resilient
distributed optimization algorithm in (13) deteriorates as

shown in Fig. 6. ¢ * 0 oNCLUSIONS

We have proposed a resilient design for solving continuous-
time distributed optimization problem in the presence of
cyber-attacks. We considered attacks on both physical
and virtual network. We showed that the continuous-
time resilient distributed optimization algorithm achieved
optimality. We showed that in the presence of attack on
both physical and virtual network, the resilient distributed
algorithm enabled agent to mitigate the effects of cyber-
attacks and converged to the optimal solution.
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