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Abstract— In this paper, we investigate the design of a
resilient consensus observer that yields correct and continuous
state estimates of a nonlinear control system whose state obser-
vations are subject to attacks. The observations are assumed
to be obtained from multiple sensors and/or communication
channels employed to provide redundancy. It is shown that, in
an attack-free setting, individual globally convergent observers
can be designed for each sensor/channel using the correspond-
ing state-dependent Jacobian system. To counter attacks, a
resilient consensus observer is then designed by merging the
observers estimates to produce a smooth consensus estimate.
Resilient convergence of the consensus estimate to the true state
is ensured under the condition that the sparsity of the attacks
being less than a half of the number of redundant channels.
As an illustrative example, the proposed scheme is successfully
applied to the chaotic circuit synchronization problem in which
their synchronization has been attacked.

I. INTRODUCTION

Attack-aware and resilient control of cyber-physical sys-
tems has been an active research field due to their applica-
tions in such critical infrastructure systems as electricity grid,
autonomous vehicles, and industrial control systems. State
observation plays a central role in situational awareness and
resilient controls [1]. For instance, an intelligent adversary
can launch a stealthy system integrity attack [2]–[4] on a
networked control physical plant by simultaneously attacking
its input and output signals and in turn arbitrarily manipulat-
ing the state of the system without triggering any residual-
based algorithms of state observation and attack detection. As
the countermeasure, a state observer combined with dynamic
encoding/decoding of control signals using nonlinear chaotic
responses has been shown in [5] to successfully thwart such
attacks. State observation has also been shown to be effective
for multi-agent systems in a general network setting [6].

The problem of attack-resilient state estimation is ad-
dressed in [7] for noise-free linear time variant systems, and
it is shown that state estimation under sparse attacks can be
solved if and only if sparsity index k of the attacks is less
than a half of the number p of redundant channels (in the
sense that observability is maintained under all the combina-
tions of removing p channels). The same condition p > 2k
is shown in [8] to ensure “observability under k attacks” for
nonlinear systems. Attack-resilient state estimation is investi-
gated in [9] for linear systems but under noisy measurements.
Extensions to specific nonlinear systems have been studied,
including differentially flat systems [10], a class of systems
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with a combination of linear dynamics and globally Lips-
chitz nonlinearities [8], upper-triangular globally Lipschitz
systems [11], and power systems [12]. In this paper, we
investigate attack-resilient state observation for input-to-state
stable nonlinear systems, with a focus upon the designs of
nonlinear observers as well as nonlinear consensus observer
which generates a continuous state estimate under attacks.
It is shown that nonlinear observers can be synthesized
by applying Lyapunov direct method to a state-dependent
Jacobian system holding globally in the state space and
that explicit conditions are obtained for checking observers’
convergence. Furthermore, a resilient consensus observer is
designed by solving the l0 (or the relaxed l1) optimization
problem without employing any combinatorial algorithm.
In the presence of sparse attacks, the consensus observer
takes in the output estimates from individual observers and
generates a continuous state estimate that converges to the
true state. In contrast, any voting scheme with a none-zero
threshold on individual observers’ outputs would produce
an “average” but discontinuous state estimate whose jumps
will degrade performance of the overall estimation-based
feedback control system. The salient features of analytical
designs and smoothly convergent state estimate makes the
proposed state estimation scheme more applicable, scalable,
and of better performance.

II. PROBLEM FORMULATION

In this paper, the problem of designing a resilient full-state
observer is investigated for the following nonlinear system:

ẋ = f(x, u), y = h(x), (1)

where state x ∈ ℜn is to be estimated, functions f(·, ·)
and h(·) are differentiable, locally Lipschitz, and known,
and output y ∈ ℜl and input u ∈ ℜm are measured and
transmitted. To achieve resilience against sparse attacks, a
set of p sensors and communication channels are deployed,
and the measurements umi and ymi received through the ith
communication channel are represented by

umi = u+ uai , ymi = y + yai , i ∈ Ω, (2)

where Ω = {1, · · · , p} ⊂ Z is the index set, and uai and yai

denote the unknown attack vectors on the ith sensor and/or
communication channel should such attacks be present.

Based on each of the measurements received, a nonlinear
observer can be used to generate the corresponding state
estimate. In this paper, nonlinear observers of the following
form are to be designed using the Lyapunov direct method:

˙̂x(i) = f(x̂(i), umi) + ϕ(umi , ymi − ŷ(i)), ŷ(i) = h(x̂(i)),
(3)



Fig. 1: Resilient consensus observer to thwart sparse attacks on sensors and/or communication

where ϕ(·, ·) is a differentiable feedback function with
ϕ(u, 0) = 0. If there were attack vectors yai and uai ,
state estimate x̂(i) from observer (3) would deviate from x.
Should the attacks be sparse, state x could be reconstructed
from redundant observers. For instance, a voting mechanism
could be used to construct an average state estimate, but
the resulting estimate would be discontinuous when attacks
change from one channel/sensor to another. In this paper,
the aforementioned individual observers are then combined
together, as shown in figure 1, to generate the state estimate
x̂ using the following nonlinear consensus observer:

˙̂x =

p∑
i=1

g(x̂(i) − x̂), (4)

where g(·) is a subgradient function. Both feedback function
ϕ(·, ·) and subgradient function g(·) are to be synthesized to
ensure not only the existence of consensus x̂ (i.e., conver-
gence of x̂) but also asymptotic convergence of estimation
error (x − x̂) in the presence of attacks. The state estimate
from consensus observer (4) is smooth and, when designed
properly, also convergent to x (even if the sparse attacks were
potentially persistent, varying, and switching).

In order to solve this resilient observer problem, the
following formulation of design and analysis is adopted,
while the preliminaries of input-to-state stability and incre-
mental stability are included in the appendix to facilitate the
technical development.

A. Jacobian System

If there were no attack, a single observer of form (3) could
be used, that is,

˙̂x = f(x̂, u) + ϕ(u, y − ŷ), ŷ = h(x̂). (5)

Defining the observation error e = x̂ − x, we obtain the
following error dynamics:

ė = f(e+ x, u)− f(x, u) + ϕ(u, h(x)− h(e+ x))
△
= F (e+ x, x, u). (6)

It is shown in [13] that observer design and its stability
analysis can be investigated using the following globally-
equivalent Jacobian system: for some δ ∈ (0, 1),

ė = A(δe, x, u)e = [A(δe, x, u)− L(δe, x, u)C(δe, x)]e,
(7)

where A, A, L, and C are Jacobian matrices defined as

A =
∂F (w, x, u)

∂w

∣∣∣∣
w=δe+x

, A =
∂f(w, u)

∂w

∣∣∣∣
w=δe+x

,

and

C =
∂h(w)

∂w

∣∣∣∣
w=δe+x

, L =
∂ϕ(u,w′)

∂w′

∣∣∣∣
w′=h(x)−h(δe+x)

.

Lemma 1 [13]: If V (e, t) is a Lyapunov function for system
(6), it is also a Lyapunov function for (7). Conversely, if
V (e, t) is a Lyapunov function for system (7) for all δ ∈
(0, 1), it is also a Lyapunov function for (6).

It should be noted that Jacobian system (7) is state-
dependent and holds globally in the state space, in a way
similar to state-dependent matrix representation of nonlinear
systems [14].

B. Attack Sparsity and Optimization of State Estimates

Consider the attack vectors uai and yai for i ∈ Ω, and
define (unknown) time-varying binary integer vector α as

α(t) =
[
α1(t) · · · αp(t)

]T
,

where ∥ · ∥1 denotes the l1 norm,

αi(t) =

{
0 if ∥uai(t)∥1 = ∥yai(t)∥1 = 0
1 if ∥yai(t)∥1 ̸= 0 or ∥uai(t)∥1 ̸= 0

.

Definition 3: The sensor attacks specified in (2) are said to
be uniformly k-sparse if ∥α(t)∥1 ≤ k for a constant integer
k > 0 and for all t. And, the attacks are said to be ultimately
k-sparse if

lim
t→∞

∥ sup
τ≥t

α(τ)∥1 ≤ k.

As shown in figure 1, the set of p observers in the form
of (3) generate p state estimates, x̂(1) up to x̂(p). These
observers have either identical h(·) or different h(i)(x̂(i)),
and all the subsequent design and results hold. In order
to determine the consensus state estimate x̂, the following
binary integer vector can be calculated to the predicted
estimation errors:

β(x̂) =
[
β(1)(x̂) · · · β(p)(x̂)

]T
, β(i) = sign[∥x̂−x̂(i)(t)∥1],

where sign[·] is the standard sign function. Therefore, the op-
timal choice of consensus state estimate x(t) is the solution
to the following optimization problem:

min
x̂(t)

∥β(x̂)∥1, (8)

which is combinatorial (with respect to p) and NP hard due to
β(i) being integers. In this paper, it is shown that the above
optimization solution can asymptotically be found using a
subgradient-based consensus protocol.



III. NONLINEAR OBSERVER DESIGN

For the design of observer, both known input u and
unknown state x are treated as the inputs. In the subsequent
analysis and design, input-to-state stability is always assumed
for system (1). Recall that the concept of input-to-state
stability is defined in [15] and that its Lyapunov tests can
be found in [16] or [17].

The following theorem shows how to choose function
ϕ(·, ·) or matrix L(·, ·) to ensure global uniform asymptotic
stability of both observation error system (6) and its corre-
sponding Jacobian system (7), in the absence of any attack.
Theorem 1: Consider input-to-state stable system (6) and
its corresponding Jacobian system (7), where u is uniformly
bounded.
(i) Jacobian system (7) is uniformly asymptotically stable

if and only if L(·, ·) and Lyapunov function Ve(e, t) can
be found such that

γe1(∥e∥) ≤ Ve(e, t) ≤ γe2(∥e∥),

V̇e = ∇tVe + (∇eVe)
TA(δe, x, u)e ≤ −γe3(∥e∥),

where γe1 , γ
e
2 are class-K∞ functions, and γe3 is a class-

K function.
(ii) Jacobian system (7) is uniformly asymptotically stable

if and only if L(·, ·) and positive definite Lyapunov
function Ve(e) can be found such that

Q(e, x, u) = −[PT (e)A(δe, x, u) +A
T
(δe, x, u)P (e)]

(9)
is positive definite, where matrix P (e) is defined as

∇eVe = P (e)e.

(iii) If statement (i) or (ii) holds for all δ ∈ (0, 1), error
system (6) is uniformly asymptotically stable.

Proof: Statement (i) is the re-statement of theorem 4.9 and
theorem 4.16 in [15].

Statement (ii) is a special case of statement (i). In other
words, Lyapunov function is not dependent explicitly on time
(or x(t) or u(t)), that is, Ve(e, t) = Ve(e); and Lyapunov
equation (9) is the state dependent matrix representation of
the Lie derivative of the Lyapunov function.

To show statement (iii), consider Lyapunov function
Ve(e, t) along the trajectories of both error system (6) and
the corresponding Jacobian system (7). It follows that, along
the trajectory of system (6), V̇e = ∇tVe + (∇eVe)

TF (e +
x, x, u). Defining scalar function ψ: for δ ∈ [0, 1], ψ(δ) =
(∇eVe)

TF (δe + x, x, u), we have ψ(0) = 0 and ψ(1) =
(∇eVe)

TF (e + x, x, u). It follows from the mean value
theorem [18] that, for some δ∗ ∈ (0, 1),

V̇e = ∇tVe + (∇eVe)
TF (e+ x, x, u)

= ∇tVe + ψ(1)− ψ(0)

= ∇tVe +
∂ψ(δ)

∂δ

∣∣∣∣
δ=δ∗

(1− 0)

= ∇tVe + (∇eVe)
TA(δ∗e+ x, x, u)e,

which is identical to the Lie derivative of Ve(e, t) along
the trajectory of system (7) (but only for δ = δ∗). Hence,
statement (iii) can be concluded. ■

It is clear that Theorem 1 includes standard linearization
results (i.e., linear observer design) as a special case. State-
ment (i) may be difficult to find time-dependent Lyapunov
function Ve(e, t) and check its property since nonlinear
system (1) has known expression, but its solution x(t) is
unknown. Lyapunov function Ve(e) and Lyapunov equation
(9) provide a sufficient condition for both observability and
observer design, and it is straightforward to check, which is
why the approach of Jacobian system is chosen to synthesize
and analyze nonlinear observers. This is illustrated by the
following examples in which matrices A are either upper or
lower triangular.
Example 1: Consider the following system in the form of
(1):

f(x, u) =

[
−x1 + ux22
−x2 + u2

]
, h(x) = x1,

where u ∈ [−cu, cu] for some cu > 0. It is obvious that the
system is input-to-state stable, that is, there exists cx > 0
such that ∥x(t)∥ ≤ cx for all t ≥ t0. It follows that

A(δe, x, u) =

[
−1 2u(δe2 + x2)
0 −1

]
, C =

[
1 0

]
,

and, if L =
[
l1 0

]T
for some l1 > 0,

A(δe, x, u) =

[
−(l1 + 1) 2u(δe2 + x2)

0 −1

]
.

Choosing Ve(e) = e21 + 2c2uc
2
xe

2
2 + c2ue

4
2, we have matrix Q

as

Q =

[
2(l1 + 1) −4ux2
−4ux2 8c2uc

2
x

]
+

[
2(l1 + 1) −4uδe2
−4uδe2 8c2ue

2
2

]
,

which is positive definite for all δ ∈ (0, 1). Hence, the system
is observable, and the nonlinear observer is given by (5) with
ϕ(u, y − y − ŷ) =

[
l1(y − ŷ) 0

]T
. □

Example 2: Consider the Lorenz system [19]:

f(x, u) =

−x1 + ax2 − x2x3
bx1 − bx2
x1x2 − cx3

 , h(x) = ax2 − x2x3,

where a, b, c > 0 are constants. It follows that the trajectory
is uniformly bounded as ∥x∥ ≤ cx and that, under the choice
of ϕ(u, y − ŷ) =

[
y − ŷ 0 0

]T
,

A(δe, x) =

 −1 0 0
b −b 0

(δe2 + x2) (δe1 + x1) −c

 .
It is straightforward to verify that the resulting matrix Q(e, x)
from Lyapunov equation (9) is positive definite if Lyapunov
function

Ve(e) = c1e
2
1 + c2e

4
1 + c3e

6
1 + c4e

2
2 + c5e

4
2 + c6e

2
3

is used with appropriately chosen weightings c1 up to c6.
This last step is analogous to that in example 1. Hence the
resulting nonlinear observer can asymptotically synchronize
itself to the chaotic trajectory of Lorenz system. □



IV. RESILIENT CONSENSUS OBSERVER DESIGN

When there are attacks on the input and output measure-
ments, redundant measurements must be utilized to design
and implement individual observers of state x̂(i)(t) and in
the form of (3). Although these observers are not robust
individually in the presence of attacks, a resilient consensus
observer of state x̂(t) can be designed by bringing together
the individual observers and solving the integer optimization
problem (8) which can be relaxed to the following convex
optimization problem:

min
x̂

p∑
i=1

J (i)(x̂), J (i)(x̂) =

n∑
j=1

J
(i)
j (x̂j), (10)

with γ > 0,

J (i)(x̂) = γ∥x̂(t)−x̂(i)(t)∥1, J
(i)
j (x̂j) = γ|x̂j(t)−x̂(i)j (t)|.

It follows from [20] that the subgradient ∂J (i)
j (x̂j) is upper

semicontinuous and locally bounded, where

∂J
(i)
j (x̂j) =


γ if x̂j(t)− x̂

(i)
j (t) > 0

co{−γ, γ} if x̂j(t)− x̂
(i)
j (t) = 0

−γ if x̂j(t)− x̂
(i)
j (t) < 0

,

(11)
co{−γ, γ} = [−1, 1] stands for convex hull of set {−γ, γ}.
The following theorem shows the convergence of the pro-
posed nonlinear consensus observer.
Theorem 2: Consider input-to-state stable system (1) and
assume that, with measurements given in (2), p observers
of form (3) satisfy statement (iii) in Theorem 1. Then, if
the attacks are ultimately k-sparse and if switchings of those
sparse attacks are ultimately slower than the convergence
time of un-attacked observers, consensus observer (4) with
subgradient

g(x̂(i) − x̂) = γsign(x̂(i) − x̂) (12)

asymptotically converges the true state as limt→∞(x̂−x) =
0, provided that inequality p > 2k holds, where sign(z)
denotes the vector of sign(zi).
Proof: Consider consensus observer (4) with subgradient
(12). Due to discontinuity of subgradient (12), classical
solution may not exist, but there is a generalized (also called
Caratheodory) solution that is an absolutely continuous func-
tion defined in terms of the following integral equation:

x̂(t) = x̂(t0) + γ

∫ t

t0

p∑
i=1

sign(x(i)(τ)− x̂(τ))dτ.

Specifically, a generalized solution is found by replacing the
above discontinuous differential equation by the correspond-
ing differential inclusion

˙̂x(t) ∈
p∑

i=1

∂J (i)(x̂),

where ∂J (i)
j (x̂j) is defined in (11) and

∂J (i)(x̂) =
[
∂J

(i)
1 (x̂1) · · · ∂J

(i)
n (x̂n)

]T
.

Since ∂J (i)(x̂) is bounded on a bounded neighborhood of
every point, excluding sets of measure zero, it follows from
[21] that there exists a generalized solution for any initial
condition x̂(t0).

Consensus observer defined by (4) and (12) will produce
a continuous consensus estimate x̂(t). To show asymptotic
convergence of x̂ to the true state x(t), we begin with the
attacks being ultimately k-sparse with p > 2k; that is, there
is time instant T such that, for all t ≥ T , index set Ω can
be divided into two exclusive subsets: set Ωa of attacked
observer, and set Ω/Ωa of un-attacked observer, with |Ωa| =
k and |Ω/Ωa| = p−k, where |Ω| = p denotes the cardinality
of set Ω. This means that at least (p − k) observers’ states
converge to x unless some of the attacks ultimately switch
fast than convergence time of un-attacked observers. Hence,
we have that, if x̂j ̸= xj , then x̂j ̸= x̂

(i)
j for i ∈ Ω/Ωa and

j ∈ {1, · · · , n}, and

sign(x̂j − xj)

 ∑
i∈Ω/Ωa

∂J
(i)
j (x̂j)

 = γ(p− k).

As to the observers under attacks, the worst case is that

sign(x̂j − xj)

[∑
i∈Ωa

∂J
(i)
j (x̂j)

]
= −γk.

As a result, we know that the Lyapunov function Lj = |x̂j−
xj | in terms of the state’s estimates has its time derivative
along the trajectory of consensus observer (4) and in the limit
as: if x̂j ̸= xj ,

L̇j ≤ −γ(p− k)− γ(−k) = −γ(p− 2k) < 0.

Recalling that ∂J (i)
j are upper semicontinuous, we know

from theorem 2.13 in [22] asymptotic convergence of x̂j
to xj , which completes the proof elementwise. ■

The condition of p > 2k is known from the existing results
in [7] and [8], but the condition on attacks is relaxed in
Theorem 2 from being uniformly k-sparse to being ultimately
k-sparse. The asymptotic convergence in Theorem 2 is
ensured despite the fact that, when there are attacks, x̂ = x
is not an equilibrium of observer (4) in the classical sense. It
is worthy pointing out that, by simply comparing the output
of the consensus observer versus the outputs of individual
observers, possible locations of sparse attacks can be isolated
and identified (albeit whether the attack is on the sensor,
or communication channel, or both needs to be interrogated
further). For nonlinear systems in general, observability may
be input-dependent; for instance, the system in example 1
would produce no useful estimate x̂2 if umi = 0. It should
also be noted that consensus protocol based on competitive
interaction [23] achieves resilient consensus for nonlinear
passivity-short systems [24] and against attacks, and it can
also be used to provide resilient solutions to average consen-
sus and distributed convex optimization problems [25], [26].
Nonetheless, Theorem 2 is the first in establishing a resilient,
consensus-based solution to an integer-valued optimization
problem and its application to resilient estimation.



It is also worth noting that, in the LTI case (see [27] and
references therein), the resilient state observation is reduced
to the problem of solving the initial condition of the state.
Since the initial condition is fixed, a simple majority vote
scheme among the initial condition estimates would produce
the true state under the condition of p > 2k. When this
and other voting scheme is applied to nonlinear systems, we
must consider the dynamic responses of the system and the
observers, and any voting outcome with non-zero threshold
could become erroneous during the transients and, no matter
what threshold is chosen to classify the “good observer
outputs” and how the final state estimate is calculated as
an average of those good outputs, the resulting state es-
timate would become discontinuous. Such discontinuity of
state estimation would typically degrade the overall system
performance when incorporated into any feedback control
loop. In contrast, the proposed consensus observer always
results in a smooth state estimate.

V. ILLUSTRATIVE EXAMPLE

To demonstrate resilient performance of the proposed con-
sensus observer, consider the following dynamics of master
Chua’s circuit in figure 2:

ẋ = f(x, u) =

10(x2 − x1)− r(x1)
x1 − x2 + x3
−14.87x2

 , y = h(x) = x1,

where r(·) represents the nonlinear electrical response of an
operational amplifier-diode-resistor network and with

r(x1) = −5

7
x1 −

3

14
[|x1 + 1| − |x1 − 1|] .

Fig. 2: Chua’s circuit

The master circuit has an initial condition x(0) =
[0.7 0 0]T , and its output y of is broadcast through
three separate channels to three slave Chua’s circuits of
the same parameters and with initial condition x̂(i)(0) =
[0.6 0.0001 0.0001]T . This multi-channel casting scheme
corresponds to redundant synchronization or state observa-
tion with p = 3. Since r(·) is Lipschitz, it is straightforward
to show that, for three identical observers with the same
choices of ϕ(u, y − ŷi) =

[
lc(y − ŷi) 0 0

]T
and lc = 8,

statement (ii) of Theorem 1 holds for the following Lyapunov
function: for constants ci > 0, Ve(e) = c1e

2
1 + c2e

2
2 + c3e

2
3.

And, based on the three individual observers, the resilient
consensus observer in the form of (4) and (12) is imple-
mented with γ = 500.

The master and slave circuits start their operation at
t = 0, and the synchronization signal get sent to the slaves
(observers) for t ≥ 20. During the commissioning phase of
t ∈ [20, 50], the three slaves are synchronized to their master
without any attack. After t = 50, an attacker launches a 1-
sparse attack. Specifically, for every time interval of 50, a
channel is selected randomly, and a sequence of pulses is
injected into the selected channel. Figure 3 shows the history
of the indices of attacked channels and the data injected.

Fig. 3: The channels attacked and the data injected

Under the attack scenario in figure 3, performance of
resilient consensus observer is shown in figure 4. The same
performance is also observed for all the random attacks
described above. Hence, the proposed consensus observer
is robust against sparse attacks as stated in Theorem 2.

All distributed network control systems are vulnerable to
integrity attacks that blind any state observation by attacking
the input and output measurements coordinately and simul-
taneously. It is shown in [5] that integrity attacks can be
thwarted by introducing a pair of master/slave chaotic circuits
as artificial, dynamic, biometric signal sources, using the
master’s trajectory to encode control signals, and decoding
the encoded control signals by synchronizing the slave to
the master. While the dynamic encoding/decoding scheme is
much more secure due to chaotic signal being very difficult
to fake, the communication channel needed for synchroniza-
tion is also vulnerable to attacks. The proposed consensus
observer together with multi-casting communication can be
used, as shown in figure 1, to overcome this shortcoming.

VI. CONCLUSION

In this paper, a resilient consensus observer design is pre-
sented for input-to-state stable nonlinear systems. It utilizes
a set of separate sensors and/or communication channels
to measure the system’s input and output, each pair of the
input-output measurements is fed into an individual nonlinear
observer to estimate the system state. Each of the observers is
synthesized using the properties of a global Jacobian system
corresponding to the original system. And, the state estimates
from the individual observers are merged into a subgradient-
based consensus observer which is shown to asymptotically
optimize the integer-valued optimization problem and yields



Fig. 4: (a) Estimation error of consensus observer. (b) Estimation errors of individual observers. (c) Signal y(t)

a smooth state estimate. Robust convergence of the state
estimate to the true state in presence of attacks on sensors
and/or communication channels is established under the
condition that sparsity of the attacks is ultimately less than
a half of the number of redundant channels.
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