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Abstract—Microgrid has emerged as one of the important com-
ponents of today’s smart grid which continues to see increasing
penetration of distributed generators (DGs). Distributed control
of these DGs, especially grid-forming (GFM) inverters in the
microgrid setup, has become popular over the traditional central-
ized controller due to its features such as sparse communication
network, distributed computing, and no risk of single point of fail-
ure. However, the use of these communication and control entities
exposes the microgrid to cyberattacks. This paper presents, for
GFM inverters in AC microgrids, a resilient distributed control
based on the virtual anchor concept. The proposed controller is
tested against various cyberattacks in a test CERTS microgrid
of four DGs set up in the MATLAB/SIMULINK environment.
The results show the effectiveness of the proposed controller.

Index Terms—microgrid, distributed control, cybersecurity,
virtual anchor, leader-follower consensus

I. INTRODUCTION

The increasing penetration of renewable energy resources
in the power grid has led to the concept of microgrids with
a promising prospect. A microgrid is a controllable electrical
network composed of distributed generators (DGs) to supply
the local loads [1]. The microgrid is capable of operating with
the existing grid (grid-connected mode) or without the existing
grid (islanded mode). When operating in islanded mode, the
microgrid is supposed to establish the grid by maintaining
nominal voltage and nominal frequency. Grid-forming (GFM)
inverters have emerged as the promising solution to establish
the grid in the islanded mode thanks to their ability to react
quickly to external events such as load/generation change.

The distributed control of GFM inverters in AC microgrids
has appeared as a preferable solution over the traditional
centralized control. This is because the centralized control
requires information exchange between all the inverters and a
main controller thus leading to communication overhead, the
need for faster and more powerful processor, and decreased
reliability due to increased risk to a single point of failure.
In distributed control, the agents exchange information among
their immediate neighbors only through a sparse communi-
cation network making it less demanding (in terms of com-
putation and communication burden), more scalable, and less
prone to a single point of failure [2]–[4].
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In the distributed control of GFM inverters, the information
exchanged takes place at the device level (i.e. from various
sensors to the device level controller/actuator of the inverter)
and at the grid level (i.e. among inverters) using a sparse com-
munication network. Such ubiquitous exchange of information
exposes the microgrid to cyberattacks [5]. A cyber attack
can potentially target both the control and communication
entities of the microgrid control system. False data injection
(FDI) attacks can target either the control and decision-making
units or corrupt the data transferred through the communica-
tion network thus impacting the microgrid data integrity [6].
Denial-of-Service (DoS) attacks on a GFM inverter deny the
availability of communication service to that inverter [7].

To mitigate the impact of cyberattacks on the distributed
secondary frequency control of microgrids, a trust/confidence-
based cooperative control is proposed in [8]. Each inverter
sends its information together with calculated confidence fac-
tors to its neighbors and evaluates the received data to assign
the trust factors for all of its neighbors. Then a distributed
observer is used to update the droop parameters for the
GFM control according to trust/confidence factors. Similarly, a
cyberattack resilient method for distributed secondary voltage
and frequency control based on the improved weighted mean
subsequent reduction (WMSR) technique to adaptively discard
abnormal information shared by inverters is proposed in [3].
The requirement for implementing a WMSR technique is that
the communication graph’s algebraic connectivity should be
above a specific cybersecurity threshold. To that end, this work
introduced the concept of a virtual communication graph in
which the communication link’s qualities are calculated based
on DER’s relative power angles. In Ref [4], an aperiodically
intermittent communication protocol between the DERs in the
microgrid is preassigned. The communication between the
DERs is checked regularly and if the communication links
among some DERs do not match the prescribed switching
frequency of the aperiodically intermittent mode, these links
are detected as being corrupted and respective DERs would
disable such links. If a controller is attacked, the related
communication links would be detected as corrupted and
disabled and the corrupted controller would be isolated from
the communication network.

However, the existing works suffer from communication
and computation costs due to the use of distributed observer,



turning on and off of the communication links, and updating
the switching frequency of the intermittent mode against
successive attacks [4], [8]. As such, this paper uses the leader-
follower consensus algorithm to design a resilient secondary
control for GFM inverters. The idea is to use hidden layers in
conjunction with GFM inverters such that these hidden layers
are difficult to attack and hence act as an anchor to the GFM
inverters during the attack. The nodes in the hidden layers can
be a low-cost electronic device that is capable of simulating
a dummy dynamic through simple computations such as
addition and multiplication thus incurring less computation
cost. Furthermore, the hidden layer can communicate over the
internet thus imposing less communication cost.

The rest of the paper is organized as follows: Section
II describes the design of resilient distributed GFM control.
Section III provides the performance results for the proposed
control against various kinds of cyberattacks and analyzes the
results. Conclusions are drawn in Section IV.

II. DESIGN OF RESILIENT DISTRIBUTED GFM INVERTER
CONTROL

This section first describes that a standard distributed sec-
ondary control of GFM inverters is prone to cyberattacks.
The concept of virtual anchor is then introduced using the
multi-agent system analogy, and this concept is used to design
a resilient distributed control that is capable of achieving
voltage and frequency stability, dispatch, load sharing, and
other operational functions in the presence of cyberattacks.

A. Secondary Control of GFM Inverters

Fig. 1: The distributed control of GFM inverters

GFM inverters aim to establish/maintain at their terminals a
stable grid voltage and, due to relatively small capacity of their
DERs, a secondary control is typically needed to coordinate
active and reactive power injections of GFM inverters and
perform such essential functions as frequency synchronization,
load sharing, etc. The success of secondary control depends

upon the appropriate sharing of information among participat-
ing GFM inverters [9].

For illustration in this paper, consider the distributed co-
operative control [2] shown in Fig. 1. The signals Vk,o, Ik,o,
Pk, and Qk are the kth inverter’s output RMS voltage, RMS
current, active power, and reactive power respectively. Symbol
Vb,k is the RMS value of the terminal voltage, while the
corresponding terminal voltage phasor also has frequency ωk

and phase angle θk. Once the kth inverter’s reference phasor
of amplitude V r

k , angle θrk, and frequency ωr
k is determined

by the secondary cooperative control, the relative angle δk and
voltage tracking error Ṽk for the kth inverter are defined as

δk = θk − θrk, Ṽk = Vk − V r
k ,

which are driven to zero by the kth inverter’s GFM primary
controller, such as that in [10]. The outcome of the primary
control is the active power (and, if needed, reactive power)
injection, or equivalently, the active power utilization ratio:

αpk
=

Pk

P k

, (1)

where P k is the instantaneous limit of active power injection
and represents the (time-varying) capacity.

The secondary control of GFM inverters is to synthesize
reference voltage V r

k , reference frequency ωr
k, and reference

angle δrk to use distributed information flows, establish a stable
grid/microgrid, and accomplish load sharing and frequency
synchronization. Among these objectives, load sharing in
terms of active power is of prominent importance for small-
size DERs, and it can be done by determining a real-time
value of θrk. As shown in [2], the following is a distributed
subgradient-based cooperative control that can be used as the
secondary control:

θ̇rk = −γ

 ∑
j∈Nk

(αpk
− αpj

)
∂αpk

∂δk

 , (2)

where γ > 0 is a gain, and Nk is the set of neighboring
GFM inverters that interact and share data with the kth inverter
through a local, distributed communication network. Once θrk
is fed into the primary control, αpk

is changed accordingly.
Since the primary control is much faster than the secondary
control, we know from singular perturbation theory [11] that,
at the slower time scale of secondary control, the system
dynamics involving (2) become

ẋk = ck
∑
j∈Nk

(xj − xk), (3)

where xk = αpk
, and ck > 0 is an equivalent control gain.

It is obvious that the reduced-order dynamics conform to
the standard consensus law under which all of αpk

reach a
consensus and hence load sharing is achieved.

B. Virtual Anchors Against Data Attacks

Attacks can be of various types, including physical and
cyber. For small-size DERs, physical attacks are of less



concern. However, cyberattacks or data attacks would be much
more impactful and thus of concern because data attacks can
impact all the DERs through local communication networks
not well protected at the grid edge. Specifically, the multi-
agent, cooperative system (3) under cyberattacks becomes

ẋk = ck
∑
j∈Nk

(xj − xk + dkj), (4)

where dkj represents the alteration during the process of
transmitting information from the jth inverter to the kth. It
is straightforward to show that, by injecting a few dkj based
on communication topology, the cooperative system can be
driven into subsystems of opposite behaviors and hence sig-
nificantly deviate from the desired behavior of consensus. The
underlying reason is that, by design, agents in a cooperative
system are all compliant, and hence data attacks can easily
move individual agents and their clusters.

To achieve resilience against data attacks, we can introduce
virtual agents, called virtual anchors, and link them to the
physical, cooperative agents through competitive interaction
(rather than cooperative interaction). Specifically, a virtual
anchor of state zk is generated to correspond to physical agent
xk, and these virtual anchors form a virtual network, called a
hidden layer in the form of

żk =
∑
j∈Nk

(zj − zk), (5)

which mimics the physical layer (3) but uses an alternative
set of communication channels. The physical layer and hidden
layer are then coupled by pairing {xk, zk} and through linear
oscillator dynamics, that is,

ẋk = −ck
∑
j∈Nk

(xj − xk) + β
∑
j∈Nk

(zj − zk) (6)

żk = −
∑
j∈Nk

(zj − zk)− βck
∑
j∈Nk

(xj − xk) (7)

where β >> 1 is the gain of competitive interaction [12].

Fig. 2: Multi-agent systems with virtual anchors (a) 4-agent
interactions (b) Mechanical analogy of 2-agent system

It is worth noting that, when the overall system is attack-
free, the hidden layer has little effect on the physical layer’s
operation. Whenever attacks are present, the hidden layer is
automatically in force to counter their impact. Fig. 2 depicts
their interconnections and mechanical analogy. Specifically,

Fig. 2(a) shows a ring communication topology for a 4-
agent physical layer, the corresponding hidden layer, and their
interaction. For a 2-agent system with physical and hidden
layers, Fig. 2(b) shows an equivalent mechanical system in
which the blue springs and dampers represent cooperative
interaction while the orange springs and dampers symbolize
the competitive interaction. Without the hidden layer, the only
force resisting disturbance d (corresponding to data attack)
is from cooperative interaction with the neighboring physical
agent, the system easily gets displaced into a new equilibrium,
and the displacement amount is proportional to d. The orange
pairs of springs and dampers are activated for β > 0, they
become stronger as the value of β increases, and a data attack
at a physical agent must overcome the whole cluster of virtual
anchors to have any meaningful impact. In other words, the
virtual agents act as virtual anchors to counter any physical-
layer attack, and the attack-induced movement of the overall
system from its original equilibrium can be attenuated by
simply increasing β. This shows that the more agents the
physical layer contains, the more attack surfaces the physical
layer has, but the more resilient the hidden layer makes the
physical layer. Of course, the virtual layer can be attacked
as well, nonetheless, the interaction between the physical and
virtual layers also attenuates the impact of those attacks.

It should be noted that the virtual layer and its competitive
interaction with the physical layer are accomplished only
through data exchanges through local communication. Hence,
the implementation is scalable and only incurs a low initial
cost of installation. For better robustness, a defender could
build multiple hidden layers either on top of each other or
switching among them.

C. Resilient Secondary Control

In the presence of cyberattacks in both the physical layer
(6) and hidden layer (7), the cooperative system becomes the
one consisting of (8) and (9):

ẋk = −ck
∑
j∈Nk

(xj − xk + d) + β
∑
j∈Nk

(zj − zk) (8)

żk = −
∑
j∈Nk

(zj − zk + d)− βck
∑
j∈Nk

(xj − xk). (9)

The above system (or its original subgradient version) belongs
to the resilient cooperative control algorithm [13]. Instead
of presenting a detailed analytical analysis, the resilient sec-
ondary control algorithm in the form of (8) and (9) is studied
in this paper using a microgrid implementation together with
nonlinear power flow equations, a dq0-frame average model
of inverters, and GFM primary control.

III. RESULTS AND DISCUSSION

The CERTS microgrid in Fig. 3 is set up in MAT-
LAB/SIMULINK as the test system, and its parameters are
given in Table I. The communication topology of physical and
hidden layers are identical and shown in Fig. 4. The major
events in the test are:



1) t = 0s: DG1 blackstarts the microgrid using the softstart
technique of slowly ramping up the voltage to limit the
inrush current due to the induction motor present in the
power system.

2) t ∈ [10, 30)s: The remaining three DGs come online
and start sharing load using the standard distributed
secondary control (with β = 0).

3) t = 40s: The resilient secondary control is activated with
β = 100.

4) t = 60s: A cyberattack is introduced.
5) t = 70s: A step load torque change of the induction

motor is applied.

Fig. 3: Single line diagram of the test microgrid setup

Fig. 4: Communication for both physical and hidden layers

TABLE I: Parameters of the test system

Parameter Value
DER capacity (S) 5000 VA

DER active power capacity (P̄ ) [0.9;0.8;0.9;0.8]*S kW
System nominal line-line RMS voltage (Vn) 240 V

System nominal frequency (ωn) 377 rad/sec
Microgrid load (Zld1) 50 Ω
Microgrid load (Zld2) 50 + j15.7 Ω

Microgrid line impedance (Zfd1) 0.23 + j0.0735 Ω
Microgrid line impedance (Zfd2) 0.35 + j0.0735 Ω

Induction
motor

rated line-line RMS voltage 240 V
rated power 2238 VA

rated frequency 60 Hz

Fig. 5 and Fig. 6 show the performance comparisons be-
tween the standard secondary control and resilient secondary
control under three types of cyberattacks. Fig. 5(a) shows
that, in the absence of the hidden layer and under DG1’s
controller attack, the attacked DG moves away from the
consensus, and load sharing is destroyed, which makes the
overall performance of the microgrid less desirable. Fig. 5(b)

shows that, in the absence of the hidden layer and under FDI
attack on the DG1-DG2 communication link, the attacked DGs
lose their consensus, and load sharing is also destroyed. Fig.
5(c) shows that, when DG1 loses all its communication due to
a DOS attack, the consensus is also lost. It has to be noted that
as long as the DG1 has a means to receive information from
other DGs (directly or indirectly), a DOS attack would not
have an impact on its performance [5]. Fig. 6 shows that the
resilient secondary control ensures robust performance against
all the attacks. Fig. 7 shows that the resilient secondary control
makes the microgrid voltage and frequency settle to nominal
values under the attacks.

IV. CONCLUSION

This paper has presented a cyberattack-resilient distributed
control scheme for GFM inverters in AC microgrids. Specif-
ically, a leader-follower type of cooperative consensus algo-
rithm is used to achieve consensus in proportional active power
sharing in the AC microgrid (also termed as the physical
layer in this paper). Then a hidden layer which also simulates
a dummy cooperative consensus dynamics is created and
coupled with the physical layer. Since this hidden layer is
relatively safer, it acts as an anchor to the physical layer during
the cyberattack. The performance of this resilient control
during FDI attacks and DoS attacks is compared with the
standard secondary control. It was observed that the resilient
control is able to maintain the existing consensus under these
types of attacks.
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