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Abstract—Some extreme weather events, such as the hurricane, 

pass through an area sequentially and thus are called sequential 

extreme weather events (SEWEs). This paper proposes a data-

based robust optimization (RO) model to enhance the resilience of 

the integrated electricity and gas system (IEGS) against SEWEs. 

Specifically, the SEWE strikes the IEGS sequentially. After each 

attack, the system state is adjusted immediately to minimize the 

maximized expected system cost caused by the SEWE. The above 

attack-defense procedures are implemented alternatively during 

the SEWE. Preventive measures, hardening, are made in advance 

to reduce the impact of sequential attacks. The entire process is 

formulated as a multi-period RO model. It is proved that the most 

effective resilience enhancement strategies for this model are the 

same as those for a two-stage RO model, which is solved by the 

nested column-and-constraint generation (C&CG) algorithm. In 

addition, the property of SEWEs, sequentially endangering 

limited regions of the IEGS, is fully incorporated to build a data-

based uncertainty set and reduce its conservativeness. Simulation 

results on two IEGSs validate the effectiveness of the proposed 

model. 

 
Index Terms—Integrated electricity and gas systems, mixed-

integer programming, resilience, robust optimization. 
 

NOMENCLATURE 

A. Sets 

 p/ g
 Set of loads in power/gas network. 

 p/ g
 Set of traditional (coal-fired)/gas-fired units. 

p/g/g
 Set of power transmission lines/gas passive pipelines/gas 

compressors (gas active pipelines). 


 p

/
 g

 Set of nodes in power/gas network. 

 Set of gas storage facilities. 

 Set of time steps during the unfolding processes, i.e., {1,⋯,T}. 

 t
 Set of regions at time t. 

 Set of gas wells. 

 

 

 
[M]   Set of integers from 1 to M, i.e., {1, 2,⋯ , M}. 

B. Parameters 

Etotal Budgets of preventive measures. 

Cdp/Cdg Cost of load shedding in power/gas network. 

Cp(∙) Cost function of traditional unit. 

Cw Cost of gas well output. 

Gg
d/Gg

u
 Ramp down/up limit of gas-fired unit. 

Gg
min/Gg

max
 Output limits of gas-fired unit. 

Gi
min/Gi

max
 Limits of pressure square in gas network. 

Gs
in/Gs

out
  Input/output limit of gas storage facility. 

Gs
max

 Volume of gas storage facility. 

Gw
max

 Output limit of gas well. 

M The number of segments in gas passive pipeline. 

Pd/Gd Load in power/gas network. 

Pg
d/Pg

u Ramp down/up limit of traditional unit. 

Pg
min/Pg

max Output limits of traditional unit. 

Pl/Gl/Gc Transmission limit of power transmission line/gas passive 

pipeline/gas compressor. 
Wl Weymouth equation constant. 
xl Reactance of power transmission line. 

αc Gas compressor constant. 

θi
max

 Limit of phase angle in power network. 

C. Variables 

el
 /ew

  Binary variable, 1 represents the corresponding power transmission 

line/gas well is protected, and 0 otherwise. 

f
l

  t/f
w

  t
 Binary variable, 1 represents the power transmission line /gas well 

is attacked at time t, and 0 otherwise. 

g
in,s
t /g

in,s
t  Input/output of gas storage facility at time t. 

g
s
t  Gas stored in gas storage facility at time t. 

g
w
t  Output of gas well at time t. 

p
d
t /g

d
t  Load shedding in power/gas network at time t. 

p
g
t /g

g
t  Output of traditional/gas-fired unit at time t. 

p
l
t/g

l
t/g

c
t  Power/gas/gas flow through power transmission line/gas passive 

pipeline/gas compressor at time t. 

p
rt, rt-1

t   Probability of region rt being attacked at time t conditioning that 

region rt-1 has been attacked at time t-1. 

ug
t  Binary variable, 1 represents the generator is running at time t, and 

0 otherwise. 

θi
 t/πi

t Phase angle/pressure square at time t. 

I. INTRODUCTION 

ompared with traditional power generation technology, the 

gas-fired generation receives more attention for its superior 

characteristics, such as low pollution, fast response, and high 

efficiency. Moreover, the breakthrough in natural gas extraction 

techniques stimulated the drop in gas prices and prospered its 

development [1]. Now, natural gas has become one of the 

dominant energy resources to generate power in some countries, 
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e.g., the US [2] and the UK [3]. However, the integrated 

electricity and gas system (IEGS) faces more security and 

reliability related challenges [4]-[9] due to complex coupling 

relations [10] and attracts many researchers. Reference [4] 

proposes a security-constrained optimal power and gas flow 

model to conduct security analysis. A security-constrained 

expansion planning model is proposed for the IEGS in [5] to 

check N-1 contingencies. Reference [6] characterizes the robust 

security region for the IEGS and thus guarantees the security of 

the operation strategy. Reference [7] presents a reliability-based 

economic expansion planning model for energy hubs. In [8], a 

robust economic expansion planning model for the IEGS is 

proposed to minimize the sum of the investment and operation 

cost. Meanwhile, its optimal solution also satisfies both N-1 and 

probabilistic reliability criteria. Reference [9] proposes a 

universal generating function technique-based multi-state 

model to evaluate the reliability of the IEGS. 

In addition, the number of extreme weather events is 

increasing due to global warming [11], which even exacerbates 

the above challenges. Hurricane Sandy, one of the most 

devastating natural disasters, led to the outages of power 

transmission lines and influenced more than 8 million people in 

America [12]. According to [10], a tornado resulted in the loss 

of load in an Australian IEGS in 2016. Besides, the deliberate 

human attack is another threat to the IEGS [13]. Resilience 

enhancement strategies are effective in reducing the impact of 

these extreme events. The resilience of a system refers to its 

capability to mitigate the duration and/or the magnitude of high-

impact low-frequency extreme events [14]. According to the 

stages of extreme events, different resilience enhancement 

strategies are implemented [15]-[30]. 

Before extreme events, preventive measures are effective. 

Specifically, stochastic programming and robust optimization 

(RO) based IEGS expansion planning is introduced in [15], [16], 

respectively, to enhance the resilience of the IEGS. System 

expansion usually aims at long-term profits and is time-

consuming (from months to years). Besides, the component 

hardening is quite effective in constructing resilient IEGS 

against extreme events [17], [18]. In general, hardening is faster 

than expansion (several days). Proactive scheduling [19] is also 

included in this time scale. Other preventive measures, e.g., 

mobile emergency generators [20] and unit commitment [21], 

[22], are proposed to address extreme events (from minutes to 

hours). 

After extreme events, system restoration has a high priority. 

New restoration strategies are indispensable, as outages caused 

by extreme events have some new features [23], e.g., prolonged 

outage duration and extended outage scale. A graph theory-

based restoration method is proposed to speed up the process of 

system recovery in [24]. Reference [25] restores the critical 

loads by dividing the distribution system into multiple micro-

grids and powering them with distributed generators. In [26], a 

distributed method is implemented to detect faults and restore 

critical loads. Reference [27] proposes a repair crew dispatch 

method to construct resilient IEGS and thus reduces the post-

event repair duration. 

During extreme events (also called the unfolding process), 

only a small number of actions can be taken due to the limited 

response time. Assuming the track of extreme weather events is 

predictable, reference [28] models the unfolding process as a 

Markov process, and the optimal power re-dispatch decisions 

are obtained by solving a stochastic optimization model. An RO 

model is proposed in [29] to enhance system resilience, 

provided the track is stochastic within a range. Reference [30] 

introduces a self-healing resilience system, where the power 

system is sectionalized into one main grid and several 

microgrids to maximize power supply when some transmission 

lines are broken. However, in the previous work, the influence 

of extreme weather events on the IEGS during the unfolding 

process is not considered. In fact, the components that could be 

destroyed by extreme weather events in power and gas 

networks are quite different (see Section II for details). Besides, 

the failure in one network may completely change the operation 

state of the other one, due to the complex coupling relations. 

Thus, the resilience of the IEGS during extreme weather events 

should be highly regarded. 

Some extreme weather events, e.g., hurricanes and tornadoes, 

pass through an area sequentially and regionally and thus are 

called sequential extreme weather events (SEWEs). In this 

paper, their unique sequential and regional property is 

designated as the Markov property (see Section II.A for details). 

We focus on the impact of SEWEs on the IEGS, as they cause 

many power outages among all extreme events. The strategies, 

components hardening before SEWEs and system re-dispatch 

during SEWEs, are proposed to enhance system resilience. The 

contributions are twofold: 

1) Resilience enhancement strategies for IEGSs before and 

during SEWEs. The SEWE strikes the IEGS sequentially. After 

each attack, system operators strive to minimize the maximized 

expected system cost caused by the SEWE using system re-

dispatch. The attack-defense procedures are implemented 

alternatively during the SEWE. Preventive measures, hardening, 

are made in advance to reduce the impact of sequential attacks. 

The entire process is formulated as a multi-period RO model. It 

is proved that the most effective resilience enhancement 

strategies for this model are the same as those for a two-stage 

RO model, which is solved by the nested column-and-constraint 

generation (C&CG) algorithm. 

2) Data-based uncertainty set. According to the historical or 

forecast data, the direction, range, and intensity of an SEWE are 

estimated. This indicates that the SEWE cannot reach some 

regions in the IEGS within a limited period. Thus, the 

combinations of system components that may suffer from the 

strike of the SEWE are reduced, which is equivalent to cutting 

down the number of scenarios in the uncertainty set and leads 

to a less conservative RO model. Simulation results validate the 

effectiveness of the proposed model in enhancing the resilience 

of the IEGS. In addition, the data-based uncertainty set also 

contributes to the improvement in computational efficiency. 

Compared with [29], this work incorporates the natural gas 

network. Different from [18], the influence of the SEWE on the 

IEGS is investigated. Different from [17] and other previous 

work, based on historical or forecast data, we consider the 

influence of the sequential and regional property, i.e., the 
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Markov property, of the SEWE on the IEGS and utilize this 

property to reduce the conservativeness of the uncertainty set. 

The rest of this paper is organized as follows. Section II 

introduces the Markov property of SEWEs and the data-based 

method. The proposed RO model is presented in Section III. 

Section IV derives the solution method. Simulation results are 

displayed in Section V. Section VI concludes this paper. 

II. PROPERTY OF SEWES AND DATA-BASED METHOD 

As one of the most common SEWEs [31]-[33], the hurricane 

is selected as the representative of SEWEs. The influence of 

other SEWEs on the IEGS can be analyzed similarly. Firstly, 

we make the following assumptions and simplifications. 

1) The steady state is considered after each attack [15]-[18]. 

The transient state is another important research topic but 

beyond the scope of this paper. 

2) Power transmission lines and gas wells suffer from 

hurricane strikes. It is reasonable as power transmission lines 

are in the air, and many gas wells are on the sea without any 

protection. Other components, e.g., underground gas pipelines 

and power units (usually in power plants), cannot be easily 

destroyed by a hurricane [22]. 

3) Components will not be affected by a hurricane if they are 

hardened in advance [17], [18], [29]. Practical hardening 

measures include: i) building wind barriers (for gas wells); ii) 

reducing the span length, building guy wires, and 

undergrounding (for power transmission lines) [17], [18]. 

4) Components are attacked at discrete time t, t ∈ [T], 

followed by re-dispatch decisions. This assumption is valid to 

simplify the model with promising accuracy [28], [29]. 

Meanwhile, some phrases are explained as follows. 

1) Hereinafter, “preventive measures” denote the hardening 

measures which are taken to protect power transmission lines 

and gas wells before the hurricane. 

2) “System cost” denotes the sum of the operation cost 

arising from: i) the outputs of power generators and gas wells, 

and ii) the penalty of the power and gas load shedding. 

3) “Investment cost” denotes the cost arising from preventive 

measures. 

4) “Total cost” denotes the sum of the cost arising from: i) 

the system cost, and ii) the investment cost. 

A. Sequential and Regional Property of a Hurricane 

In this paper, the direction, range, and intensity of a hurricane 

are leveraged to estimate its track passing through an IEGS. 

Different from some extreme events, the hurricane endangers 

the entire IEGS sequentially. Since the hurricane intensity 

cannot be arbitrarily large, only the regions near the hurricane 

center can be reached sequentially. Namely, only components 

near the hurricane center may suffer from the strike sequentially. 

The sequential and regional property is called the Markov 

property. An illustrative example is shown in Fig. 1. 

The system is divided into four regions. Solid lines are power 

transmission lines or gas pipelines, and circles are power buses 

or gas nodes. Considering the Markov property, it is assumed 

that the hurricane only influences the neighboring regions as 

well as the same region at the next time step. For example, if 

line 1 in Region 1 is destroyed at t=1, lines 2 and 3 in Regions 

1 and 2 may suffer from the hurricane strike at t=2. However, 

line 4 in Region 3 will not be affected. Region 1 is called the 

same region, and Region 2 is called the neighboring region. 

According to this property, the data-based uncertainty set is 

constructed (see Section III.C for details). It is not hard to see 

that the direction and the range of a hurricane and the region 

partition of an IEGS are significant for the proposed uncertainty 

set and heavily rely on data. Thanks to an extreme volume of 

historical data about the hurricane and the improvement of 

forecast technique [31]-[33], data-based methods, introduced in 

the next subsection, are quite applicable. 

 

B. Data-Based Method 

In order to obtain the direction and range of a hurricane and 

the region partition of an IEGS, this subsection introduces two 

types of data-based methods used for different purposes. 

Based on the historical hurricane data (direction, intensity, 

etc.) on a hurricane-prone area, the preventive hardening, which 

can be implemented at any time, is taken to protect critical 

components in the local IEGS against future hurricanes. 

According to [31], from 1851 to 2018, Florida (120), Texas (64), 

North Carolina (56), and Louisiana (54) are the top four 

hurricane-prone states in the U.S., and major hurricanes mostly 

appeared in Florida (34), Texas (19), and Louisiana (17), i.e., 

the Gulf Coast of the U.S. Thus, historical hurricane data on the 

Gulf Coast (from 1851 to 2018) is analyzed and utilized to help 

to obtain an estimated hurricane model. Details are as follows. 

1) Overall direction. According to [31], the most common 

hurricane direction of a state is obtained and is utilized as the 

overall direction. For example, in Texas, nearly all hurricanes 

are southwesterly, and the southerly hurricanes overwhelm the 

others in Louisiana. Note that local direction changes are 

allowed, provided the overall direction keeps unchanged, e.g., 

Scenario 2 in Fig. 1. 

2) Range of a hurricane. In order to obtain the most critical 

components in the IEGS, the range of the hurricane is assumed 

to incorporate the entire IEGS. Besides, according to [31], 

landing locations of historical hurricanes are dispersive. Given 

the overall hurricane direction, it is assumed the hurricane can 

land at any location of the IEGS in the beginning. For example, 

in Fig. 1, any one of the regions (Region 1 to Region 4) in the 

beginning (t=1) may suffer from the hurricane strike. It is the 

range and unfixed landing location that ensure the optimality of 

the critical components obtained by the proposed model (see 

Section III for more details). 

Region 1 Region 2 Region 3 Region 4

t = 1

t = 2

Track and direction of a hurricane

Scenario 1 Scenario 2 Scenario 3
(Impossible)

Line 1

Line 2

Line 3

Line 4

. . .

Range of a hurricane

 
Fig. 1.  Explanation of the Markov property. 



> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATION NUMBER (DOUBLE-CLICK HERE TO EDIT) < 

 

4 

3) Intensity. According to [31], hurricane intensities, shown 

in Table I, vary from states to states. Category 1 hurricanes are 

not included, as they cause little damage to the IEGS. For 

example, in Florida (FL) and Texas (TX), Categories 2 to 4 

hurricanes are considered. Louisiana (LA), Mississippi (MS), 

and Alabama (AL) need to protect local IEGSs from Category 

2 and 3 hurricane strikes. Based on the number of appearances, 

the weighted mean of the dominating hurricane Categories is 

leveraged to implement the region partition. For example, the 

hurricane intensity utilized for the region partition in LA is 181 

km/h. According to the intensity and the range of a hurricane, 

the region partition is obtained. For example, if the range of an 

IEGS is 720 km and the hurricane intensity is 180 km per unit 

time, this IEGS is divided into four regions (see Fig. 1). 

 
In addition, based on hurricane track and intensity forecast 

data, the emergency hardening is taken to protect the critical 

components in the local IEGS against a specific upcoming 

hurricane and should be finished before its arrival. According 

to the state-of-the-art hurricane forecast technique [31], the 

2018 average hurricane track and intensity forecast errors, 

presented in Table II, are utilized to help to obtain an estimated 

hurricane model. Details are as follows. 

 
1) Overall direction. Due to the promising accuracy [31], the 

forecasted direction of an upcoming hurricane is directly used. 

2) Range of a hurricane. Existing forecast methods cannot 

provide an accurate hurricane track [31]-[33]. Instead, we resort 

to a rational range of the hurricane track. According to the 

hurricane track forecast error (shown in Table II) and the 

forecasted track, the range of the hurricane track is estimated. 

An example is shown in Fig. 2. 

3) Intensity. According to the definition of a hurricane, its 

intensity is larger than or equal to 119 km/h. Compared with the 

forecasted hurricane intensity and the track error, the intensity 

error is small. Thus, the forecasted hurricane intensity can be 

directly used for the region partition. 

 

III. PROBLEM FORMULATION 

A. Objective Function 

The hurricane strikes the component in one of the regions at 

time t, t ∈  [T], followed immediately by system re-dispatch 

after each attack to minimize the maximized expected system 

cost caused by the hurricane under operation constraints. 

Preventive measures, hardening, are made in advance to protect 

critical components and reduce the expected system cost. The 

entire process is formulated as a tri-level optimization problem. 

  
( , )

1

( , , ) min max min ( )
T

T t

t

c
 

=

    
 =    

    


e a e pp
e p a E a . (1) 

The upper level variable e consists of preventive measures el 

and ew. p is the middle level random variable and is composed 

of p
rt, rt-1

t . Since we do not know the distribution of p, only two 

constraints could be inferred: i) 0 ≤ p
rt, rt-1

t  ≤ 1  and ii) 1T ∙

p
rt-1

t =1. p
rt-1

t =col(p
1, rt-1

t , ⋯ , p
Rt, rt-1

t ) and Rt is the number of 

regions at time t. For example, there are 4 partitioned regions at 

t=2 in Fig. 1, so R2=4. a, a=col(a1, ⋯ , aT), represents variables 

in the lower level. , ∆, and   are feasible regions. c(a
t
) , 

c(a
t
)= ∑ Cp(p

g
t )+ ∑ Cw∙g

w
t

w +g ∑ Cdp∙p
d
t

d + ∑ Cdg∙g
d
t

d , is the cost 

function at time t. Cp(∙) is a positive semi-definite quadratic 

function and is linearized by piecewise linear methods [34]. 

Solving problem (1) directly is intractable even if its feasible 

region is convex due to the nonconvex objective function. 

Instead, considering the problem 

 
( , )

1

( , , ) min max min ( )
T

T t

t

c
 

=

    
=    

    


e a e ff
e f a a . (2) 

f consists of f
l

  t
 and f

w

  t
.  consists of a finite number of f. We 

have the following theorem. 

Theorem 1: problems (1) and (2) have the same optimum, 

and the optimal solution for problem (1) could be obtained by 

solving the problem (2). 

Proof: The compact forms of problems (1) and (2) without 

the upper level are presented by (3) and (4), respectively. 
T        max  

p
c p   (3a) 

1, 1 1

1

 s.t.   1,    [ ],  [ ]
t

t t

t

R
t

r r t t

r

p t T r R
− − −

=

=    (3b) 

 
1, 1 1  0 1,    [ ],  [ ],  [ ]

t t

t

r r t t t tp t T r R r R
− − −      (3c) 

T          max  
v

c v   (4a) 

T s.t.   1 =1 v   (4b) 

              . 0 v 1   (4c) 

c, c=col(c1,⋯, cK) > 0, is the coefficient vector, and K denotes 

the number of different combinations of attacks in the middle 

level. ci, i ∈ [K], represent the minimized system cost under 

different combinations of attacks and are obtained by solving 

the lower lever problems. p*=col(p
1
* ,⋯,  p

K
* ), where each p

i
* 

refers to the probability of occurrence of the i-th combinatory 

of attack, i.e., p
i
*=∏ p

rt, rt-1

tT
t=1 . 

Introduce variable v=col(v1,⋯, vK), and establish one-to-one 

correspondence between v and p*, v=p*. Obviously, objective 

functions (3a) and (4a) are equivalent. By (3b) and the 

definition of p*, constraint (4b) holds. We cannot obtain (3b) 

for all t ∈ [T], rt-1 ∈ [Rt-1] from (4b). Thus, constraint (4b) is the 

relaxation of (3b). By (3c) and the definition of p*, constraint 

TABLE I 

HURRICANE CATEGORIES OF GULF STATES  

Category Intensity (km/h) FL TX LA MS AL 

2 154-177 36 16 14 6 5 
3 178-208 24 12 14 7 5 
4 209-251 11 7 2 0 0 
5 >251 2 0 1 1 0 

 

TABLE II 
FORECAST ERROR 

Forecast 
horizon (h) 

12 24 36 48 72 96 120 

Track error 
(km) 

37.5 56 73.1 99.0 164.2 238.2 307.9 

Intensity 
error (km/h) 

9.1 14.4 17.0 18.9 23.4 23.7 22.6 

 

Region 1

Hurricane direction

Region 3Region 2 Region 4 Region 5

Forecasted track

Track error Track error

 
Fig. 2.  Range of a hurricane. 



> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATION NUMBER (DOUBLE-CLICK HERE TO EDIT) < 

 

5 

(4c) holds. Similarly, we cannot obtain (3c) from (4c). Thus, 

constraint (4c) is the relaxation of (3c). 

Problem (4) is a linear programming (LP) problem. There 

must exist a vertex in its feasible region, which is optimal for 

this problem. Denote one of the maximum elements in vector c 

as copt, i.e., the opt-th element in vector c, opt ∈ [K]. By solving 

(4), we obtain an optimal solution, col(0,⋯, 0, 1, 0,⋯, 0), from 

one of the vertices in its feasible region, where 1 is the value of 

vopt whose coefficient is copt. 

According to the optimal solution for (4), every p
rt, rt-1

t  which 

vopt consists of equals 1. The rest p
rt, rt-1

t  either equal 0 or have 

no influence on the value of the objective function and can be 

set to any values satisfying the constraints. Thus, the optimal 

solution for (3) is obtained from that for (4). Moreover, the 

upper level of problems (1) and (2) is the same. Thus, Theorem 

1 holds. This completes the proof. ◼ 

Compared with the model (1), the tri-level model (2), also 

known as the two-stage RO model, is easier to be solved. Please 

refer to the following contents for details. 

B. Lower-Level Constraints 

Power network constraints in the lower level are: 

 min maxP P    ,  t t t p

g g g g gu p u g t     (5) 

 min maxG G    ,  t t t g

g g g g gu g u g t     (6) 

 1 1 max 1 u(2 )P (1 )Pt t t t t t

g g g g g g g gp p u u u u+ + +−  − − + + −  (7) 

 1 1 max 1 d(2 )P (1 )Pt t t t t t

g g g g g g g gp p u u u u+ + +−  − − + − +  (8) 

 1 1 max 1 u(2 )G (1 )Gt t t t t t

g g g g g g g gg g u u u u+ + +−  − − + + −  (9) 

 1 1 max 1 d(2 )G (1 )Gt t t t t t

g g g g g g g gg g u u u u+ + +−  − − + − +  (10) 

 1    ,  \{ }t t p g

g gu u g t T+     (11) 

 max| | θ    ,  t p

i i i t     (12) 

 | | P    ,  t p

l lp l t    (13) 

 0 P    ,   t p

d dp d t     (14) 

 
( ) ( )x =(1 )( )   , t t t t t p

l l l l l i l j lp f e f l t − + −    (15) 

p g 1 2

p g 1 2

( ) ( ) ( ) ( ) =
p g p p

t t t t

g i g i l i l i

g g l l

p g p p
   

+ + −   

 
( ) ( )P    ,  .

p p

t p

d i d i

d d

p i t
 

−     (16) 

Constraints (5) and (6) represent the output capacities of 

traditional and gas-fired units, respectively, and constraints (7)-

(10) restrict their ramping capabilities (holds for any g ∈  p
 

/ g
 and t ∈  \{T}). Constraint (11) declares that all units 

cannot be re-started up afterward if they are shut down at time 

t, due to the limited response time during the hurricane. 

Constraints (12)-(14) state the boundaries of the phase angle, 

thermal limit of the power transmission line, and the maximum 

value of power load shedding, respectively. Equation (15) is the 

DC power flow constraint with preventive measures el and 

attacks f
l

  t
 at time t, where i(l) and j(l) denote the power 

transmission line l connecting to nodes i and j, respectively. 

Equation (16) is the nodal power balance constraint, where gp(i), 

gg(i), l1(i), l2(i), and d(i) represent traditional and gas-fired units, 

the inflow and outflow of a power transmission line, and the 

load connecting to node i, respectively. 

Gas network constraints in the lower level are: 

 max0 (1 )G    ,  t t t

w w w w wg f e f w t  − +    (17) 

 in

in,0 G    ,  t

s sg s t     (18) 

 out

out,0 G    ,  t

s sg s t     (19) 

1 max

in, out,0 G    ,  \{ }t t t t

s s s s sg g g g s t T+ = + −     (20) 

 min maxG G    ,  t g

i i i i t     (21) 

 0 G    ,  t g

d dg d t     (22) 

 
( ) ( )α    ,  t t g

j c c i c c t     (23) 

 0 G    ,  t g

c cg c t     (24) 

 2

( ) ( ) ( ) ( )( ) sgn( , )=W ( )t t t t t

l i l j l l i l j lg     −  (25a) 

 ( ) ( )  

( ) ( )

( ) ( )

 1   
sgn( ,  )    ,  

1   

t t

i l j lt t g

i l j l t t

i l j l

l t
 

 
 

 
=  

− 

 (25b) 

1 2 1 2

1 2 1 2

( ) ( ) ( ) ( ) ( ) =
g g g g

t t t t t

w i l i l i c i c i

w l l c c

g g g g g
    

+ − + −      

g( ) ( ) in, ( ) out, ( ) ( )G
g g g

g

t t t t

d i d i s i s i g g i

s sd d g

g g g g
   

− + − +       

 ,  .gi t   (26) 

Constraint (17) restricts the output capacity of the gas well 

with preventive measures el and attacks f
l

  t
. Constraints (18)-(20) 

state the maximum input rate, maximum output rate, and the 

capacity of the gas storage facility, respectively. Besides, the 

amount of gas remained in the storage facility is also presented 

in (20). Constraints (21) and (22) denote the ranges of the nodal 

pressure square and the gas load shedding, respectively. The 

relation between nodal pressure squares of a compressor, i.e., a 

gas active pipeline, is denoted by a simplified model (23) [4]-

[6], [8], [9], [17], [18], where j(c) and i(c) are its inflow and 

outflow nodes, respectively. The gas flow in the compressor is 

restricted by (24). Equation (25), called Weymouth equation, is 

utilized to depict the relationship between the gas flow and 

nodal pressure squares in a gas passive pipeline. Derived from 

the transient-state momentum equation [34], the steady-state 

Weymouth equation has been widely employed to model the 

long-distance high-pressure gas passive pipeline [4]-[6], [8]-

[10], [17]-[19]. Equation (26) is the nodal gas balance 

constraint, where w(i), l1(i), l2(i), c1(i), c2(i), d(i), s(i), and gg(i) 

denote gas well, inflow and outflow of gas passive pipeline, 

inflow and outflow of compressor, gas load, gas storage facility, 

and gas-fired unit connecting to node i, respectively. γ
g
, g ∈ Gg, 

is the gas-electricity conversion ratio and converts the output of 

the gas-fired generator into its gas consumption. In the gas 

network, the gas-fired generator is regarded as the gas load. 

Note that it is the only kind of coupling components 

interconnecting power and gas networks. This coupling relation 

is reflected by the last term in (26). 

The nonconvexity in (25) makes the proposed model 

computationally intractable. Several piecewise linear methods 

are employed and compared to address this problem [34]. Test 

results reveal that the incremental piecewise linear method 

outperforms the others with promising accuracy and is adopted 

in this paper. For l ∈ p and t ∈  , equation (25) is replaced by 

 
,1 , 1 , ,

[ ]

( ) ( )+ ( ( ) ( ))t t t t t

l l l m l m l m

m M

g    +



   −    (27a) 

 
,1 , 1 , ,

[ ]

+ ( )t t t t t

l l l m l m l m

m M

g +



=   −  (27b) 
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, 1 , ,    [ 1]t t t

l m l k l m m M  +    −  (27c) 

 
,0 1   [ ]t

l m m M   , (27d) 

where ∆l, m
t  are constants, i.e., piecewise segments. 𝜎l, m

t  and 

δl, m
 t

 are auxiliary continuous and binary variables, respectively. 

ϕ(∙) is a function which maps the g
l
t/∆l,m

t  into the nonlinear term 

of (25a). Overall, we have  :={a | (5)-(24) and (26)-(27)}. 

C. Middle-Level Constraints 

In the middle level, the uncertainty set is constructed by 

combining the data-based method (see Section II.B) with the 

Markov property of the hurricane (see Section II.A). Firstly, 

according to the historical or forecast data, the direction, range, 

and intensity of a hurricane are estimated, and the region 

partition of an IEGS is obtained. Then, according to the above 

information, the Markov property of a hurricane is utilized to 

construct the data-based uncertainty set, in which the following 

rules are respected: i) there is one and only one region being 

attacked at each time t; ii) if the attacked region includes more 

than one component, all of them are regarded as a whole and 

will be attacked simultaneously; iii) only neighboring regions 

and the same regions may be attacked sequentially. In the data-

based uncertainty set, the rules i)-iii) are denoted by (28)-(30), 

respectively. 

  

 ( ) 1   
t

t t

i i

i

h t


=   (28) 

 
T  

 

T  

 

(0, ,0)    ( ) 0
   ,  

(1, ,1)    ( ) 1

t t

t ti i

i t t

i i

h
i t

h

 =
=  

=
 (29) 

 1 1  1

  , .( ) 1 ( )   \{ },  , t t t t t t

i i i i i Neih h t T i i'+ + +

   −    . (30) 

i
 t
 is a set consisting of the binary variables f

l

  t
 and f

w

  t
 whose 

corresponding power transmission line l and the gas well w 

belong to region i at t. ni
t is the total number of elements in i

 t
. 

hi
 t
(∙)  maps the ni

t -dimension domain {(0,⋯,0)
T
, (1,⋯,1)

T
}  to 

the one-dimension set {0, 1}. i, Nei.
 t+1

 consists of all neighboring 

regions and the same region of region i at t+1. Although having 

a complex form, in fact, constraints (28)-(30) are affine 

functions of f
l

  t
 and f

w

  t
. In addition, f

l

  t
 and f

w

  t
 need to satisfy 

 
L0   [ 1],  { , }lf t l t =  −   (31a) 

 
L   \ [ ],  { , }t

l lf f t l t =    (31b) 

 
W0   [ 1],  { , }wf t w t =  −   (31c) 

 
W   \ [ ],  { , }t

w wf f t w t =   . (31d) 

Land W are the sets consisting of elements {l, t} (l ∈ p
) 

and {w, t} (w ∈ ), respectively. {l, t} and {w, t} denote the 

power transmission line l and the gas well w whose regions are 

at time t, respectively. For example, in Fig. 1, Line 3 can be 

denoted as {l3, 2}. Overall, the data-based uncertainty set is 

denoted by  :={f | (28)-(31)}. 

Different from [35], the proposed uncertainty set  consists 

of a finite number of scenarios. The conservativeness of an RO 

model consisting of a scenario-based uncertainty set could be 

reduced effectively by removing redundant scenarios. In the 

proposed uncertainty set, the redundant scenarios are excluded 

by combining the historical or forecast data with the Markov 

property of the hurricane, which leads to a less conservative RO 

model. For example, in Fig. 1, Scenario 1 and Scenario 2 are 

included in the data-based uncertainty set, while Scenario 3, 

which could not occur due to the Markov property of the 

hurricane, is the redundant scenario and thus is excluded from 

the proposed uncertainty set. 

D. Upper-Level Constraints 

In the upper level, system planners harden the critical 

components in advance to prevent them from being destroyed. 

Considering the limited budgets, only parts of the components 

are protected. This relationship is denoted by 

 totalEl w

l w

e e+   , (32) 

and we have the defense set ,  :={e | (32)}. 

E. Model Extension 

The proposed model has the potential to accommodate the 

following scenarios by simple model extensions. 

1) Investment cost. The investment cost is not considered in 

the objective function (2). However, from an economic 

perspective, a balance between the investment cost and the 

system cost is significant. The proposed model can be extended 

to achieve this balance by replacing (2) with 

 *

1

( , , ) min
p

T
t t

T l l w w

t wl

c e c e


= 

  
= + +  

  
  

e
e f a  

 
( , )

1

max min ( )
T

t

t

c


=

   
  

   


a e ff
a , (33) 

where cl and cw are the investment cost of preventive measures 

for power transmission line l and gas well w, respectively. This 

extended model is further investigated in Section V.C. 

2) Other extreme events. It is assumed that the hurricane has 

no influence on power units or gas pipelines. However, they 

may not survive from some other extreme events, such as 

earthquakes and deliberate human attacks. The proposed model 

can be extended to accommodate these extreme events by 

replacing (11), (24) and (25a) with 

 1    ,  \{ }t t p g

g gu u g t T+     (34a) 

 1    ,  t t t p g

g g g gu f e f g t − +    (34b) 

 0 (1 )G    ,  t t t g

c c c c cg f e f c t  − +    (35) 

 2

( ) ( ) ( ) ( )( ) sgn( , )=W (1 )( )t t t t t t t

l i l j l l l l l i l j lg f e f    − + −   

 ,  gl t  , (36) 

where f
g

  t/eg, f
c

  t/ec, and f
l

  t/el are binary variables which denote 

if the power unit, compressor, and gas passive pipeline are 

attacked at time t/are protected or not, respectively. In addition, 

f
g

  t
, f

c

  t
, f

l

  t
 and eg , ec , el  should be added to the data-based 

uncertainty set  and defense set , respectively. The bilinear 

terms in (36) can be addressed using the Big-M method [18]. 

3) Multi-region attacks. It is assumed that the hurricane only 

strikes one region at each time t (t ∈  ). Sometimes, multiple 

regions near each other may suffer from hurricane strikes 

simultaneously. The proposed model can be extended to 

incorporate multi-region attacks by replacing (28) and (30) with 

  

 ( ) F    
t

t t t

i i

i

h t


=   (37) 

   , F

  , .( ) ( ) 0    ,  ,  
tt t t t t t

i i i i i Neih h t i i'  =     (38a) 
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  1 1  1

  , .( ) 1 ( )    \{ },  ,  t t t t t t

i i i i C i Neih h t T i i'+ + +

   −    , (38b) 

where Ft (a positive integer) is the number of attacked regions 

at t. ̃i, Nei.

 t, Ft

 is a generalization of the set i, Nei.
 t

 and consists of 

the same region i and the nearest 2∙(Ft-1) neighboring regions 

(if applicable) of region i at t. For example, for t=2, Ft=2, and 

i=3 in Fig. 1, ̃i, Nei.

 t, Ft

={2,3,4} . C
 t

, C
 t = {(1/| t

|)∙( ∑ i ∙i∈ t

hi
 t
(i

 t
) )}, consists of only one element, i.e., the region where 

the center of the hurricane lies. 

IV. SOLUTION METHOD 

The compact form of the proposed two-stage RO model 

consisting of (2), (5)-(24), and (26)-(32) is presented by 

   T

 
min max min 

e x, zf
c x  (39a) 

 T

total s.t.   E 1 e  (39b) 

 
T T T             [ , ] F f 1 0  (39c) 

      ( ) ( , ) +  R e,f x S z h e f , (39d) 

where vectors x and z consist of continuous and binary 

variables, respectively. c is the coefficient vector. F and S refer 

to (constant) coefficient matrices. R(e, f) and h(e, f) are the 

coefficient matrix and vector with upper and middle level 

variables e and f, respectively. 1 and 0 are all one and all zero 

vectors, respectively. Equations (39a)-(39d) are corresponding 

to compact forms of the objective function (2), the upper-level 

constraints (32), middle-level constraints (28)-(31), and lower-

level constraints (5)-(24) and (26)-(27), respectively. 

Many algorithms are proposed to solve two-stage RO 

problems, such as Benders decomposition [35] and C&CG [16]. 

However, these algorithms suffer from convergence issues if 

recourse variables, i.e., binary variables, exist in the lower level. 

In this paper, the nested C&CG algorithm, whose convergence 

is proved in [36], is adopted to solve the proposed model. 

Details are as follows. 

Subproblem: Inner C&CG with the preventive measures e*. 

Step 1  Set LBin = cTx*, UBin = +∞, Kin = 1, z1
∗ = z*, εin. Find 

a legal attack scenario f *, and solve the lower level problem 

 T

 
min  

x, z
c x  (40a) 

   s.t.   ( , ) ( , )     − R e f x h e f S z . (40b) 

Obtain the solution (x*, z*). Set LBin = cTx*, z1
∗ = z*, fopt

 ∗  = f ∗. 

Step 2 Solve the middle level problem with dual variable λk 

 
, , 

     max  
k


f λ

 (41a) 

 T

in  s.t.  ( ( , ) )    [ ]k k k K   −   h e f S z λ  (41b) 

 T

in ( , )    [ ]k k K   R e f λ c  (41c) 

 
in     [ ],   k k K   λ 0 F f 1 . (41d) 

Obtain the updated f ∗ and the optimum ϑ
∗
. Set UBin = ϑ

∗
. 

Step 3 Solve the problem (40) with updated f∗ . Obtain the 

solution (x*, z*). If LBin ≤ cTx*, set fopt

 ∗  = f ∗. Otherwise, fopt

 ∗  

remains unchanged. Set LBin = max(LBin, cTx*). 

Step 4 Check if UBin − LBin ≤  εin. If yes, set Opt
in = ϑ

∗
 and 

return fopt

 ∗  = f ∗ and Opt
in

 to the Master Problem. Otherwise, 

set zKin

∗ = z∗, Kin = Kin + 1, and add new constraints with dual 

variable λKin
 

 
in in

T( ( , ) )K K   −  h e f S z λ  (42a) 

 
in in

T( , ) ,    K K

   R e f λ c λ 0  (42b) 

to (41). Then, go to Step 2. 

The procedures to solve Master Problem (MP) are as follows. 

Master Problem: Outer C&CG with the potential attacks f ∗. 

Step 1 Find legal preventive measures e*. Solve Subproblem. 

Obtain fopt

 ∗  and Opt
in

. Set LBout = −∞, UBout = Opt
in

, f1

 ∗ = fopt

 ∗ , 

Kout = 1, eopt
 ∗  = e∗, εout. 

Step 2 Solve the upper level problem: 

 
, , ,

      min
k k


e x z

 (43a) 

 T

out  s.t.     [ ]k k K   c x  (43b) 

out( , ) ( , )   [ ]k kk k k K  +   R e f x S z h e f  (43c) 

 T

total       E1 e . (43d) 

Obtain the updated e* and optimum    . Set LBout =    , 

eopt
∗  = e*. Stop if UBout − LBout ≤ εout. Otherwise, go to Step 3. 

Step 3 Solve Subproblem with updated e*. Obtain fopt

 ∗  and 

Opt
in

. Set UBout = min(UBout, Opt
in

). 

Step 4 Check if UBout − LBout ≤  εout. If yes, stop and obtain 

preventive measures and re-dispatch decisions. Otherwise, set 

Kout = Kout + 1 and fKout

 ∗ = f
 ∗, and add new constraints with new 

variables xKout

  and zKout

  

 
out

T

K  c x  (44a) 

 
out out

( , ) ( , )k kK K

  +  R e f x S z h e f  (44b) 

to (43). Then, go to Step 2. 

The above Sub-Master framework is implemented iteratively. 

Bilinear terms in (41b), (41c), and (43c) are linearized using the 

Big-M method [18]. After the linearization, models (40), (41), 

and (43) become mixed-integer linear programming (MILP) 

problems and can be effectively solved by some commercial 

solvers, such as Gurobi. Moreover, the convergence of the 

nested C&CG algorithm is also guaranteed. Note that the nested 

C&CG algorithm is valid, providing the lower level problem is 

always feasible for any e ∈  and f ∈  [36]. 

Considering the algorithmic efficiency, the value of Big-M is 

vital. Large value enlarges the search space and increases the 

computational cost; small value shrinks the primal feasible 

region, and the optimal solution may be missing. The values of 

Big-M in (43c) are apparent since the ranges are determined by 

the constraints introduced in Section III.B. However, choosing 

Big-M values for (41b) and (41c) is tricky, as we do not know 

the lower bounds of the dual variables. A novel method 

proposed in [18] is adopted to decide Big-M values. The idea is 

that scaling the objective function by a positive number does 

not influence the optimal solution. Besides, the boundaries of 

the variables generated by the Big-M method are relevant to the 

optimum. Thus, their boundaries are reduced effectively if the 

objective function is divided by a large positive number. 

V. CASE STUDIES 

The proposed model is tested on two systems, one with a 6-
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bus power network and a 7-node gas network, and the other 

with a 39-bus power network and a 20-node gas network. Both 

simulations are coded in MATLAB R2017a and performed on 

a PC with an i5-6500 CPU at 3.2 GHz and 16 GB memory. 

Gurobi 7.5.1 is chosen as the solver. 

A. 6-Bus Power Network and 7-Node Gas Network 

Preventive hardening is implemented in the 6-bus power 

network and a 7-node gas network. Historical hurricane data on 

Louisiana (listed in Section II.B) are used to obtain the region 

partition on this IEGS, which is presented in Fig. 3. PL, GL, L, 

GP, and C denote power load, gas load, power transmission line, 

gas passive pipeline, and compressor, respectively. G2 and G3 

are gas-fired units, and G1 is the traditional unit. Assuming 

attacks occur at discrete time t, t ∈ [6], and the interval between 

two consecutive attacks is 20 minutes. The number of segments 

M is set to 8. Convergence thresholds, εin and εout, are both 0.1%. 

Detailed data of this integrated system are in [18]. Different 

load levels are shown in Table III. 

 

 

B. Influence of Defense Budgets 

The influence of defense budgets is shown in Table IV. The 

load level is set to M-M. No. of D denotes the number of 

defense budgets. Cost (%) is calculated by 

 
corresponding  cost operation cost

cost (%) 100%
(cost of D 0) operation cost

−
= 

= −
, (45) 

where the “corresponding cost” is the optimal system cost under 

a fixed No. of D, i.e., the optimum of the proposed model under 

a fixed No. of D. “Operation cost” is the optimal system cost 

without the influence of any events, i.e., the optimal cost when 

all components in the IEGS can work normally. “Cost of D=0” 

is the optimal system cost when No. of D=0, i.e., the optimum 

of the proposed model when No. of D=0. Region 1 and Region 

2 in Fig. 3 are short for R1 and R2, respectively. 

As is shown in the table, the system cost drops dramatically 

when No. of D increases at first, followed by a gentle decrease 

trend. The cost caused by both power and gas load shedding 

becomes zero (Cost (%)=0) when No. of D ≥ 5. Namely, the 

hurricane does not cause loss of load, though some components 

are not protected. This phenomenon reveals that there do exist 

critical components in a system. In fact, the system cost is not 

equal to zero when No. of D ≥ 5, due to the cost arising from 

power generators and gas wells. 

 

C. Influence of the Investment Cost 

The proposed model (without the investment cost) and the 

extended model introduced in Section III.E 1) (with the 

investment cost) are compared. Fig. 4 shows the test results. 

The semi-logarithmic coordinate system is adopted to capture 

the slight decline of the system cost when No. of D becomes 

larger. As is shown in Fig. 4 (a), the decreasing trend in the 

system cost is similar under all load levels when No. of D 

increases. However, a reasonable No. of D (referred to as the 

inflection point), i.e., a balance between the investment cost and 

system cost, cannot be easily observed. Differently, the 

inflection point is shown clearly in Fig. 4 (b), i.e., No. of D=2 

for L-L and No. of D=4 for the other load levels. 

 
As a complement to Fig. 4 (a), specific preventive measures 

are listed in Table V. Though sharing a similar decreasing trend 

under different load levels regarding the system cost, preventive 

measures are quite different when No. of D is smaller than 5. 

This result indicates that the critical components in the IEGS 

are not fixed and are closely related to load levels. Interestingly, 

the preventive measures, GW1, L2, and L6, in Fig. 4 (b) when 

load level is M-M and No. of D=3 are different from those in 

Fig. 4 (a) and result in more load shedding, as hardening GW1, 

L2, and L6 leads to the lowest total cost than hardening L2, L4, 

and L6. However, due to the influence of the investment cost, it 

fails to find out the most critical components in the IEGS for 

the hurricane strike scenario. 

Compared with the extended model in Section III.E 1), the 

proposed model (with the objective (2)): i) provides a flexible 

schema for system planners to decide No. of D when facing the 

destructive hurricane; ii) always provides optimal preventive 

measures against the sequential and regional hurricane strike. 

In the following cases, the proposed model is adopted. 

Region 1 Region 2

t=2

Hurricane direction

1
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3
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①

②
③
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⑥

⑦
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GP4

GP5

C1
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Generator Gas well node LoadG
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G1

G2

 
Fig. 3.  6-bus power network and 7-node gas network with the region partition. 

TABLE III  

LOAD LEVELS OF 6-BUS POWER NETWORK AND 7-NODE GAS NETWORK 

Load Load level 
(power, gas) 

Abbreviation 
Power (MW) Gas (Sm3/h) 

283 6920 middle, high M-H 

256 5360 middle, middle M-M 

336 6680 high, high H-H 

201 4180 low, low L-L 

 

TABLE IV 

INFLUENCE OF DIFFERENT DEFENSE BUDGETS 

No. 
of D 

System cost 
(*104 $) 

Cost 
(%) 

Attacked region Power load 
shed (MWh) 

Gas load shed 
(*103 Sm3) t=2 t=3 t=4 t=5 

0 13.67 100 R1 R1 R2 R2 137.3 0.45 

1 11.14 80.94 R1 R2 R1 R1 126.0 1.49 

2 4.11 28.04 R1 R1 R1 R2 36.0 1.49 

3 1.72 10.04 R2 R2 R3 R2 0 3.37 

4 0.51 0.89 R2 R2 R1 R1 1.2 0 

 5 0.39 0 R2 R2 R2 R1 0 0 

 

 
(a) without the investment cost              (b) with the investment cost 

Fig. 4.  Influence of defense budgets under different load levels. 
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D. Comparison with Other Models 

The proposed defense-attack-defense (DAD) model is 

compared with the other two models. One is the attack-defense 

(AD) model [37]. Compared with the proposed tri-level DAD 

model, the bi-level AD model, which has a max-min structure, 

does not include the upper level and cannot provide optimal 

preventive measures for the IEGS. In order to make these two 

models comparable, i) the uncertainty set  is still adopted in 

the AD model, i.e., the attacked components which lead to the 

largest system cost can be obtained; ii) the attacked components 

(four components according to Fig. 3) in the AD model are 

protected; iii) No. of D is set to 4 in the DAD model (defensive 

budgets in both models being identical). Denote CDAD and CAD 

as the system cost of DAD and AD models, respectively, and 

corresponding preventive measures are short for DDAD and DAD. 

Theoretically, DDAD is globally optimal, while DAD is a feasible 

solution. Thus, CDAD ≤ CAD always holds. Simulation results 

are shown in Table VI. CAD far exceeds CDAD under all load 

levels (at least 4.47 times larger). According to the protected 

components in the DAD model, GW1 and GW2 are critical 

when No. of D=4. According to the region partition in Fig. 3, 

the hurricane could strike at most one gas well. Thus, in the AD 

model, the other gas well is not protected. This test fully 

demonstrates the advantage of the proposed model, which can 

obtain optimal preventive measures. 

 
In addition, the importance of the Markov property is 

revealed by comparing the DAD model with DAD* model, in 

which neither the sequential property nor the regional property 

is respected. Denote CDAD and CDAD* as the system cost of DAD 

and DAD* models, respectively. It is trivial that CDAD ≤ CDAD*. 

Table VII shows the comparison results. No. of D is set to 1. In 

the DAD* model, the hurricane can strike arbitrary gas wells at 

t=2 and power transmission lines at t=3 within a limited number 

of attack budgets. We observe that CDAD* is at least 1.36 times 

as large as CDAD. Reasons may arise from: i) sequential property: 

the outage period of some power transmission lines is longer 

than the actual situation, e.g., L6 should be destroyed at t=5 

rather than t=3; and ii) regional property: there exists more than 

one region being attacked at the same time, such as GW1 and 

GW2. Actually, this scenario never occurs since these two gas 

wells are far away from each other. According to the preceding 

analysis, the conservativeness of the proposed model is greatly 

reduced by adopting the data-based uncertainty set. 

 

E. 39-Bus Power Network and 20-Node Gas Network 

Emergency hardening is implemented in the 39-bus power 

network and a 20-node gas network. Actual data of hurricane 

Katrina from its landfall (at Louisiana) to Meridian, Mississippi, 

are utilized as forecast data and listed in Table VIII. According 

to the emergency hardening method, the region partition of this 

IEGS is obtained (presented in Fig. 5). GS and C represent gas 

storage facility and compressor, respectively. G31, G32, and 

G39 are gas-fired units, and others denote traditional units. T is 

set to 9. The attack interval remains 20 minutes. The number of 

segments M is set to 4. According to [18], the convergence 

thresholds, εin and εout, are set to 0.9% to balance the accuracy 

and computational burden. Load levels are divided into H-M 

(1500 MW-1200 Sm3/h), M-M (1200 MW-1100 Sm3/h), H-H 

(1600 MW-1500 Sm3/h), and L-L (900 MW-950 Sm3/h). 

 

 

F. Influence of Defense Budgets 

We continue to investigate the influence of defense budgets. 

TABLE V 

PROTECTED COMPONENTS 

           Load 
No.   level 
of D 

M-H M-M H-H L-L 

1 L2 L2 L2 L3 

2 L2, L6 L3, L6 GW1, L2 L2, L6 

3 GW1, L2, L6 L2, L4, L6 GW1, L2, L6 GW2, L2, L6 

4 
GW1, GW2, 

L3, L6 
GW1, GW2, 

L2, L6 
GW1, GW2, 

L3, L6 
GW1, GW2, 

L2, L6 

5 
GW1, GW2, 
L2, L4, L6 

GW1, GW2, 
L2, L4, L6 

GW1, GW2, 
L2, L4, L6 

GW1, GW2, 
L2, L4, L6 

 

TABLE VI 

COMPARISON BETWEEN DAD MODEL AND AD MODEL 

Load 
level 

System cost 
(*104 $) 

 
Protected 

components 
 

Load shed 
(MWh, 

*103 Sm3) 

DAD AD  DAD AD  DAD AD 

M-H 1.13 9.83  
GW1, GW2, 

L3, L6 
GW2, L2, 

L3, L7 
 

6.6, 
0 

82.7, 
7.24 

M-M 0.51 7.71  
GW1, GW2, 

L2, L6 
GW2, L2, 

L3, L7 
 

1.2, 
0 

69.5, 
4.63 

H-H 2.31 12.66  
GW1, GW2, 

L3, L6 
GW2, L2, 

L3, L7 
 

17.2, 
0 

112.0, 
7.63 

L-L 0.34 6.71  
GW1, GW2, 

L2, L6 
GW1, L2, 

L3, L5 
 

0, 
0 

72.3, 
1.16 

 

TABLE VII 

COMPARISON BETWEEN DAD MODEL AND DAD*
 MODEL 

Load 
level 

System cost 
(*105 $) 

 
Attacked 

components 
 

Load shed 
(MWh,  

*103 Sm3) 

DAD DAD*  DAD DAD*  DAD DAD* 

M-H 1.39 2.02  
GW1, L4, 

L5, L6 
GW1, GW2, 

L5, L6 
 

153.0, 
2.70 

191.9, 
11.53 

M-M 1.11 1.81  
GW1, L4, 

L5, L6 
L4, L5, 
L6, L7 

 
126.0, 
1.49 

204.8, 
0 

H-H 1.83 2.48  
GW1, L4, 

L5, L6 
GW1, GW2, 

L5, L6 
 

206.0, 
2.30 

246.5, 
11.13 

L-L 0.73 1.41  
GW1, L4, 

L5, L6 
L4, L5, 
L6, L7 

 
80.7, 
1.16 

160.8, 
0 

 

Region 1 Region 2

t=2

Hurricane direction
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t=3

t=4

t=5

t=6
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Fig. 5.  39-bus power network and 20-node gas network with region partition. 

DATA OF HURRICANE KATRINA 

TABLE VIII 

Name Landfall Category 
Duration as 
Category 3 

Direction Intensity 
Forecast 
horizon 

Katrina Louisiana 3 240 km S 190 km/h 48 h 
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Test results are shown in Fig. 6. The rectangular coordinate 

system is adopted to capture the overall declining trend. Solid 

lines on the left part of the figure are the actual system cost, 

while dotted lines on the right are the estimated value. Dashed 

lines denote the optimal system cost under normal state. Similar 

to the results in Subsection B of this section, the system cost 

drops at an approximately exponential rate under all load levels. 

Costs (%) are from 7.76 to 14.15 when No. of D=5, which is 

acceptable facing such a devastating hurricane. This result 

indicates that we do not need to protect all components in the 

IEGS, as there is no load shedding when No. of D ≥ m (m < 27). 

 
As a complement to Fig. 6, we list parts of the protected 

components and attacked regions under different load levels in 

Table IX. No. of D is 3. La-b denotes the power transmission line 

connecting power nodes a and b (see Fig. 5). Region 1 to region 

4 in Fig. 5 are denoted by R1 to R4, respectively. Intuitively, 

gas wells are the most critical components in the IEGS, since 

the attacking towards gas wells reduces the total amount of 

dispatchable natural gas. However, according to test results, 

hardening L25-26 receives higher returns than protecting GW2 

under the proposed robust framework when both loads reach 

relatively high levels (H-M and H-H). 

 

G. Comparison with the DAD† Model 

In the DAD† model, the regional property of the hurricane is 

no longer respected. For example, the impossible scenario in 

Fig. 1 becomes possible. Different from the DAD* model, the 

sequential property is still considered in the DAD† model. 

Denote CDAD and CDAD
† as the system cost of DAD and DAD† 

models, respectively. The relation CDAD ≤ CDAD
† always holds. 

Experimental results are shown in Table X. No. of D is set to 2. 

Compared with CDAD, CDAD
† increases significantly under all 

 

load levels (1.59 times on average). Specifically, power 

transmission lines 2-3 in Region 1 and 26-27 in Region 4 are 

attacked at t=6 and 7, respectively, which could never occur 

considering the reasonable region partition. This result verifies 

the effectiveness of the data-based uncertainty set in reducing 

the conservativeness of the RO model. 

In addition, the proposed DAD model also outperforms the 

DAD† model in terms of computation time. Denote TDAD and 

TDAD
† as the computation time of DAD and DAD† models, 

respectively. Theoretically, the search space of the DAD model 

in the middle level is smaller than that of the DAD† model, and 

the search spaces of both models in the upper level keep the 

same. So, TDAD < TDAD
†. Comparison results are shown in Fig. 

7. No. of D is set to 2. It is clear that the size of the search space 

has a huge impact on computation time. 

 

H. Computation Time and Approximate Solution 

The computation times under different load levels and No. of 

D are compared and listed in Table XI. The computational cost 

becomes huge when defense budgets are large, as the number 

of combinations of protected components increases sharply 

when No. of D rises. This increase is inevitable since the MILP 

problem is NP-hard. However, the acceptable computation time 

can still be obtained by leveraging its unique property, e.g., the 

Markov property, to reduce scenarios in the uncertainty set. 

 
In order to further reduce the computation burden for a large 

No. of D, a plausible idea is to shrink search spaces in both 

upper and middle levels to obtain a high-quality approximate 

solution, and this shrinking strategy is implemented in the 

DAD‡ model. Table XII shows the test results. The load level is 

H-M. The components that may be protected and/or attacked at 

t=9, t=8 and 9, and t=7, 8, and 9 are removed from search spaces 

in turn. 42.33% time is saved with only 3.45% error when No. 

of D=1, and the set of excluded time is {9}. The error rises 

gradually when No. of D increases. The error rises sharply if 

too many time steps are excluded. Thus, system planners are 

recommended to reduce search spaces properly to balance the 

computation time and accuracy. This shrinking strategy is 

intuitive and needs to be further studied. 

 
Fig. 6.  Influence of defense budgets under different load levels. 

TABLE IX 

PROTECTED COMPONENTS AND ATTACKED REGION 

Load 
level 

Protected 
components 

Attacked region 

t=1 t=2 t=3 t=4 t=5 t=6 t=7 t=8 t=9 

H-M GW1, L5-8, L25-26 R2 R1 R2 R3 R4 R4 R4 R4 R4 

M-M GW1, GW2, L5-8 R2 R3 R3 R3 R4 R4 R4 R4 R4 

H-H GW1, L5-8, L25-26 R2 R1 R2 R3 R4 R4 R4 R4 R4 

L-L GW1, GW2, L5-8 R2 R3 R3 R3 R4 R4 R4 R4 R4 

 

TABLE X 

COMPARISON BETWEEN DAD MODEL AND DAD†
 MODEL 

Load 
level 

System cost 
(*106 $) 

 
Load shed 

(MWh, *103 Sm3) 

DAD DAD†  DAD DAD† 

M-H 1.34 2.03  224.0, 105.53 357.5, 1.09 

M-M 0.99 1.59  143.0, 1.17 274.2, 1.00 

H-H 1.74 2.35  288.7, 160.47 393.9, 1.78 

L-L 0.69 1.29  91.7, 0.99 223.0, 0.86 

 

†

 
Fig. 7. Computation time of DAD and DAD† models 

TABLE XI 

COMPUTATION TIME (S) 

No. of     
Load        D 0 1 2 3 4 5 

H-M 373 326 409 557 1728 2427 

M-M 301 360 249 769 970 1036 

H-H 203 224 403 673 1923 2522 

L-L 326 468 368 645 807 1150 
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VI. CONCLUSION 

This paper proposes a multi-period RO model to enhance the 

resilience of the IEGS against SEWEs. Before the hurricane, 

preventive measures, hardening, is taken to protect the critical 

components. During the unfolding process, system re-dispatch 

decisions are made after each hurricane strike to minimize the 

maximized system cost caused by the hurricane. According to 

historical or forecast hurricane data, its Markov property is used 

to construct a data-based (less conservative) uncertainty set by 

excluding redundant scenarios. The nested C&CG algorithm is 

adopted to solve the proposed RO model. According to 

simulation results, we conclude: i) the reflection point is helpful 

for system planners to balance the investment cost and the 

system cost. However, incorporating the investment cost into 

the objective function may prevent system planners from the 

most critical components and result in myopic preventive 

measures; ii) the proposed data-based uncertainty set reduces 

the conservativeness of the proposed RO model. Besides, it also 

contributes to the improvement in computational efficiency; iii) 

although the shrinking strategy is unripe, it shows the potential 

to reduce the computation time and obtain a high-quality 

approximate solution. Future work includes: i) improving 

assumption 3) by introducing failure probability to protected 

and attacked components; ii) reducing the conservativeness of 

the RO model by other data-based methods; iii) designing a 

shrinking strategy to obtain a high-quality approximate solution. 
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