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Real Time Operating Systems in Avionics and Military Systems 

 Since the invention of the airplane in 1903 by the Wright brothers to the modern F-15, airplanes only 
continue to grow in complexity.  While initially airplanes only required the manual control of the engine and wings, 
modern airplanes have much more complicated needs which require the constant monitoring of a real time operating 
system.  Components such as the traffic collision-avoidance system, ground proximity warning system, and 
autopilot, display the essential role real time operating systems play in avionics and military systems.   

 As with most major industries, standards and certifications have arisen in avionics, as not all real time 
operating systems are equal.  One of the highest and most rigorous avionics certification standards is the DO-178.  
The DO-178 certification takes into consideration airborne systems and equipment and aims to ensure safety in 
flight critical software.  It is recognized world wide and helps provide guidance on software consideration, which is 
critical as real time operating systems are becoming more complicated.  The most current version is DO-178C, 
however, DO-178B is still widely in use.  Another standard is the ARINC 653.  “ARINC 653 (Avionics Application 
Standard Software Interface) is a great standard that has stood the test of time: it has been around for 20 years now 
and has gone through minor revisions, but it has been deployed to many, many aircraft” (Product Focus).  These 
certifications hold extreme value and importance in the avionics field, as shown by their mention in every single 
article.  DO-178 was heavily mentioned in each paper, and all but one of the four discussed ARINC 653.   

 A major part of receiving a certification from ARINC 653 and DO-178 is ensuring execution of tasks.  An 
aspect of determining this requires knowing the worst-case execution time of each component of software.  Until 
about 10 years ago, determining this was a time consuming and costly task.  The two main methods were end-to-end 
measurement and static analysis.  End-to-end required running the code with a “profiling code” and recording the 
execution times, but often under-estimated the worst-case execution time (Transferring RTOS, page 10).  Static 
analysis computed “a model of the timing behavior of the microprocessor,” which meant that the worst-case 
execution time results were only valid on that model of processor and therefore expensive to determine how the 
application would run on a variety of processors.  In 2004, a new technique was developed, called RapiTime, that 
“combines static analysis of the structure of the source code with timing measurements taken during testing, which 
record the execution time of short sub-paths through the code” (Transferring RTOS, page 11).  A company called 
BAE Systems used RapiTime to determine that 1% of the code caused 29% of the worst-case execution time.  
Whereas previously, developers did not have a clear idea of where to focus optimizations on, and testing whether 
those optimizations worked was timely and expensive, with this technology and knowledge, developers can now use 
RapiTime to test the runtime of their program, determine what part of the code to focus optimization on, and then 
easily rerun RapiTime to test if their optimization was successful.   

 Of the future challenges of determining worst-case execution times is the use of multi-core hardware.  
Multi-core hardware already presents a challenge in guaranteeing that tasks are schedulable, but as they become 
more prevalent, obtaining tight estimates of worst-case execution times on multiple cores will be extremely difficult.  
The other challenge in worst-case execution prediction is “obtaining context independent” results (Transferring 
RTOS, page 13).  Even if a context free result is obtainable, it is unrealistic and highly pessimistic compared to 
when the program is actually put in use.  One recent development within the last 10 years, time and space 
partitioning, might prove to be an effective technique to help ensure that the results found are guaranteed. 

 Real time operating systems in avionics used to be more simple, but according to RTOS Trends, 
have evolved into “Integrated Modular Avionics (IMA) architectures [multiple applications, single CPU, and a 
time/space partitioned operating system] in the past 10 years.”  Reliability is the core issue, and time and space 
partitioning has become a key feature area in maintaining reliability.  One of the issues presented with aircraft 
continually growing more complex is the lack of space for all of the new devices.  A large component, mentioned in 
both Product Focus and RTOS Trends are the size, weight, and power factors of avionics.  As more required and 
helpful technology is produced, more space is needed to install it.  One option to save space is to use integrated 
modular avionics, which is putting the new technology on one central processing unit, which reduces the size and 
weight components, but present a new problem.  As mentioned above, not all real technology is equal, and this 
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solution means mixed security and level of quality applications are sharing the same processor.  Some of the 
programs a safety critical, others are security critical, and some are non-critical.  This means that the standards and 
testing each program goes through will be different, and trying to make every component, from critical to non-
critical, meet the same rigorous standards, would incur a high expense.  However, allowing all programs to run on 
the same system means the lower criticality, less tested program could interfere with, whether maliciously or 
unintentionally, the high criticality program.   

The answer to this comes through time and space partitioning.  Time partitioning guarantees software a set 
amount of time, while space partitioning ensures that data used between different software partitions is not 
corrupted.  The two together also ensures execution of software even in mixed criticality applications.  As 
mentioned above, there are avionic certifications for the software used, however, within those certifications there are 
a variety of levels of criticality.  Level A is for devices that if they fail, would result in catastrophic events, where as 
Level E is for non-essential devices, such as entertainment computers (Product Focus).  Time and space partitioning 
allows for more tasks to be placed on the same operating system, saving physical space.  As seen in figure 1 below:  

 

(Image from Product Focus) 

Time and space portioning allows a critical application that has been rigorously tested to ensure reliability, 
to be executed with a low criticality application whose testing process was not nearly as thorough, and ensure the 
two applications will pose no threat to each other.   

As the military has started to move away from traditional real time operating systems and more towards 
traditional desktop operating systems with graphical user interface, maintaining system security between those 
operating systems and critical tasks is a challenge.  Time and space partitioning greatly assists with this issue, as 
seen in the real time operating system technology developed by Green Hills Software.  They combined time and 
space partitioning with virtualization to allow low security Windows and Linux operating systems to run with high 
security military avionic applications without the risk of a security breach (RTOS Trends).   

The use of integrated modular avionics not only helps reduce the space and weight of the aircraft, but can 
also help with the performance of the system.  Previously, physical connections were needed between each of the 
devices, but now “now they can do messaging via the operating systems since basically there is a scheduling and 
message passing standard that allows that in the (ARINC 653) avionics applications” (Product Focus).  This means 
that programs can access information they need, but keep other information secure, and ensure that each program 
remains undamaged by the other programs, while also allowing fast communication.   
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Another large issue in the real time systems community as a whole is the use of multi-core central 
processing units.  As mentioned above with the RapiTime worst-case execution time calculations, multi-core 
presents a challenge of ensuring the results are accurate.  The same holds true for standards and certifications.  One 
of the issues found in utilizing real time operating systems with multi-core central processing units is that “hardware 
companies won’t give us the guarantees we need” (Product Focus).  Ensuring on time executions with multi-core 
central processing units is so challenging, that in order to keep the standards and certifications and be confident there 
is no interference, they shut down all but one core.  This wastes the entire purpose of a multi-core central processing 
unit, but guarantees the predicted results.  This presents a challenge when faster response times, such as in military 
avionics, are required.   

While the certifications of avionics, such as DO-178, help provide standards to ensure quality of safety and 
security, they present another difficulty, cost.  Out of the total cost of developing an aircraft, 35-40% is spent on 
developing the avionic systems for civil airplanes, and over 50% for military projects (RTOS IMA, page 1).  While 
this cost might not present much of a challenge for larger companies such as Boeing and Airbus, smaller companies 
struggle to comply to the standards, as it leads to a massive increase of development costs (RTOS IMA, page 3).  
This is an issue that RTOS IMA addresses for the Russian avionics research projects.  It “provides the requirements 
of the operating system should satisfy in order to be used in the civil aviation.”  One of the ways it addresses this is 
through the use of the above mentioned integrated modular avionics.  This has been internationally used since the 
1990s, and advancements and research in this area are continuing.   

As seen in nearly every article and research paper, the certification and testing of programs is crucial to the 
functionality of avionics.  Whether dealing with civil aircrafts, or higher end military aircrafts, ensuring safety and 
security is vital.  Helping reduce the size and weight of the ever growing technology has also been an issue, but was 
solved through the use of integrated modular avionics, which has been an incredible solution to many of the issues, 
including determining worst-case execution times.  One issue that still remains is the use of multi-core central 
processing units.   
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